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Trusted Autonomous Systems Air Domain

1 Airdomain: Understanding autonomous systems in the sector

This document provides a snapshot of the current state of autonomy for uncrewed aircraft
systems in Australia

e 1.0 — Scopes the analysis contained to uncrewed aircraft systems and attempts to
give some justification of this. Describes a useful paper by Clothier, Williams, and
Perez for visualising the true extent of autonomous operations, in order to give a
method for gauging the current extent of operations against this theoretical extent.

e 2.0-4.0 — Provides the reader with some understanding of the size, scale, and
scope of the UAS industry as it stands today. To do this, it describes some
common types of operations of UAS that currently occur in different sectors of the
Australian industry. In addition, as this Body of Knowledge focuses on safety
assurance and accreditation, it is critical to get a feel for the extant risk that the
operations of today pose to second and third parties in the air and on the ground.

e 5.0 — Attempts to understand the current state of autonomy in UAS operations today
utilising the paper introduced in 1.0 through the level of machine governance and the
level of functional and implementation complexity of safety critical functions in UAS
operations.

1.1 Scope of this analysis

This Body of Knowledge considers the role of autonomy in the Air Domain. Autonomy,
which can be thought of as:

“the capacity of a system to achieve goals while operating independently from
external control™

Under this definition, autonomy already exists in some capacity for some functions in
any current aircraft operation. To tailor this first analysis in the air domain into
something digestible, the following narrowing scoping assumptions will be held.

This Body of Knowledge focuses on:

e Uncrewed aircraft systems (UAS) in general in Sections 8 and 9, including
remotely piloted aircraft systems (RPAS) and autonomous aircraft (or swarms
of aircraft that act as a single entity).

e Complex UAS operations that require a Remotely Piloted Operating Certificate
and additional approvals under Part 101 in Section 10.

It should be noted that the risk-based concepts and assurance practices could be
translated into crewed operations, unmanned traffic management, and other aspects
of the aviation domain, however, the prime focus will be on UAS.

This first iteration of the Body of Knowledge does not consider:

e Autonomous air traffic management. However, there is an understanding that
this is a key enabler for operations in low level airspace into the future.

e Autonomous systems that do not have any effect on the safety of an operation
(i.e. mission payloads).

1 NASA, “NASA Technology Roadmaps: Introduction, Crosscutting Technologies, and Index.”
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1.2 A useful description of the scope of autonomy

This body of knowledge draws on a description of autonomy from Clothier et al?, which
extends the concept of governance (or, who is in control of a function or task and who
has the authority for decision-making) along two main dimensions:

e The Level of authority, i.e. the entity that is the final arbiter of any
decisions/choices, measured between full human authority and full machine
authority; and

e The Level of control, i.e. the extent to which a human can influence/control
the behaviours of the entity that undertakes the function, measured between
complete human control to no human control.

Which is represented as a table, reproduced below:

Figure 1: Degree of Machine System "Self-Governance" (Fig. 2, Clothier et al 2019)

The human can control
the MS through the
setting of constraints with
complete authority.

Human Authority Level

The human can directly execute the MS
function but only if the MS decides to let it.

Complete Directed Suggestive None
(1) (2) 3) (4)
Supported (1) 2 3 4 ®—
Regulated (2) 4 5 6

o The human can control the MS behaviour
O | Self-Optimising (3) 5 6 @— through the setting of goals but only if the
t MS decides to let it.
S
S Self-Directed (4) 5 7
-l;) The human can only influence MS behaviour
(1 S s indirectly, and only if the MS decides to
= Self-Determining (5) 6 7 -- respond to the external influence.

The human can control the MS through the setting of goal policies, and the MS is able
to suggest alternatives or compromises in relation to goal policies.

Sovereign Machine System (6)

The human has no mechanisms of control available, the
level of human authority is not relevant.

2 Clothier, Williams, and Perez, “Autonomy from a Safety Certification Perspective.”
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There is an important juxtaposition between authority and control that is often missed
in discussions on levels of autonomy, focusing on one or the other, but not the interplay
between both and how this increases the overall level of machine governance of a
function or task:

Figure 2 - Dimensions of machine governance (Modified Fig. 2, Clothier et al 2019)

The human can control Human Authority Level
the MS through the

setting of constraints with ] ] ]
complete authority. Increasing Level of Machine Authority

The human can directly execute the MS

Supported (1) function but only if the MS decides to let it.

Regulated (2)

The human can control the MS behaviour
through the setting of goals but only if the
MS decides to let it.

Self-Optimising (3)

Self-Directed (4)

The human can only influence MS behaviour
indirectly, and only if the MS decides to
respond to the external influence.

Level of Control

Self-Determining (5)

to suggest akernatives or compromisas in relation to goal policies.

|0J43U0D) JO [3AST] Bulyde | Suisessou|

Sovereign Machine Systen

The human has no mechanisms of control available, the
level of human authority is not relevant.

Clothier et al. further decomposes the complexity of any autonomous system at some
level governance into the following two criteria:

e Function complexity which is a combination of task complexity (could be stated
as cognitive complexity, ranging from action, perception, reasoning/knowledge
representation, and decision making), and the environment complexity (as
described in Russell and Norvig?, this is termed the “task-environment
complexity”); and

e Implementation complexity, which delineates traditional, model-based learning
(termed deterministic by Clothier et al.) and data-based methods (pre-trained
and adaptive).

3 Russell and Norvig, Artificial Intelligence: A Modern Approach.

4 Note that this is an assumption, Clothier, Williams & Perez delineate the uncertainty of the model by
use of an uncertainty in implementation criteria, measured at three levels: Deterministic, Non-
Deterministic, and Adaptive Non-Deterministic. It appears that this is somewhat aligned with the level
of understanding of the underlying algorithm that is implemented.
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Which is represented as another table, reproduced below:

Figure 3 - Level of uncertainty of machine systems (Fig. 3, Clothier et al 2019)

Air Domain

< Increasing uncertainty

in requirements

Complexity of
Function Performed

Increasing uncertainty in compliance with requirements -

Complexity of Implementation

Situation of low uncertainty — Deterministic Non-Deterministic Adaptive Non-
deterministic / white box implementation (1) (2) Deterministic (3)
of an inherently simple function.

Action
Implementation (1) 3 4

Information @/5
Acquisition (2)

‘ormation Analysis

In
(3

Decision & Action 6
Selection (4)

Situation of medium uncertainty -
potentially black box implementation
of a relatively simple MS function.

Situation of high uncertainty — complex
and changing implementation of an
inherently more complex function.

These criteria allow the correlation between the functional complexity, the
implementation complexity, and a resultant overall autonomous system complexity.

Finally, contrasting these dimensions with the risk of the function being implemented
(the classic likelihood-consequence matrix, the Specific Operations Risk Assessment
(SORA) Specific Assurance and Integrity Levels (SAIL) levels (5.0) or the aviation
safety continuum allows us to understand the extent of these autonomous systems

with respect to the operation’s safety critical functions.

We believe that this is an effective way to understand the landscape of autonomy as
this approach allows for more visceral understanding of the current scope of autonomy

in aviation in comparison to the potential full scope of autonomy.
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2 The current state of autonomy in UAS operations

In this Body of Knowledge, we describe the current state of the UAS industry by the
current operations that occur, the size and scope of the current industry, the current
risk profile of these operations, and the extent of autonomy within these operations.

“Dull, dirty, and dangerous” is a common phrase used to describe the use of UAS to
complete tasks that are usually completed by machines rather than people. Whilst this
is nominally a true statement, we attempt to clarify the operational use of highly
automated and autonomous aircraft by providing real world examples. Some of these
include:

e Broad scale survey/mapping

e Local area inspection/survey

e Small scale delivery operations

e High Altitude, Long Endurance (HALE) operations
e Emergency services/police

2.1 Broad scale survey/mapping

Broad scale survey/mapping involves surveying or mapping large swathes of land,
holdings or infrastructure to gain data in order to make better decisions. This task is
still undertaken by conventionally piloted aircraft as well, which in some circumstances
will be more cost effective than utilising UAS due to the cost/complexity/time aspects
of beyond visual line-of-sight operations.

Industry sectors that undertake these broad scale survey/mapping include:
e Mining
e Agriculture
¢ Oil and Gas (particularly pipeline inspection/survey)

Because this type of operation is focused on large tracts of land, it is common to
require fixed-wing, heavy fuel UAS, such as the Insitu Pacific ScanEagle® or Textron
Systems Australia Aerosonde®. These operations will normally need to operate at
relatively high altitudes compared to other UAS operations, well above the lowest
flown altitude for fixed wing aircraft outside built up areas (500ft AGL), up to and
including 5000ft AMSL, meaning that interaction with general aviation aircraft under
visual flight rules and other aircraft under instrument flight rules are likely and pose a
significant risk to these operations.

2.2 Local area inspection/survey

Local area inspection or survey is focused on local areas, particular sites, or
structures. Organisations conducting these operations tend to favour the use of multi-
rotor, electrically powered aircraft, rather than heavy fuel, fixed wing aircraft. This task

5 InstituPacific, “ScanEagle2® System.”
6 Textron Systems, “Aerosonde® | Textron Systems.”

Page 7 of 35



Trusted Autonomous Systems Air Domain

is not (and usually cannot be) undertaken by conventionally piloted aircraft and is a
sector where UAS have particularly “taken off’ in use across Australia. Whilst originally
under significant control and oversight by a pilot, a section of this industry has begun
using “drone-in-a-box” solutions. In these operations, highly automated UAS and
storage/maintenance shelters are left at a specific site and pre-programmed flights are
undertaken by the UAS, overseen by a flight manager offsite. Because the altitudes
flown by these types of operation are generally quite low (below 400ft AGL) and occur
over secure sites, the interaction with other airspace users is extremely rare. Some
examples of these “drone-in-a-box” solutions include Airobotics’, Skydio®, and
Percepto®.

2.3 Small scale delivery operations

Small scale delivery of packages has become viable for UAS operations in the last few
years. Generally, these operations use powered lift aircraft (those that take off
vertically, but transition into forward flight) that are small, low weight and frangible, in
order to deliver packages in urban, suburban, or rural environments.

In most cases these operations are undertaken at low altitude, generally below 1000ft,
which means that interaction with most general aviation users is low. Examples of
small-scale (i.e. small packages, not small numbers of aircraft) drone delivery include
SwoopAero® and Wing'.

2.4 High Altitude, Long Endurance (HALE) Operations

Satellites in various orbital altitudes above the Earth are commonly used for remote
sensing or communications. Whilst Low Earth Orbit satellites have a great coverage
of the Earth’s surface, they are only able to view portions of the Earth for short periods
of time, making persistent imaging very difficult. For communications satellites at
higher altitudes, the latencies involved with transmissions can be detrimental to
operations. With higher resolutions, lower latencies, and persistent performance at a
fraction of the price of a satellite, pseudo-satellite operations by UAS at altitudes in the
stratosphere (above 50,000ft AMSL) are extremely attractive.

This is still a very new region of potential operation, with significant research and
development still required to truly provide a commercial solution. Due to the extreme
environmental conditions that occur at these altitudes (i.e. temperature, air density,
ultraviolet radiation), extremely light, high aspect ratio fixed-wing aircraft or balloons
are required to operate. Because of the need to operate at extremely high altitudes,
there is significant effort put into preventing interaction with other airspace users during
transition up through the atmosphere to their operating altitudes, as well during any
descent through the troposphere back down to Earth.

7 AirRobotics, “Automated Industrial Drones.”

8 Skydio, “Skydio 2+™ and X2™ — Skydio Inc. | Skydio.”
9 Percepto, “Drone-in-a-Box.”

10 Swoop Aero, “Home - Swoop Aero.”

11 Wing, “Wing.”
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Examples of these operations include the Google Loon (no longer operational*?), the
Airbus Defence and Space Zephyr and the World View Stratolite.

2.5 Emergency Services Operations

Emergency services, in particular fire, flood, and search and rescue services have an
incredibly difficult job. Even more so in Australia, where the sheer scale and hostility
of the environment dwarfs the resources of the industry. UAS can provide much
needed amplification of the services capability, particularly in the information,
surveillance, and reconnaissance role, replacing conventionally piloted aircraft
(surveillance during the day) and enhancing the capability (persistent operations
during night). Some examples of current uses include Fire Rescue Victoria?, NSW
National Parks and Wildlife Service*t, and the South Australian State Emergency
Service®,

Into the future we will be likely to see a significant increase in the use of UAS in
emergency services operations. After the 2019/2020 Australian bushfires, the
Australian Royal Commission into National Natural Disaster Arrangement'¢ clearly
highlighted the current role of UAS and the future use of UAS, particularly in the
information gathering and higher danger phases of natural disaster management.

12 Westgarth, “Loon’s Journey Is Coming to an End....”

13 FRV, “Certification for Advanced Operations Unmanned Aircraft Systems (UAS) — Criteria for
Special Classes.”

1 Parks and Wildlife Service, “Eyes in the Sky.”
15 South Australian SES, “SASES - Remotely Piloted Aircraft.”
16 Commission, “Royal Commission into National Natural Disaster Arrangements.”
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3 Size and scope of the UAS industry

This section will look across the following three dimensions of the UAS industry:

e the scale of the UAS industry compared to conventionally piloted aviation,
¢ the variation within the UAS industry in terms of UAS types, sizes, and
e the level of autonomy in the current state of operations

Which will provide some sense of the overall size and scope of the UAS industry as it
currently stands.'’

3.1 Scale of the industry

Under the Australian legislation, there are effectively three “kinds” of UAS operation
that cover the entire scope of UAS operations in Australia:

e Recreational flying of UAS

e Commercial excluded category operations (low risk operations with <2kg UAS,
segregated from other airspace users and persons on the ground)

¢ “Included” operations or those operations that require a Remotely Piloted
Aircraft System Operator Certificate (ReOC). A ReOC is comparable to an Air
Operators Certificate (noting that most ReOCs are for operations of
substantially less risk than the average AOC).

The current estimates for the number of operations and number of aircraft amongst
these different types are:

Table 1 - Current number of UAS operations and aircraft in Australia

Type of Operation gl:)g]rg?grzf/Operations Number of Aircraft
Recreational flying RPAS - More than 130,000®
Commercial excluded Approximately 25,000%3 Approximately 25,000
category

“Incél)lgied” operations undera  Approximately 2,200 Approximately 4,4002°
Re

17 As of Q4 2021 and Q1 2022

18 Extrapolated from CASA estimates in 2019.
https://www.legislation.gov.au/Details/F2019L01027/Explanatory%20Statement/Text

19 As of 2 November 2021, the number of ReOC holders registered on CASA’s website was 2219.
20 Assuming that across the range of ReOC holders, the average number of aircraft per ReOC is 2.
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To give some comparison for the size of this industry, we can roughly compare these
UAS numbers with the current number of conventionally piloted aircraft in Australia,
under the following categories:

e Aircraft registered to Recreational Aviation Australia (RAAus)

e Aircraft on the Australian Civil Register with a certificate of airworthiness (CoA)
in the Transport or Commuter categories

¢ Aircraft on the Australian Civil Register that have a CoA in a category other than
Transport or Commuter categories

The split between conventional aircraft in the Transport and Commuter categories to
other types of conventional aircraft reflects a rough delineation of the engineering
safety requirements in each category. It needs to be noted that there are different
operational and airspace safety requirements among aircraft of these types, but as a
crude delineation of aircraft, this suits our purposes:

Table 2 - Current number of conventionally piloted aircraft in Australia

Type of Operation Number

Aircraft on the Recreational Aviation Approximately 3,200%
Australia (RAAus) Register

Aircraft on the Australian Register with an 10,24522
active CoA in a category other than the
transport or commuter categories

Aircraft on the Australian Register with an 9812
active CoA in the transport or commuter
categories

Figure compares the current number of conventionally piloted aircraft and UAS in
Australia. As can be seen, the number of recreational RPAS dwarfs any other
operation (75% of all aircraft). In order to get some more clarity on, Figure removes
recreational drone operations to compare the commercial UAS industry to the total
conventionally piloted aviation industry.

21 RAAus, “About Us.”

22 Data from Australian Civil Register as of 29 October 2021, aircraft with an active CoA minus the
category described in 7 https://www.casa.gov.au/aircraft/civil-aircraft-register

23 Data from Australian Civil Register as of 29 October 2021, filtered for aircraft with an active CoA in
the transport or commuter categories (unless the aircraft had a restricted CoA in either category)
https://www.casa.gov.au/aircraft/civil-aircraft-register
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Figure 4 - Industry Size Comparison - UAS and Conventionally Piloted Aviation

Industry Size Comparison: Conventionally Piloted Aircraft to
Uncrewed Aircraft

2%

1%

m Aircraft on the RAAus
Register

® non Transport/Commuter
Category AC

m Transport/Commuter
Category AC
m Excluded Category RPAS

m "Included" Category RPAS

m Recreational RPAS

Figure 5 - Industry Size Comparison - UAS and Conventionally Piloted Aviation
(Excluding Recreational Drones)

Industry Size Comparison: Conventionally Piloted Aircraft
to Uncrewed Aircraft (Excluding Recreational UAS)

m Aircraft on the RAAus
Register

m non Transport/Commuter
Category AC

® Transport/Commuter
Category AC

m Excluded Category RPAS

= "Included" Category RPAS
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Even with recreational UAS removed, UAS constitute over 67% of all aircraft in
Australia. It needs to be noted that this comparison is purely an aircraft number
comparison, and does not compare the relative operational usage (i.e. flights/hours of
operation per year), or the significant complexity and risk that exists in an average
conventional aviation operation (i.e. aerial work with less than 4 persons within the
aircraft) compared to the average excluded category operation (i.e. <2kg UAS
segregated from other aircraft and persons on the ground).

3.2 The kinds of aircraft used in UAS operations

We now look to the kinds of aircraft that are used in these UAS operations, particularly
focusing on:

e The different “types” of UA,
e The size (mass) of UA, and
e The complexity of operations undertaken

UAs can come in many shapes and sizes, but in general will conform to one of the
following types of platform:

e Aeroplanes
e Rotorcraft (single, multirotor)
e Powered Lift

3.2.1 Aeroplanes

An aeroplane is a heavier-than air-aircraft, that utilises a propulsion device (such as a
jet engine, propellor, or rocket engine) in conjunction with fixed wings to derive lift
during forward motion (note that some aircraft have incredibly powerful engines and
may be able to sustain altitude without the wings providing lift in some regimes).

aeroplanes are (comparably) simple mechanically to rotary wing, multirotor, or
powered lift types, and have excellent range, speed, and loiter characteristics. Due to
the requirement to have enough forward speed to create lift over the wings, aeroplanes
are not suited to missions that require hovering or extremely precise manoeuvring in
small areas. Normally aeroplanes require runways for take-off and landing reducing
their ability to be deployed anywhere, anytime. Recently, however smaller size
uncrewed aeroplanes will use catapults for take-off and recovery systems that snatch
the aircraft from the air on recovery.

24 Whilst there are many ways in which you could categorise UAS, then terms used are as per CASA
categorisation for pilot licencing. See CASA AC 101-01 v3.0
https://www.casa.gov.au/sites/default/files/101c01.pdf, although due to the lack of airship examples,
they are not included.
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Some examples of uncrewed aeroplanes and their characteristics are shown below in
Table 3:

Table 3 - Some examples of fixed-wing UAS

Aircraft Wingspan Maximum Cruise Range*
(m) Take of Speed (Endurance)
Weight (kg) (km/h)
‘Silvertone Flamingo Mkl 41 25 105  >1,300km

(12.5 hours)

Insitu Pacific CT 220 3.3 215 80 >1,500km
(20+ hours)

Northrup Grumman Triton 40 14,628 630 >15,000km
(30+ hours)

Airbus Defence and Space 25 75 55 All of Earth

Zephyr (months)

General Atomics 24 5,670 390 >4,000km

Skyguardian (40 hours)

*This range calculation is basic (endurance multiplied by cruise speed) and does not
take into account restrictions based upon C2/C3 link performance etc.
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Figure 6 - Aeroplane UAS (clockwise from top left: Insitu Pacific CT220%°, Silvertone Flamingo Mk32¢,
Airbus Defence and Space Zephyr??, Northrup Grumman Triton?8, and General Atomics SkyGuardian?®)

25 |nstituPacific, “CT-220 UAS.”

26 Silvertone, “Flamingo Mk3 - RPAS, Uav, Flxed Wing Unmanned Aircraft - Designer, Manufacturer &
Systems Integrator — Silvertone UAV - RPAS, UAV, Fixed Wing Unmanned Aircraft - Designer,
Manufacturer & Systems Integrator.”

27 Airbus, “The Airbus Zephyr, Solar High Altitude Platform Station (HAPS) Concludes a Successful
New Test Flight Campaign in Arizona, USA | Airbus.”

28 Janes, “Northrop Grumman to Develop Sense-and-Avoid Solution for Triton.”
29 GAA, “GA ASI - MQ-9B SkyGuardian / SeaGuardian.”
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3.2.2 Rotorcraft (single-rotor or multi rotor class)

Rotorcraft are heavier-than-air aircraft that depend principally on the lift generated by
one or more rotors to sustain flight.*® In general rotorcraft have extremely good
manoeuvrability characteristics at slow speed, particularly the ability to take-off and
land vertically, and to hover in place. They do not have the same top speed capability
as fixed wing aircraft (limited by the speed of the advancing rotor tip and the helicopter
speed and the speed of sound) and have lower range and loiter characteristics.

In the conventionally piloted world, rotorcraft have generally limited to one or two
rotors, however more recently, multirotor designs have been proposed for use in the
urban air mobility market.

In the uncrewed and unpersonned world, multirotor designs dominate the design
space, with quadcopters, hexacopters, and octocopters commonplace. Multirotor
designs are prized in the UAS world due to the simplicity of design (i.e. simple fixed
pitch propellers are used instead of complex variable pitch rotors in single rotor
designs) and increased redundancy in the case of lose engine power (i.e. an
octocopter can sustain a loss of thrust in one or more engines and still maintain altitude
and orientation).

Below are a small sample of the range of rotorcraft that exist in the UAS industry now.

Table 4 - Some examples of rotorcraft (single and multi-rotor) UAS

Aircraft (number of rotors) Wingspan Maximum Max Flight
(m) Take of Time
Weight (kg) (mins)
DJI Matrice 600 Pro (6) 1.7 15.5 65 38
DJI Phantom 4 (4) 3.3 21.5 80 28
Yamaha R-MAX 3.13 98 - 60

30 ECFR, “14 CFR 1.1 -- General Definitions. Definition for Rotorcraft.”
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Figure 7 - Rotorcraft UAS
(from top to bottom: DJI
Matrice 600 Pro%, DJI
Phantom 422, and Yamaha R-
MAX33)

31 DJI, “Matrice 600 - DJI.”
32 Abbott, “DJI Phantom 4 Pro V2.0 Review | TechRadar.”
33 MacLean, “Drone Spray Helicopter Flies by Wire.”
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3.2.3 Powered lift

Powered lift aircraft, also known as hybrid aircraft, are aircraft that take the benefits of
both aeroplanes and rotorcraft and fuse them together. In particular powered lift
aircraft fuse the vertical take-off and landing, and hovering capability from rotorcraft
with the fixed wing forward flight speeds, range and loiter capabilities from aeroplanes.

This can be done in such a way that the wings and/or propulsion devices rotate, such
as in the V-22 Osprey?, or by using fixed vertical and horizontal propellers and wings
that are used during the different stages of flight. For UAS, the latter configuration is
more popular (likely due to the cost and complexity of the rotating, moving machinery,
compared to using fixed system), as can be seen below with the three aircraft
represented in Figure 8.

Table 5 - Some examples of powered-lift UAS

Aircraft Wingspan Maximum
(m) Take of
Weight (kg)
SwoopAero Kookaburra 2.4 18 150 120km
Carbonix Volanti 3.6 8 150 (2 hours)
Wing Aviation Hummingbird 1 7 104 20km

* it can be difficult to obtain full information on these platforms, only data that can be
reliably found is provided here.

34 Boeing, “V-22 Osprey.”
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Figure 8 - Powered Lift UAS
(from top to bottom: Swoop
Aero Kookaburra®®,
Carbonix Volanti®®, Wing
Hummingbird®7)

35 Swoop Aero, “Tweet - Swoop Aero Kookaburra Aircraft.”
36 Blain, “Hybrid VTOL Fixed-Wing Drone Flies for 2+ Hours.”
87 Brown, A, “Wing Drone Delivery Use Surges during Canberra Covid Lockdown.”
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3.3 Size (maximum take-off weight) of UAS Platforms

A key characteristic for risk of UAS operations and a driver of complexity is the size of
UAS. Maximum take of weight, or MTOW, is a metric used within the current Australian
legislation, delineating regulatory requirements for designers, operators, pilots, and
maintainers. It is also a decent predictor of size of the minimum size of an aircraft.
These weight brackets (and corresponding terms) ares:

e <=100g (micro RPA)

e Greater than 100g, but <=2kg (very small RPA)
e Greater than 2kg, but <=25kg (small RPA)

e Greater than 25kg, but <=150kg (medium RPA)
e Greater than 150kg (large RPA)®

Figure shows the current proportion of Australian UAS in each weight bracket.

As can be seen, the majority of UAS in Australia are below 25kg in MTOW (~95%),
and only a very small number of aircraft exceed 150kg in MTOW (<~1%). We can
contrast this to the current range of weights for Australian conventionally piloted
aircraft (as per Figure 10), which range from 281kg (a single seat amateur built
aircraft) up to 572,000kg (the Airbus A380). It is clear that the size and relative risk
(size implies larger impact upon crash and the ability to carry more passengers) of
conventionally piloted aircraft is still significantly larger than for that of current UAS
operations.

Figure 9 — Commercial UAS MTOW*4° Figure 10 - MTOW of Aircraft on the Australian Civil
Registert
Commercial UAS by MTOW MTOW of Aircraft on the Australian Civil Register

60%

1%
3%

8%

m Large RPA (>150kg)

m Medium RPA
(25kg<MTOW<=150kg)
Small RPA
(2kg<MTOW<=25kg)

Very Small and Micro RPAS
(<2kg)

35%

38 See Regulation 101.022 of CASR 1998
3% Medium and Large RPA also have the definition of definition for airship envelop size
40 Data is extrapolated from CASA estimated numbers of commercial operations in Australia

41 Data derived from Australian Civil Register as of 29 October 2021. Pie chart only utilises active
Certificates of Airworthiness

Page 20 of 35

m 281kg - 1,500kg

m 1,500kg - 8,618kg

8,618kg - 20,000kg

20,000kg - 572,000kg



Trusted Autonomous Systems Air Domain

4 Some Concepts of Operation — Current State

This section is intended to briefly introduce some of the future concepts of operation
with regard to autonomous operations, focusing on:

e Extended visual line-of-sight (EVLOS) and beyond visual line-of-sight (BVLOS)
operations

e One-to-many operations

¢ Remote Command Centres

4.1 EVLOS and BVLOS operations

A key restricting factor when operating within the CASA Standard Operating
Conditions is the inability to utilise a UAS to its full extent (i.e. its range is restricted by
visual acuity, not the performance of the aircraft) and the time and resource cost of
moving the pilot and supporting infrastructure to locations as needed. Extended VLOS
(EVLOS) and BVLOS operations are concepts of operation whereby the UAS can
extend its operational range from the pilot. EVLOS operations are an extension of
VLOS operations that require that a pilot or observers can observe the surrounding
airspace for collision threats and then instigate contingency plans to avoid an
interaction. EVLOS does not require that the pilot can observe and orient the UAS as
required under VLOS operations. BVLOS is not an extension of VLOS but rather a
completely different operating regime whereby the aircraft and/or airspace cannot be
observed directly by the pilot or observers. This requires that additional measures are
taken to reduce the risk to other airspace users as described in Error! Reference
source not found.. Both EVLOS and BVLOS operations increase operational efficiency
and are an extremely desirable operating regime. It is still relatively difficult to get
approval for in Australia (although it should be noted that Australia is at the forefront
of BVLOS operations in the world), however both the Department of Infrastructure,
Transport, Regional Development and Communications (DITRDC) and CASA are
taking steps towards reducing the overhead costs (time, resources etc.) required to
achieve an approval. Some prominent examples of BVLOS operators include Insitu
Pacific, Textron Systems Australia, Wing Aviation, HoverUAV and Ninox Robotics.

4.2 One-to-many operations

The substantial majority of UAS operations are many-to-one (many crew to one
aircraft) or one-to-one (one pilot to one aircraft) operations. Another increasingly
desirable operating style is one-to-many operations (i.e. one pilot managing multiple
aircraft at once). This has clear economic advantages, but, requires increasingly
autonomous systems and increased operational and organisational structure to
ensure that the processes and procedures used in emergency situations are still
effective. There are very few examples of one-to-many operations in the world,
however, in Australia Wing Aviation uses this concept of operation.
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4.3 Remote operation centres

The final spotlight for concepts of UAS operations is the remote operation centre
(ROC). Usually, operators of UAS are co-located with their aircraft or ground support
equipment (i.e. the command and control link ground transmitter). ROCs create
another link between the ground support systems at a location to the remote operation
centre, usually located in a relatively built-up area. This added complexity in
infrastructure and link latency and performance requires significant analysis and
demonstration of equivalent safety outcomes to an operation with the crew located
with the ground support equipment.

The reduction in travel and transport costs and the synergy of ROCs with one-to-many
operations makes it a very attractive operation style. As with other concepts of
operation in this section, ROCs are still relatively rare, however some examples in
Australia include Airobotics*? and HoverUAV*.

42 AirRobotics, “Airobotics Is First to Receive CASA Approval for BVLOS Drone Flights from Remote
Operations Center.”

43 HoverAUV, “Remote Command Centre.”
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5 Level of risk of extant UAS operations

Another means by which we can look at the current state of the Australian UAS
industry is through the level of risk that exists in current operations. This view will allow
an understanding of the restricted scope of the operations in place today compared to
the potential range of operational risk that could feasibly occur.

To start, there are currently no operations of UAS that have persons on-board. The
risk that these operations present are purely to second (those involved in the
operation) and third (those that have no direct involvement in the operation) parties
that are not on-board the aircraft. This risk exists to either; other aviation stakeholders
(called “air risk”) and persons on the ground (called “ground risk”).

5.1 Current Ground Risk Levels for UAS operations

Ground risk is a function of three conditions, that need to be met in order for the UAS
as a ground hazard to eventuate:

e The UAS needs to be on a collision course with the ground (driven by the
unreliability of the aircraft); and

e During the ground collision event, the aircraft comes into contact with a person
or persons (driven by the size of the impact area and the overflown population
density); and

e Given an impact with a person during a ground collision event, the UAS causes
injury or death (driven by the impact mechanics. As a conservative starting
point, an impact is assumed to fatally injure a person).

The key external parameters we can use to are the impact area size and the overflown
population density. The JARUS SORA model (see Error! Reference source not found.
for more details) uses these two factors for assessing what is called the “intrinsic
ground risk” of the operation. We will use this table to help visualise the extent of
ground risk.

The SORA uses an assessment for ground risk that is based off the size and energy
of the vehicle (which is a proxy for the impact area, called critical area in the SORA
model, of the aircraft) and the overflown population density, tabularised into the
Intrinsic UAS Ground Risk Class table, reproduced below:
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Figure 11 - Intrinsic Ground Risk Class Table - JARUS SORA V2.0

Air Domain

Intrinsic UAS Ground Risk Class
e . 1m/approx. | 3m/approx. | 8 m/approx. | >8m/approx.
Max UAS characteristics dimension 3ft 10ft 25ft 25ft
<7001J <34 KJ <1084 KJ > 1084 KJ
Typical kinetic energy expected (approx. 529 (approx. (approx. (approx.
FtLb) 25000 Ft Lb) 800000 Ft Lb) 800000 Ft Lb)
Operational scenarios
VLOS/BVLOS over controlled ground area 1 2 3 4
VLOS in sparsely populated environment 2 3 4 5
BVLOS in sparsely populated environment 3 4 5 6
VLOS in populated environment 4 5 6 8
BVLOS in populated environment 5 6 8 10
VLOS over gathering of people 7
BVLOS over gathering of people 8

To give some context, an operation with an intrinsic ground risk class of 6 has an
equivalent risk to persons on the ground as a small general aviation aircraft. These
values are shaded in red below:

Figure 12 - SORA Intrinsic Ground Risk Class Table, modified to show risk equivalency to

conventionally piloted aviation

Intrinsic UAS Ground Risk Class
o . 1m/approx. | 3m/approx. | 8 m/approx. | >8m/approx.
Max UAS characteristics dimension 3ft 10t 256t 255t
<700)J <34 KJ <1084 KJ > 1084 KJ
Typical kinetic energy expected (approx. 529 (approx. (approx. (approx.
FtLb) 25000 Ft Lb) 800000 Ft Lb) 800000 Ft Lb)
Operational scenarios
VLOS/BVLOS over controlled ground area 1 2 3 4
VLOS in sparsely populated environment 2 3 4 5
BVLOS in sparsely populated environment 3 4 5 6
VLOS in populated environment 4 5 6 8
BVLOS in populated environment 5 6 8 10
VLOS over gathering of people 7
BVLOS over gathering of people v 8

From a population density perspective, almost all current operations that occur in
Australia are within controlled or sparsely populated areas, an exception being the
Wing delivery operations in Mitchell and Logan. When we combine this fact with the
majority of platforms being below 25kg (as shown in 3.3) with characteristic dimension
(wingspan, or rotor width etc.) almost always below 8m (and the significant majority
below 3m), we can see that current operations are generally still within relatively low
risk areas shaded below in blue, with a few operations occurring the shaded yellow
(larger wingspans) and grey areas:
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Figure 13 - SORA Intrinsic Ground Risk Class Table, modified to show the current extent of UAS

Air Domain

operations
Intrinsic UAS Ground Risk Class
. . 1m/approx. | 3m/approx. | 8 m/approx. | >8m/approx.

Max UAS characteristics dimension 3ft 10ft 25t 25ft

< 700)J <34KJ <1084 KJ > 1084 KJ
Typical kinetic energy expected (approx. 529 (approx. (approx. (approx.

FtLb) 25000 FtLb) | 800000 FtLb) | 800000 Ft Lb)

Operational scenarios _

VLOS/BVLOS over controlled ground area 2 1 2 3 4
VLOS in sparsely populated environment 2 3 4 5
BVLOS in sparsely populated environment 3 4 5 6
VLOS in populated environment | 4 5 6 8
BVLOS in populated environment I 5 6 8 10
VLOS over gathering of people 7
BVLOS over gathering of people v 8

5.2 Current Air Risk Levels for UAS Operations

Similar to the ground risk, air risk is a function of a few conditions that need to be met
in order for the UAS hazard to eventuate:

A UAS and conventionally piloted aircraft need to be within relative proximity to
one another (this is driven by the density of other airspace users, how both UAS
and CPA fly in that airspace, and the relative speeds of each aircraft); and
Given that the aircraft are now within relative proximity, the controls and
mitigations that are in place to resolve any potential collision need to be
ineffective (this is driven by the type and number of controls in place, dependent
on airspace classification); and

Given that the aircraft are in proximity and the active controls and mitigations
were ineffective, the aircraft then need to collide with one another (this is driven
by the aircraft size, and relative probabilities that the two physical bodies
overlap in space and time).

When describing air risk, it is important to take into context the different elements to
airspace integration described in Error! Reference source not found., Error! Reference
source not found. and Error! Reference source not found., these are summarised

below:

Controlled airspace (Classes A, B, C, D, E, and F) has higher requirements in
terms of aircraft equipage and in terms of acceptable levels of safety than
uncontrolled airspace

Airspace rules and requirements need to be strictly adhered to, in order to
prevent mid air collisions. Within controlled airspace, there is significant
expectations on the safety and reliability of both the platforms manouevrability
and the equipage carried to communicate and engage with other airspace
users.

If the UAS is operating within visual line of sight (VLOS), this allows the operator
to see and avoid other aircraft without the need to complex technical equipment
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e Outside VLOS, an operation is required to do significant work to demonstrate
that the airspace is effectively sanitised (i.e. airspace wherein there is extremely
low, almost negligible risk of interacting with other airspace users such that an
acceptable level of safety is met) or employ sophisticated technology to
replicate human capacity to see and avoid other airspace users

e Operations below 400ft AGL and outside of aerodromes or helicopter landing
sites are commonplaces for UAS operations because conventionally piloted
aircraft should not be operating below 500ft outside of the take-off and landing
phases of flight.”.

e The inability for UAS to detect and avoid other aircraft (an inherently complex,
high-safety criticality function) at this point in time is a significant limiter on
airspace integration. This is discussed in more detail in Error! Reference source
not found..

This all results in a common theme for UAS operations with respect to air risk;
segregation from other air users, with little avenue for accommodation (operating with
other aircraft under bespoke, conservative rulesets) and practically no avenue for
integration (operating with other aircraft, treated like other aircraft).

5.3 Extent of autonomy for safety critical functions

Finally we look to the current extent of autonomy for safety critical functions. We can
use the US Transport Category Airworthiness Standard (FAR Part 25), which has an
elegant breakdown of safety critical functions (called basic workload functions) that
must occur during flight in order to stay safe*:

e Flight path control

e Collision Avoidance (Ground)

e Collision Avoidance (Air)

e Navigation

e Communications

e Operation of and monitoring aircraft systems
e Command Decision

These functions are required to be undertaken regardless if the operation is crewed
or uncrewed. Referring back to Clothier, Williams and Perez, we can begin to
plot/understand the scope of autonomy of these operations with respect the level of
governance and level of complexity of a task or function. As discussed previously,
dimensions of autonomy can be viewed on the following diagrams:

4 ECFR, “14 CFR Part 25 -- Airworthiness Standards: Transport Category Airplanes.”
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Figure 14 - Level of Machine Governance (Figure 2 from Clothier, Williams, and Perez 2019)

The human can control Human Authority Level

the MS through the

setting of constraints with Complete Directed Suggestive None
complete authority. (1) 2) 3) (4)
The human can directly execute the MS
2 3 4 function but only if the MS decides to let it.
Regulated (2) 4 5 6
The human can control the MS behaviour
Self-Optimising (3) 5 6 @— through the setting of goals but only if the
MS decides to let it.
Sef-Diectsd () ; -
SelfADetermining (5) i 4 --

The human can control the MS through the setting of goal policies, and the MS is able
to suggest alternatives or compromises in relation to goal policies.

Supported (1)

The human can only influence MS behaviour
indirectly, and only if the MS decides to
respond to the external influence.

Level of Control

Sovereign Machine System (6)

The human has no mechanisms of control available, the
level of human authority is not relevant.

Figure 15 - Level of Functional Complexity (Figure 3 from Clothier, Williams, and Perez 2019)
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5.3.1 Level of Authority
Under this regime, the level of authority is divided into four categories:

e Complete — Human has complete authority over decisions
e Directed — The Machine may suggest alternatives or compromises, but the
human has the authority for the final decision

e Suggestive — The human may suggest alternatives or compromises, but the
machine has the authority for the final decision

e None - The machine has complete authority over decisions

Due to the current legal responsibilities for safety of flight being held by a person, it is
not possible for the level of authority in any safety critical function to be suggestive or
none, as this would require the machine to be responsible for the operation, and hence
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the current state of safety critical functions are limited to complete or directed. We can
represent this as the red shaded area on the Level of Governance table:

Figure 16 - Current extent of level of authority (modified from Figure 2 Clothier et al 2019)

Human Authority Level
Complete Directed Suggestive None
(1) (2) i (3) (4)
Supported (1) 3 4
Regulated (2) 4 5 6
The human can control the MS behaviour
Self-Optimising (3) 5 5 m r-—— through the setting of goals but only if the
\/ MS decides to let it.
Self-Directed (4) 7
Self‘Determining (5) ! --

The human can control the MS through the setting of goal policies, and the MS is able
Sovereign Machine System (6)

The human can control
the MS through the
setting of constraints with
complete authority.

The human can directly execute the MS
function but only if the MS decides to let it.

Y

The human can only influence MS behaviour
indirectly, and only if the MS decides to
respond to the external influence.

Level of Control

to suggest alternatives or compromises in relation to goal policies.

The human has no mechanisms of control available, the
level of human authority is not relevant.

5.3.2 Level of Control

Moving to the level of control, we again refer to Clothier, Williams, and Perez, to the 6
levels of control articulated as:

Supported — In the supported level of control, the human can undertake the
function if necessary, but may instead instruct, approve, monitor or support
when needed the machine in completing the function.

Regulated — A regulated system is controlled by a human by the setting of
constraints or boundaries within which the system may function.
Self-Optimising — A self-optimising system is influenced by a human by the
setting of explicit goals that the system must achieve

Self-Directed — A self-directed system can only be influenced in the ability to
perform a task by the human setting high level goal policies, rather than explicit
goals themselves

Self-Determining — A self-determining system is one where the machine
system effectively has agency equivalent to a human being, i.e. being able to
respond and choose whether to accept influence from other agents.
Sovereign Machine System — This type of system has no ability for the human
to exhibit control over it. These systems may not be physically possible (i.e.
there may always be some way for a human or other entity to exhibit some
form of influence over any system, for instance shooting a missile at it to stop it
functioning).

It needs to be noted that levels of control can be implemented either during the
operation, or through the design process by the human. To that end, due to the fact

Page 28 of 35



Trusted Autonomous Systems Air Domain

that there are little to no learning or adaptive learning systems that are used in safety
critical systems (although there are aims to incorporate them, see EASA proposed
guidance for level 1 machine learning systems#), it is difficult to state that anything
beyond regulated (i.e. a flight controller for a statically and dynamically unstable
guadcopter is regulated by a human designer, but a human pilot would not be able to
truly undertake the task of flight control for this aircraft if the flight controller failed)
based systems are available for UAS safety critical systems. This is represented as
the green shaded area:

Figure 17 - Current extent of level of control (modified from Figure 2 Clothier et al 2019)
The human can control Human Authority Level
the MS through the
setting of constraints with Complete Directed Suggestive
complete authority. (1) 2) (3)

Supported (1)

The human can directly execute the MS
function but only if the MS decides to let it.

Regulated (2)

The human can control the MS behaviour
Self-Optimising (3) $;o:ghdthe seltting of goals but only if the
lecides to let it.

Self-Directed (4)

The human can only influence MS behaviour
indirectly, and only if the MS decides to
respond to the external influence.

Level of Control

Self-Determining (5)

0 he action
\The human can control the MS throughithe setting of goal policies, and the MS is able
to suggest alternatives or compromises{in relation to goal policies.

Sovereign Machine System (6)

The human has no mechanisms of control available, the
level of human authority is not relevant.

We can now further refine the table above with this new information, describing the
current operational extent that UAS operations take up on the governance scale:

4 EASA, “EASA Releases for Consultation Its First Usable Guidance for Level 1 Machine Learning
Applications.”
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Figure 18 - Current extent of level of control and level of authority (modified from Figure 2 Clothier,
Williams and Perez 2019)

The human can control Human Authority Level

the MS through the

setting of constraints with Complete Directed
complete authority. (1) (2)

The human can directly execute the MS

Supported (1) function but only if the MS decides to let it.

Regulated (2)

The human can control the MS behaviour
through the setting of goals but only if the
MS decides to let it.

Safety critical tasks and functions for UAS operations do not take place in this region

at this point in time The human can only influence MS behaviour
indirectly, and only if the MS decides to
respond to the external influence.

Level of Control

the setting of goal policies, and the MS is able
in relation to goal policies.

The human has no mechanisms of control available, the
level of human authority is not relevant.

5.3.3 Level of task-environment complexity

Moving from the level of authority and control, we can dive into the task-environment
complexity for UAS. From Clothier, Williams and Perez, we can decompose the task
complexity space into four categories with the well-known Observe, Orient, Decide,
Act (OODA) loop* placed in square brackets next to the categories to show similarity:

e Action [Act]

e Information Acquisition [Observe]
e Information Analysis [Orient]

e Decision Making [Decide]

Generally, the complexity of the task increases as you traverse from action to decision-
making, however the complexity of the environment will also play a factor in the
complexity, meaning that a more appropriate measurement might be task-
environment complexity.

At the current state of the art, UAS are more than capable to undertake action and
information acquisition through the use of sensors and actuators. However,
information analysis or decision-making are still heavily human focused endeavours,
and only through highly automated, deterministic programs do machines seem to
undertake these tasks, for instance a Kalman filter does take input data (GPS, IMU,
altimetry and other data) and then fuses them using human specified algorithms to
determine the current state of the aircraft and associated errors in order to then inform
the autopilot to correct the flight path to stay on a navigational track using pre-defined
control laws. But this act of information analysis and decision making has been
undertaken by the human designer before flight, only to be implemented by the
machine during flight. If this process is not pre-programmed by a human designer, it

4 Ford, “The Essence of Winning and Losing, by John R. Boyd.”
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will be undertaken by the remote pilot or other human operator. We can visualise this
on Figure 3 from Clothier, Williams and Perez, shaded in blue.

Figure 19 - Current level of functional complexity (modified from Figure 3 of Clothier, Williams and Perez

2019)
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This is not necessarily a bad thing in safety engineering of autonomous systems, as
very deterministic, pre-determined behaviours are the preferred method of ensuring
that aircraft operations align to current safety expectations. In order to truly undertake
these functions (instead of following a human specified set of rules), it is necessary to
implement some kind of learning algorithm that determines the way in which to analyse
information and determine appropriate actions.

5.3.4 Level of implementation complexity

Implementation complexity is a descriptor of the uncertainty inherent within the types
of algorithms used to achieve behaviour of an autonomous system. This is split into
three levels:

Deterministic — These are algorithms that are directly specified and
implemented by human designers. This is referred to as “Model Based” in the
EASA framework for Artificial Intelligence, as a designer has had to specify a
model of the task environment alongside the algorithm for implementation in
the system.

Non-Deterministic — Although the term “non-deterministic” is used here, we
will instead refer to these as “pre-trained learning” or “pre-trained data based”
algorithms. The designer is more removed from the actual implemented
algorithm to undertake a given behaviour, instead specifying a dataset,
behaviour goals or policies to be met and a learning algorithm, which uses this
information to learn a function that best meets the behaviour goals or policies
given the dataset provided. This level of implementation will be called “pre-
trained” as the learning takes place before operation, meaning that the
implemented algorithm will not change during operation.

Adaptive Non-Deterministic — again here we will refer to this as adaptive
‘learning” or adaptive “data based” implementation. The primary difference
between adaptive learning and pre-trained learning is that the learning process
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is not stopped during operation and is continual, leading to an algorithm that is
forever changing during operation whilst trying to achieve behaviour goals or
policies.

In safety critical systems, only deterministic, human-specified algorithms are utilised
at this point in time. It is only in the last few years, as computational capacity, memory
resources, simulator efficacy, and understandings of machine learning have
increased, that this has become a viable method of implementing safety critical
functions. As described earlier, there are attempts to begin incorporating pre-trained
learning algorithms into aviation safety critical functions, however this is leading-edge
and currently there is no accepted process for incorporating learning algorithms into
safety critical systems.

From a legal perspective it may be difficult to approve or certify a system that has
adaptive learning properties. Aircraft approval and certification is inherently a static
process, effectively stating that a system has a given set of airworthiness properties
at that point in time. If the system is forever changing its behaviour, this methodology
does not function as intended and a new, more dynamic means of
certification/approval is needed.

We can construct an extent of current UAS operations with respect to implementation
and functional complexity, shown below:

Figure 20 - Current state of functional and implementation complexity (modified from Figure 3 Clothier,
Williams and Perez 2019)
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6 Key takeaways

This document provides the reader a quick snapshot of the current state of the
autonomous system aviation industry by eliciting:

The common types of operation in place and the sectors they cater for

The incredible size of the UAS industry, in terms of sheer number of aircraft
compared to conventionally piloted aviation

The physical aircraft types, sizes, and operational styles that are currently
undertaken

The current level of risk these operations pose, shown against a possible range
of operational ground and air risks

The extent of autonomy in these operations, compared to the full scope of
autonomy that could exist in aviation safety critical functions

Through this discussion, we hope that the main message to take away is that although
the current UAS industry is diverse and experienced, there is still a long way to go to
implement more complex autonomous behaviour into more complex and risky
operational scenarios to truly integrate these operations into the conventionally piloted
aviation industry.
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