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Body of Knowledge: Introduction 

The Australian autonomous systems ecosystem has advanced rapidly in size and 
capability over the last five years. This development has been bolstered by rapid 
domestic and international technology development and significant Defence 
investment. Now, digitisation and automation of the worldôs machine systems in our 
economy is expanding at a rapid rate, with the potential to contribute up to $250 billion 
(AUD) by 20251. 

To efficiently facilitate safe and trusted autonomous systems in Australia there needs 
to be a unified and harmonised approach to assurance and accreditation, together 
with suitable test facilities. These requirements need to provide for and support a 
consistent, risk-based, and proportionate regulatory framework that provides safe, 
equitable, and efficient access to the Australian operating environment. The 
Commonwealth Government has recognised this challenge and has begun to address 
it, for example by publishing the National Emerging Aviation Technology Policy 
Statement2, but more action is needed to support the burgeoning industry and to 
ensure Australia can capture the economic, safety and environmental benefits of 
autonomous technology. 

The Queensland State Government has funded Trusted Autonomous Systems (TAS) 
to deliver the ground-breaking National Accreditation Support Facility Pathfinder 
project. This project aims to facilitate innovation within industry without compromising 
safety by making it simpler and more efficient to design, manufacture, test, certify, and 
operate trusted autonomous systems. As part of this project, TAS has compiled a Body 
of Knowledge on the assurance and accreditation of autonomous systems in Australia.  

This work has been shaped through significant engagement with stakeholders, 
including a survey with AAUS members and a Body of Knowledge workshop with 
attendees from Defence, government, industry, and academia during April 2021. 
Discussion in these engagement activities has considered what should be included in 
the Body of Knowledge and identified the key areas, issues, and opportunities that 
need to be explored. We are grateful to everyone who gave their time to these 
processes and welcome further feedback. 

  

 
1 Blackburn, Freeland, and Gartner, ñDigital Australia: Seizing Opportunities from the Fourth Industrial 
Revolution | McKinsey.ò 

2 Department of Infrastructure, Transport, Regional Development and Communications, ñNational 
Emerging Aviation Technologies Policy Statement.ò 
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Key concepts 

Artificial intelligence 

Artificial intelligence (AI) may be defined as a collection of interrelated technologies 
used to solve problems autonomously and perform tasks to achieve defined 
objectives, in some cases without explicit guidance from a human being. Subfields of 
AI include machine learning, computer vision, human language technologies, robotics, 
knowledge representation and other scientific fields. 

Australia defines artificial intelligence by its functions (sensing, learning, predicting, 
independent action), focus and degree of independence in the achievement of defined 
objectives with or without explicit guidance from a human being. The Australian 
definition encompasses the role of AI in digital and physical environments without 
discussing any particular methodology or technology that might be used.  

In doing so it aligns with the OECDôs Council on Artificial Intelligenceôs definition of an 
AI system: 

AI system: An AI system is a machine-based system that can, for a given 

set of human-defined objectives, make predictions, recommendations, or 

decisions influencing real or virtual environments. AI systems are designed 

to operate with varying levels of autonomy3 

This Body of Knowledge is specifically focused on autonomous systems being 
developed for use in maritime, air, and land domains within Australia. However, these 
broader definitions are useful when it comes to linking into international discussions 
on the development of trusted and trustworthy autonomous systems.  

 

  

 
3 OECD, ñThe OECD Artificial Intelligence (AI) Principles.ò 

OECD and trustworthy AI  

The OECD AI Principles provide five óvalues-basedô principles for the responsible stewardship of trustworthy 
AI 

¶ inclusive growth, sustainable development and wellbeing: stakeholders should engage in creating 
credible AI that contributes to inducing outcomes that are beneficial for people and planet 

¶ human-centred values and fairness: the values of human rights, democracy, and rule of law should 
be incorporated throughout the AI systemôs lifecycle, while allowing human intervention through 
safeguard mechanisms 

¶ transparency and explainability: AI actors that develop or operate AI systems should provide 
information to foster an overall understanding of the systems among stakeholders, in which people 
affected by AI systems could comprehend the outcome and challenge the decision when needed 

¶ robustness, security and safety: AI systems need to function appropriately while ensuring traceability. 
AI actors need to apply systematic risk management approaches to mitigate safety risks 

¶ accountability: AI actors should respect the principles and should be accountable for the proper 
operation of AI systems.  
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Autonomy 

Autonomy is a characteristic of a system that uses artificial intelligence that allows it 
to make its own decisions. In the April 2021 Body of Knowledge workshop, attendees 
defined autonomy in relation to independence for decision making, completing tasks, 
or having the capacity to be independent.  

Autonomy is a spectrum, not only in the degree of independence that a specific sub-
system has, but also in the degree on task complexity that the system is tasked with. 
Another important thread in the workshop discussion was around how an overall 
operation (which is comprised of many sub-tasks) interacts with autonomous systems 
and humans.  

A fully autonomous system can exist for a specific sub-task in an operation, interacting 
with humans at touch points between these sub tasks. It is therefore crucial that human 
machine interactions (HMI) are always considered as part of any assessment, 
regardless if the operation can be considered Human-In-The-Loop (HITL), Human-
On-The-Loop (HOTL) or Human-Off-The-Loop (HOffTL). 
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System 

An autonomous system is a system that includes AI-based components that allow it 
to exhibit autonomy.  

A system is an interconnected (physical, procedural, conceptual) series of 
components that create emergent behaviour by the nature of their interaction with one 
another. Emergent behaviours are the behaviours of the system that are not or cannot 
be achieved by the individual components themselves. 

This can be applied at many levels of abstraction. For instance, an engine is a series 
of interconnected elements that creates useful rotational energy that can be harness 
for various objectives, hence we can consider an engine a system. We can also install 
the engine in an aircraft structure and create another system at a different level of 
abstraction, that being a self-propelled aircraft (rather than a glider). We can look even 
further by adding a pilot to the aircraft, introducing more of these piloted aircraft and 
air traffic control services to the mix, and we now have some semblance of the National 
Airspace System. 

In this Body of Knowledge, we are interested in the total system that allows for safe 
operations of autonomous aircraft, vessels, and vehicles to occur in their respective 
domains. ñAutonomous systemsò utilised in the air, maritime, or land domains can be 
considered to be ñformed both by people, technologies, and by artificial agents, 
algorithms with the capability to make decisions.ò 4 

Now that we have our concept of a system, we can analyse the effect of the 
components, i.e. the technical components, personnel, procedures, organisations, on 
the systemôs ability to achieve the desired safe outcomes. 

  

 
4 Glomsrud et al., ñTrustworthy versus Explainable AI in Autonomous Vessels.ò 
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Trust 

Trust is ñéthe firm belief in the reliability, trust or ability of someone or somethingò 
and ñis central for the acceptance and adoption of any technology, and it has both an 
intrinsic and an instrumental valueé for autonomous vessels to be deployed, a wide 
societal trust in those vessels is needed, otherwise their deployment will be 
compromised.ò5  

As RASAI becomes widespread, existing safety and assurance processes will be 
challenged across industries. Ensuring that these systems are designed responsibly 
and robustly will be key to safeguarding trust.6  

In the April 2021 Body of Knowledge Workshop, participants agreed that trust exists 
in autonomous systems when their actions are coherent and justified under the 
circumstances, or where information from the autonomous system can be taken in 
good faith. Trust is contextual and is a function of the userôs experience.  

Traditional technology is generally deemed safe if it complies with the regulatory 
framework set down and enforced by the Government or applicable regulator. For 
example, the Australian public would be entitled to assume a commercial vessel is 
safe if it has met the survey, operational, and competency-based requirements 
imposed by the Australian Maritime Safety Authority. Trust is also supported by history 
of successful use ï i.e., if a technology has been in use for one hundred years, there 
is a good understanding of the risks of failure and the results. Familiarity ï if a 
technology has widespread usage and is visible, e.g. represented in news and popular 
media ï and trust by association ï e.g. an entity or person that is trusted uses or 
promotes use of a new technology ï can also play a central role.   

Autonomous technology must be deemed safe to be accepted by prospective users, 
Government, the applicable regulator, and the public. This would be a simpler 
proposition if the Government or applicable regulator had crafted well-tailored 
assurance and accreditation requirements, but that is rarely the case. The speed of 
technology development in the autonomous systems industry means that, early on, 
the central experts are the developers of the technology itself, and then the industry 
which is using it. In these circumstances industry-led projects to develop codes of 
practice or other regulatory content are vital, as they provide: a baseline level of 
requirement to ensure safety among early-adopters, a starting point for developing an 
appropriate regulatory approach, and a level of confidence for members of the public.  

An example of an industry-led collaboration is the Maritime UK Autonomous Systems 
Regulatory Working Group (MASRWG), which published a Code of Practice for 
Maritime Autonomous Ships in November 2017 and have provided an updated version 
each 12 months. This Code provides a baseline set of requirements covering key 
issues such as design and manufacture, operation, skills and training, ship systems, 
cybersecurity, pilotage, and data recording. While the Code is not a formal part of the 
UK maritime regulatory framework, it is used by industry as the accepted standard for 
autonomous vessels and reflects current best practice.  

 
5 Glomsrud et al. 

6 Devitt et al., ñTrust and Safety.ò 
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A challenge for the Government or applicable regulator is to properly balance risk with 
regulatory overlay. If there is insufficient regulatory overlay to meet the risk of the 
operation, it will jeopardise trust in the technology and its regulation, but if the 
regulatory overlay is too heavy, it can stifle innovation and jeopardise trust in the 
intentions of the regulator. For this reason, adopting an appropriate regulatory 
approach is critical to ensuring innovation is supported, the benefits of autonomous 
systems are realised and trust is maintained between all stakeholders involved.ò7  

 
7 Horne, Putland, and Brady, ñRegulating Trusted Autonomous Systems in Australia.ò 

Risk & Safety: In Australia, there is a lack of established assurance frameworks to 
integrate autonomous systems into traditional systems, which means neither 
industry, testing facilities, nor regulators, have clear or consistent expectations or 
understanding of what assurance activities are required to demonstrate compliance 
with requirements to indicate safe operations. This is inefficient and compromises 
trust, which makes it a priority to address.  



Body of Knowledge: Introduction 

 

Assurance  

Assurance is the quality of being certain about the truth of some claim. Another way 
to view assurance is the minimisation of uncertainty about a claim being true (or not 
true). In the context of the operation of autonomous systems in the air, maritime or 
land domains, we intrinsically have some notion of what an acceptably safe outcome 
for transport operations is (i.e. I should be able to get on a plane or ship and be very 
certain that I will be able to get off at my destination without harm). Safety Assurance 
of these vessels, aircraft, vehicles and associated operations, personnel, 
organisations and external equipment are all the processes, checks, requirements etc. 
that are undertaken to minimise the uncertainty that an operation can achieve safe 
outcomes. 

Theoretically there is some desired or intended behaviour that an operation wishes to 
achieve (the intended behaviour). This is intended behavior may be inadequately 
specified in a conceptual or blueprint model/algorithm of an operation (the specified 
behaviour), which may further be corrupted from the original intended behaviour when 
implemented by software and hardware (the implemented behaviour).8 The higher the 
risk associated with a deviation between the intended behaviour and the implemented 
behaviour drives the expected level of assurance processes applied to reduce the 
likelihood a deviation existing. Alternatively stated, the assurance processes minimise 
the uncertainty that the implemented behaviour aligns with the intended behaviour. 

Assurance provides a compelling case for the trustworthiness of a component, 
subsystem, system, algorithm, or entire operation. For example, part of the assurance 
process for an autonomous vessel would include a series of simulation-based testing, 
followed by physical testing (i.e. sea trials), together with the same series of 
inspections from an accredited marine surveyor that a traditional vessel is subject to.9  

In the April 2021 Body of Knowledge Workshop, participants viewed assurance as a 
process or methodology for gaining trust and validation. For this process to be trusted, 
it must be fair, equitable, and transparent.  

The assurance of RAS-AI is a complex problem, increased by conditions of 
uncertainty. Autonomous robots differ from most machines because of the 
computational components that lead to their intelligence and control. They also differ 
from most existing software systems because of their integration with physical 
machines. RAS-AI rely on observations perceived by sensors to decide how they 
should behave and control themselves, which is then translated to actuators, enabling 
robots to change behaviour, or state, and change in response to their physical 
environments. 

A reliable and robust autonomous robot must be able to plan and make strategic 
decisions about behaviour and control, despite enduring uncertainty plaguing the 
physical world. At the very least, these systems must be able to handle the following 
three types of uncertainty: Nondeterministic effects of actions, partial observability due 
to errors and limitations in a systemôs sensors and perceptions, and lack of information 
about the environment and its dynamics. The enduring nature and variety of 

 
8 Ortega, Maini, and DeepMind Safety Team, ñBuilding Safe Artificial Intelligence.ò 

9 Horne, Putland, and Brady, ñRegulating Trusted Autonomous Systems in Australia.ò 
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uncertainty affects all components of an autonomous robot, prompting the need to 
assure a system at a range of levels, including algorithms, software, and hardware.  

Assurance requirements pose multi-faceted issues:  

1. Novel technical approaches for those assurances are required. The ability 
for users to easily update algorithms and software, which alters the 
performance of a system, implies that traditional machine assurance performed 
prior to deployment or sale, will no longer viable. Moreover, the high frequency 
of updates implies that tradition al certification that requires substantial time will 
no longer be practical. To alleviate these difficulties, automation of assurance 
will likely be needed; something like óASsurance-as-a-Serviceô (ASaaS), where 
APIs constantly ping RAS-AI to ensure abidance with various rules, 
frameworks, and behavioural expectations. There are exceptions to this, such 
as in contested or communications denied environments, or in underground or 
undersea mining; and these systems need their own risk assessments and 
limitations imposed. Indeed, self-monitors are already operating within some 
systems.  

2. The assurance process will require stakeholders to possess sufficient 
technological and computational skills. Therefore, to ensure safe operation 
of future robotics systems, Australia needs to educate and prepare its 
technology developers, certifiers, and general population for more 
sophisticated assurance processes.  

3. What would be the suitable regulatory environment for autonomous 
systems? The regulation section below deals with the existing regulatory 
environment for various domains and how this is evolvingðor needs to 
evolveðwith the introduction of more autonomous systems.ò10  

  

 
10 Devitt et al., ñTrust and Safety.ò 
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Algorithms 

Algorithms are processes, heuristics, or sets of 
rules that are intended to achieve some form of 
outcome. These are not necessarily 
computational methods.  

One example of an algorithm is how an 
autonomous robot processes sensor data and 
makes decisions about its behaviour and 
control, so as to operate reliably and robustly to 
achieve pre-specified tasks.  

Algorithmic assurance is about reducing 
uncertainty of the implemented algorithm with 
respect to the desired function that needs to be 
undertaken. Assurance includes understanding 
the intended operational environmental, the way 
the algorithm models the world, and the way in 
which the function meets the expected 
requirements.  

 

Software or Complex Electronic 
Hardware 

Currently, algorithmic assurance is generally 
managed within software development 
processes. They are not treated separately but 
should be. It is important to differentiate 
between algorithms and their software/complex 
electronic hardware implementations. Poor 
implementation of powerful algorithms will result 
in poor performance of an autonomous robot.  

Therefore, developers need to follow good 
software engineering practices. Software 
creation for safety related control systems of 
industrial robots is well described in standards 
such as IEC61508 and the machine specific 
version IEC62061. In aviation, the standard 
used for software design assurance onboard 
manned aircraft is RTCA DO-178C (and 
associated supplements).  

Furthermore, software testing should include 
whether the implementation of an algorithm 
satisfies the properties of the algorithms, both in 
terms of correctness and computational 
complexity. Examples of dangerous faults due to 
poor programming practices are abundant, 
including the unintended acceleration issue in 
Toyota vehicles, causing fatal crashes and a 
recall of multiple Toyota models 

Effectors/Hardware 

The interface between algorithms and the 
external world are facilitated by effectors/ 
hardware. New types of hardware, such as soft 
and compliant robots, pose new difficulties in 
assurance. Such hardware is designed to 
increase safety. However, the dynamics of these 
robots depend on the interaction between the 
robot and their environments, which in turn 
raises questions on how to properly assure such 
machines.  

 

Integrated Robotic System  

This assurance should ensure the system 
remains reliable in the event that one or more of 
its components are erroneous, including on 
seemingly simple minuscule issues, such as 
when the battery is low.  

System safety processes, such as SAE Aviation 
Recommended Practice 4761,9 are being 
updated to focus on the complex interactions 
between systems, rather than at the subsystem 
level. 
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Accreditation 

Accreditation is a broad term that refers to the permissioning mechanism that an 
autonomous system and its operator is required to hold to lawfully operate. For the 
purposes of the Body of Knowledge, it can include certification, accreditation, licences, 
permits, approvals, and determinations.   

Currently, most autonomous systems across the air, land and maritime domains are 
subject to accreditation frameworks within existing transport regulatory frameworks. 
For example, in the maritime domain, a vessel operator must hold a certificate of 
operation or an exemption from that requirement; a vessel must be the subject of a 
certificate of survey or an exemption from that requirement; and the vessel master and 
crew must hold a certificate of competency or an exemption from that requirement.11 

In the context of transport regulation, óaccreditationô arrangements such as certification 
can be understood as ógatekeepingô mechanisms by which a person or company 
cannot operate an artefact (be it an aircraft, vessel, car, truck or train) unless and until 
they have satisfied the criteria for issue of the relevant document. These criteria are 
generally tied to demonstrated compliance with regulations, standards, guidelines or 
codes of practice, and relate to a range of issues, including design, construction, 
survey, inspection, equipment, operation and crewing. Depending on the scheme, the 
regulated party may be required to obtain a report or assessment from a third party 
stating that the regulated party meets the required standards for issue of 
accreditation.12  

Accreditation frameworks have, to date, been focussed on persons, companies 
(corporate persons) or artefacts. These frameworks are currently being adapted to 
encompass autonomous systems, as there are no specific standards or codes of 
practice that relate to autonomy. While new standards and codes are under 
development, it is likely that in the short term, they will be applied in combination with 
existing frameworks. 

Accreditation frameworks often work alongside a suite of broad-based primary or 
general safety duties on designated duty holders,13 including a requirement that certain 
parties implement, maintain and/or comply with a safety management system. Safety 
management systems require varying levels of approval, verification, and oversight, 
depending on the regulatory framework. While certification and other permission-

 
11 There are a range of efforts underway across the maritime, land and air domains to adapt and 
prepare respective regulatory frameworks and arrangements to appropriately provide for autonomous 
systems. These frameworks are at varying levels of development and sophistication, and are largely 
being led by governments and regulators, both in Australia and internationally, as well as through 
partnerships and engagement with other key stakeholders. These include the development of new 
legislation, standards, codes of practice, and guidance documents.  In the shorter term, the focus 
appears to be on the adaption of existing frameworks; whereas going forward, there will be a greater 
focus on accreditation of ósystemsô and supporting technologies and infrastructure (including AI, 
machine learning and cyber-security). 

12 NTC, ñAssurance Models.ò 

13 For example, for the maritime domain, see Part 3 of Schedule 1 of the Marine Safety (Domestic 
Commercial Vessel) National Law Act 2012 (National Law), which imposes general safety duties on 
the master and owner of the vessel, among others; for the land domain, see Part 1A.1 of the Heavy 
Vehicle National Law, which imposes a primary safety duty on parties in the chain of responsibility. 
Broad duties apply in relation to workplaces under Part 2 of the model Work Health and Safety Act 
2011, which is the basis of state and territory WHS legislation. Among others, these duties apply to 
persons conducting a business or undertaking, manufacturers, designers, and workers. 
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focussed schemes impose specific duties on the regulated party, general safety duties 
impose a broad obligation to ensure safety óso far as reasonably practicableô in relation 
to persons doing things in relation to a particular thing or operation.  

Risk-based accreditation frameworks  

Through the increasing proliferation of ócooperativeô transport safety schemes 
involving federal, state and territory government cooperation, there has been 
increasing acceptance that in a rapidly changing environment, accreditation 
frameworks must be premised on a risk-based regulatory approach.14 This recognises 
the diversity of modern transport applications and that a óone size fits allô approach, or 
creating prescriptive rules for each different application, is impractical and undesirable. 
Rather than creating multiple different schemes, accreditation frameworks should be 
ótieredô to encompass different levels of risk.15 Under this approach, all regulated 
parties must meet the same objectives (for example, to be operated safely) but the 
best way to achieve those objectives varies between parties. This is not about setting 
different standards for different regulated parties but letting different parties show 
common objectives are met to the same standard in a manner suited to their 
operations. From a government perspective, risk-based approaches guide the effort 
level they should dedicate to particular classes of regulated parties. For example, this 
may involving scaling or tiering certification or permissioning requirements based on 
the risk profile of the operator, system or artefact. Under this approach:  

¶ lower risk accreditation measures: regulated parties self-assess their 
compliance without independent oversight. An operator may be permitted to 
operate óas of rightô  ï that is, without making any application ï so long as they 
ensure compliance with certain required outcomes 

¶ medium risk accreditation measures: the certification or permissioning 
function is given or delegated to a third party instead of the government or 
regulator so that they are able to issue certification or permissions on the 
governmentôs behalf. The third party is usually subject to some kind of oversight 
process by government or the regulator 

¶ high risk: the government or regulator retains the certification function, and 
conducts positive verification measures to establish compliance with the criteria 
for issue of that certification.16  

Key flexibility mechanisms  

Modern accreditation frameworks generally have a number of flexibility mechanisms. 
These can include:  

¶ tiered legislation and regulation: properly tiered legislation set requirements 
in primary legislation ï for example, the requirement for an operator to obtain a 
certificate of operation in the maritime domain. The legislation states that the 
kinds of operators that require a certificate, and the criteria for the issue of a 
certificate may be prescribed in delegated legislation. Delegated legislation can 
be more easily amended and can in turn point to standards and codes of 

 
14 Productivity Commission, ñNational Transport Regulatory Reform: Productivity Commission Inquiry 
Report.ò 

15 NTC, ñAssurance Models.ò 

16 NTC. 
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practice that are developed by regulators, standards authorities and industry 
bodies. This ensures that accreditation frameworks can maintain pace with 
technological developments.17 By contrast, legislation that is not risk-based can 
óhardwireô the requirement for all operators to obtain certification, and limits or 
precludes any distinction in the requirements that different kinds of operators 
need to meet, and  

¶ exemptions: some accreditation frameworks allow for the issue of exemptions 
from some or all the requirements of given legislation. This can assist when a 
regulated party can meet some, but not all, the criteria for accreditation.  
Alternatively, an exemption may be used to exempt a regulated party entirely 
from an accreditation requirement, on the basis that the party complies with 
certain conditions. Exemptions are only issued when, taken with conditions, 
doing so would not ñjeopardise safetyò, or ñpose a significant safety riskò.18  
Typically, exemptions are intended to provide short term relief from a particular 
requirement19 

¶ equivalent means of compliance: in a scheme with performance-based 
standards that requires regulated parties to meet required outcomes, regulated 
parties may be able to choose between complying with a ódeemed to satisfy 
solutionô or an equivalent means of compliance.20 Some schemes require an 
application for an equivalent means of compliance before they can be 
implemented, while others are allowed as of right so long as they meet specific 
criteria. Equivalent means of compliance must generally be as effective as the 
relevant deemed to satisfy solution in meeting the required outcome. They are 
usually of greatest utility in relation to physical structure (such as a vessel, 
aircraft, or heavy vehicle), and  

¶ conditions: most accreditation frameworks allow for the regulator or certifier to 
impose conditions on a certificate or permissioning mechanism where it is 
considered necessary to ensure safe operations. There are usually legislative 
or regulatory criteria specifying or limiting matters that conditions can deal with.  

Accreditation framework design and implementation  

Risk-based accreditation frameworks require careful consideration of key factors at 
the legislative design stage. Key factors that impact whether an accreditation 
framework is risk-based:  

1. whether the scheme designer ï generally government ï structures the 
legislation in close consultation with industry and includes inbuilt 
flexibility around the application of accreditation requirements. 
Previously, transport regulation often treated all regulated parties as óhigh riskô, 

 
17 NTC, ñA Risk-Based Approach to Regulating Heavy Vehicles.ò 

18 See, for example, in the maritime domain section 143 of the National Law; and in the land domain, 
see section 70 of the HVNL.   

19 In the land domain, see for example: National notices | NHVR.  In the maritime domain, see for 
example: General and specific exemptions (amsa.gov.au). In the air domain, see for example: Non-
legislative instruments | Civil Aviation Safety Authority (casa.gov.au) 

20 In the maritime domain, see for example: Performance-Based Standards (PBS) | NHVR. In the 
maritime domain, see for example: Equivalent means of compliance (amsa.gov.au). In the air domain, 
see for example: Exclusions and AMOCs to Airworthiness Directives | Civil Aviation Safety Authority 
(casa.gov.au) 

https://www.nhvr.gov.au/law-policies/notices-and-permit-based-schemes/national-notices
https://www.amsa.gov.au/vessels-operators/domestic-commercial-vessels/general-and-specific-exemptions
https://www.casa.gov.au/rules-and-regulations/current-rules/legislative-and-non-legislative-instruments/non-legislative-instruments
https://www.casa.gov.au/rules-and-regulations/current-rules/legislative-and-non-legislative-instruments/non-legislative-instruments
https://www.nhvr.gov.au/road-access/performance-based-standards
https://www.amsa.gov.au/vessels-operators/domestic-commercial-vessels/equivalent-means-compliance#:~:text=An%20equivalent%20means%20of%20compliance%20is%20an%20alternative,of%20compliance%20is%20necessary%2C%20just%20that%20it%E2%80%99s%20equivalent.
https://www.casa.gov.au/airworthiness/standard-page/exclusionsamocs-ads#:~:text=CASA%20can%20approve%20an%20alternative%20as%20either%20an,an%20equivalent%20level%20of%20safety%20can%20be%20demonstrated.
https://www.casa.gov.au/airworthiness/standard-page/exclusionsamocs-ads#:~:text=CASA%20can%20approve%20an%20alternative%20as%20either%20an,an%20equivalent%20level%20of%20safety%20can%20be%20demonstrated.
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regardless of their specific profile. However, in a risk-based scheme, 
government must not only support its proposed accreditation approach with 
risk-based evidence, but it must seek industry feedback on whether its 
approach is appropriate and risk analysis is correct.21  

2. whether participation in an accreditation scheme is voluntary or 
mandatory.22 Where participation is voluntary, regulated parties choose either 
to follow prescriptive rules or to participate in an accreditation scheme, as long 
as they meet the schemeôs requirements.  Where participation is mandatory, 
the scheme works as a permissioning mechanism or a licence to undertake an 
activity. Regulated parties have to give assurance they have the capacity and 
systems to manage the risk if they want to operate. Most transport accreditation 
schemes have mandatory components; however, some may make it voluntary 
but provide incentives ï for example, more flexibility ï if they do obtain 
accreditation. In a risk-based scheme, it may be appropriate that only óhigh-riskô 
systems are subject to mandatory accreditation frameworks,23 and 

3. the regulatory approach of the regulator to the administration of the 
accreditation framework, including their exercise of delegated legislative 
powers, and internal business enablers and processes that enable them to 
ensure that they are maximising the utility of flexibility mechanisms. Not only 
must accreditation frameworks empower regulators to administer accreditation 
requirements in a risk-based manner, but regulators must ensure that they have 
the capabilities to do so. The flexibility that may be created by allowing an 
operator to apply to a regulator for an exemption from a particular requirement 
may be reduced or removed when: 

¶ the operator does not understand the regulatory framework and does not 
have prior operational data to illustrate safe operations, and the regulator 
does not understand the platform or the technology that will enable safe 
operation. For example, an operator may identify the use of an AI-based 
system to mitigate an operational risk but does not explain how it works 
or provide evidence of its efficacy.  

 

 

  

 
21 In the maritime domain, there are a number of exemptions from key accreditation requirements in 
the National Law, including the requirement for certain kinds of vessels to have a certificate of survey. 
This indicates that there was not adequate risk-focussed consultation on the certification requirements 
in the National Law when it was being designed.  

22 NTC, ñAssurance Models.ò 

23 For example, the European Commission is currently considering accreditation and assurance 
arrangements for AI, with the intended focus on óhigh riskô AI. It has conducted extensive consultation 
with industry on what will constitute óhigh riskô AI. See European Commission (2020) White Paper: On 
Artificial Intelligence ï A European approach to excellent and trust Available from commission-white-
paper-artificial-intelligence-feb2020_en.pdf (europa.eu) 

Key roles in accreditation schemes  

Accreditation frameworks also set out clear roles for parties, which can further assist with 
understanding how it works in the context of autonomous systems. The National Transport 
Commission devised a useful model in their 2019 report Assurance models, which can be useful 
in understanding approaches in the land, air, and maritime domains.  

https://ec.europa.eu/info/sites/default/files/commission-white-paper-artificial-intelligence-feb2020_en.pdf
https://ec.europa.eu/info/sites/default/files/commission-white-paper-artificial-intelligence-feb2020_en.pdf
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Testing facilities for autonomous systems in Australia 

 

ReefWorks: Australiaôs tropical marine technology test range 

On the doorstep of the Great Barrier Reef, ReefWorks offers a national capability to 
safely test marine technologies, unmanned systems, and new sensors in a tropical 
marine environment. 

The Australian Institute of Marine Science (AIMS) is extending its unique marine 
technology testing infrastructure and capability to a new national facility available to 
industry, government, and academic innovators. ReefWorks is designed to test marine 
technologies and unmanned systems at different levels of technology readiness, as 
well as to verify technologies as fit-for-purpose, safe to operate and environmentally 
compliant. ReefWorks caters for uncrewed and autonomous aerial, surface and 
underwater systems and other innovations or sensors that require testing and 
evaluation in the marine environment.  

Available facilities ï including laboratories, workshops, wharf facilities, infrastructure 
at three sea test ranges with differing conditions and autonomous corridors ï provide 
a cost-effective, safe, repeatable test environment at a secure facility in a remote 
location.  

 

Cloncurry UAS Flight Test Range 

The Queensland Government has invested in the first stage of an Unmanned Aerial 
Systems Flight Test Range (FTR) in North West Queensland, based at Cloncurry 
Aerodrome. QinetiQ have been appointed as the range operators. 

The Range is the first of its kind for Australia, and will provide the ideal location to test, 
trial and evaluate uncrewed aerial systems (UAS) and payloads. The Range consists 
of a commercial quality runway, dedicated hangar and workshop, range control centre, 
range control system including a primary surveillance radar and other surveillance and 
tracking equipment, dedicated airspace, and regulatory approvals for UAS FTR 
operations.  

The Range utilises interconnected airspace volumes of varying dimensions (up to 
15,000 sq.km) to meet various customer UAS trial requirements, including: 

¶ First flight testing 

¶ Sensor and payload testing 

¶ Handling and manoeuvring tests 

¶ Beyond Visual Line of Sight (BVLOS) and Extended Visual Line of Sight 
(EVLOS) testing 

¶ High speed, high altitude performance testing 

  

https://www.aims.gov.au/research/technology/ReefWorks
https://www.qinetiq.com/en-au/news/the-queensland-flight-test-range-is-now-open-for-business
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Maritime, land, and air safety regulation in Australia 

Regulation includes any laws or government enforced rules where there is an 
expectation of compliance. In Australia, regulation is made at federal level and state 
and territory level in the form of primary and delegated legislation, and by local 
government as regulations and by-laws.  

Legislation is made by federal, state and territory parliaments, and administered by 
departments and/or statutory authorities. Statutory authorities such as AMSA, CASA 
and the NHVR do not óownô legislation and cannot make changes to it on their own 
initiative, nor can the Australian Defence Force. They have varying abilities to make 
delegated legislation, standards, codes of practice, guidance, manuals, policies and 
guidance.  

It is important to understand which parts of the Australian, state and territory 
governments is responsible for the regulation of each domain. As a result of the 
Council of Australian Governments (COAG) Seamless National Economy initiatives, 
the objects of safety regulation expanded to include considerations around productivity 
and innovation. A key element of these initiatives included establishing a single 
national regulator for each of the maritime, heavy vehicle and rail sectors. 
Consequently, there has been significant harmonisation of safety regulation in 
Australia, with the role of individual state and territory regulatory regimes diminished.  

However, because of constitutional and other related issues, most revolve around 
cooperative schemes and the retention by states and territories of some key regulatory 
functions. This means that frequent discussion and negotiation between the 
Australian, state and territory governments is required in relation to the content and 
application of the legislative, regulatory, standard and code of practice level. Given 
this, the Council of Australian Government framework has been used to encourage 
the adoption of a uniform approach centred on risk-based, data-led regulation.24  

 

 
24 Productivity Commission, ñNational Transport Regulatory Reform: Productivity Commission Inquiry 
Report.ò 
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Table 1: Safety regulation in Australia across maritime, air, and land domains 

 
25 Unless directly specified as applying to State aircraft, the Regulations made under the Civil Aviation Act 1988 do not apply to state aircraft. See s. 4 of the 
Act 

 

Domain Scheme owner  Regulator  Type of legislation   

Air domain  Australian federal government is responsible 
for safety in the air domain.  

Civil Aviation Safety Authority 
(CASA) regulates the operation of 
Australian aircraft and all non-State 
aircraft25 operations within Australian 
territory.  

The safety of Australian state aircraft 
operations is a matter for the 
Defence Aviation Safety Authority 
(DASA) within Defence. 

 

Commonwealth law passed by 
the Australian Parliament.  

Maritime 
domain  

Australian federal 
government is 
responsible for safety 
in the maritime 
domain for registered 
Australian vessels, 
domestic commercial 
vessels and foreign 
vessels.  

State and Territory 
governments still retain 
a number of powers in 
relation to certain 
ancillary matters, 
including marine 
pollution and waterways 
management 

State and Territory 
governments generally 
remain responsible for 
recreational vessels.  

Australian Maritime Safety Authority 
(AMSA) administers legislation in this 
respect.  

Maritime safety on defence vessels 
is a matter for the Royal Australian 
Navy and the Office of the Defence 
Seaworthiness Regulator within 
Defence. 

Commonwealth law passed by 
the Australian Parliament *# 

*States and territories previously 
regulated most domestic 
commercial vessels. The 
Commonwealth assumed 
responsibility for this function 
through a cooperative scheme 
enshrined in Commonwealth 
legislation. All states and 
territories must agree, through 
the Council of Australian 
Government, to changes to the 
legislation and regulations.  



Body of Knowledge: Introduction 

 

#Applies to extent of 
constitutional reach ï states and 
territories have to pass 
legislation to óapplyô this 
legislation to cover any gaps. 

Land domain  State and Territory 
governments are 
responsible for light 
vehicle safety, and 
for driver licensing  

State and Territory 
governments retain 
responsibility for 
workplace health and 
safety legislation  

State and Territory 
governments retain 
oversight of rail and 
heavy vehicle safety 
through applied law 
schemes  

Rail and heavy vehicle 
regulation largely 
harmonised through 
establishment of single 
national regulators 

However, use of applied 
legislation means that it 
has to be passed by 
each jurisdiction, 
rather than 
Commonwealth 
legislation.  

Office of the National Rail Safety 
Regulator (ONRSR) is responsible 
for rail safety regulation through an 
applied law scheme  

National Heavy Vehicle Regulator 
(NHVR) is responsible for heavy 
vehicle regulation through an applied 
law scheme 

 

Light vehicle:  State and Territory 
legislation  

Rail and heavy vehicle: State 
and Territory applied law.  An 
óapplied law schemeô is a type of 
cooperative legislative scheme in 
which one óhostô jurisdiction 
enacts a model law which is then 
ópicked upô or óappliedô by 
another jurisdiction or group of 
jurisdictions. Jurisdictions may 
include location óderogationsô .  

 

All domains The Australian Communications and Media Authority regulates communications in Australia. This includes 
management of electromagnetic spectrum.  
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Civilian and Defence contexts for autonomous systems 

Autonomous systems will play a crucial role in the future capability of the Australian 
Defence Force. This Body of Knowledge considers how the opportunity for 
partnerships between government, industry, and Defence will impact the trajectory of 
the approach to autonomous vessels and systems in Australia.  

This includes: 

¶ Defenceôs strategic framework, and how it provides for future planning  

¶ examining the kinds of technology that Defence and civilian industry are using, 
or planning to use, in Australia, and how this compares to international 
approaches 

¶ the profile of industry using autonomous vessels and systems, and the manner 
in which Defence funding frameworks, and civilian innovation is allowing small 
and medium enterprises (SMEs) to provide Defence with autonomous 
capability 

¶ examining key practices and constraints for Defence and industry in using 
autonomous systems, including the role of government and Defence in driving 
additional innovation and investment by civilian firms,  

¶ the current and future regulatory frameworks for autonomous systems used in 
civilian and defence contexts. This recognises that while there will be a level of 
separation between Defence and civilian regulatory frameworks, the nature of 
the Australian autonomy ecosystem, whereby Defence increasingly looks to 
industry for its capability, means that some shared principles and approaches 
to regulation will be key, and  

¶ opportunities for meaningful partnerships between government, Defence and 
industry to more effectively engage and collaborate across these fronts, 
including strategic, regulatory, digital and physical infrastructure.  

Defence Strategic Update 

In the 2020 Defence Strategic Update, quickening military modernisation, emerging 
and disruptive technologies, and expanding cyber capabilities both in Australia and 
abroad are identified as key factors in the changing strategic environment that confront 
Australia and impact Defence planning.26 

Defence, like other military forces around the world, are variously seeking how to use 
autonomous technologies to ñenhance, augment or replaceò existing capability to 
achieve ñovermatchò against adversaries.27 The importance of future transport 
technologies, including robotic and autonomous systems, to the future force, can be 
seen in the way the Defence is considering, preparing, and planning for their use 
across the Royal Australian Navy, Royal Australian Airforce and Australian Army.28 

 
26 Department of Defence, ñ2020 Defence Strategic Update.ò 

27 US Army, ñRobotic and Autonomous Systems Strategyò; Uppal, ñUS Armyôs Robotic and 
Autonomous Systems (RAS) Strategy for Gaining for Gaining Overmatch in Future High-Intensity 
Conflicts.ò 

28 Royal Australian Navy, ñRAS-AI Strategy 2040ò; Australian Army, ñRobotic & Autonomous Systems 
Strategyò; Australian Airforce, ñAir Force Strategy.ò 
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Examining Defenceôs posture can provide important insights into future developments 
and government priorities for future technologies.  

The use of órobotics and autonomous systemsô (RAS) is being incorporated into 
Defence plans and programs in the short, medium and long term, supported by 
significant investment. Defence has indicated that it will look for autonomous capability 
from civilian industry and explore the appropriate frameworks for regulation of 
transport technologies and AI for its approach to assurance and accreditation 
frameworks.  

While some firms are already working directly with Defence to provide autonomous 
capability, it should also be highlighted that civilian industry has developed, or is in the 
process of developing, autonomous systems that have a range of non-military 
applications, but could be re-purposed for military missions and operations. This not 
only provides significant opportunities for civilian industry to innovate, invest and plan 
in relation to autonomous systems, but drive for government and Defence to consider 
what further strategic guidance, regulatory approaches and digital and physical 
infrastructure will be required. While Defence primes will play a significant role, there 
are clear openings for smaller ónon-traditionalô SMEs. 

Defence Strategy Framework ñensures Government direction on Defence strategy is 
provided across the Defence enterpriseò, setting strategic direction for Defence to 
ñdeliver Government-directed outcomesò. Within the Framework sits the Defence 
Strategic Update, Defence White Paper, the Integrated Investment Program, the 
Defence Industry Policy Statement, the First Principles Review and the Defence 
Budget. The Defence Force, both jointly and through individual services, then 
develops its own strategic documents pursuant to its Corporate Plan that set out how 
it will deliver on the strategic direction provided by government. For example, each 
service has developed its own strategy for how it will support the strategic imperatives 
contained in the Defence Strategic Update, which then provides the basis for further 
strategic documents on how they will approach robotic and autonomous technologies. 
These sit within the context of joint force efforts to identify how robotic and autonomous 
systems will inform a ñfuture joint operating concept.ò.  

Defence is still examining how RAS will be employed across the broader Force in an 
integrated manner. Defence has published a Joint Concept for Robotic and 
Autonomous Systems, which is intended to enable the ADF to test alternative 
theoretical models of capability and measure their effectiveness in supporting Defence 
Strategyé(and) to describe potential models of Joint Force capability that, following 
testing through Joint Experimentation will provide the justified confidence that enables 
investment decisions. Defence considers new models of capability when it identifies 
catalysts for change such as new strategic direction, changes in the operating 
environment or new threats and opportunities. The catalyst for this Joint Concept is 
the emergence of (RAS) technologies that represent both a threat and an opportunity 
for Defence. RAS have been utilised by Defence in one form or another for a number 
of decades but recent developments in Platforms, Payloads, Control Systems, Artificial 
Intelligence, and supporting technologies are converging to create more advanced 
and capable systems that will disrupt current methods of warfare. This concept 
determines how Defence will adopt the next generation of RAS technologies to 
embrace these opportunities and mitigate the challenge of the future operating 
environment. 

 



Body of Knowledge: Assurance and accreditation of autonomous systems in Australia 

 25 

Defence industry investment frameworks  

There have been several steps taken to provide the strategic direction that is 
necessary to inform planning funding priorities and capability development across 
these areas, including:  

¶ the Defence Sovereign Industrial Capability Priorities, which set out the 
industrial capabilities that are critical to Defence and must be developed or 
supported by Australian industry. This means Australia must have access to, or 
control over the skills, technology, intellectual property, financial resources or 
infrastructure that underpin the Priorities. In 2021, the Priorities were updated 
to better support the ñchanging strategic environmentò highlighted in the 
Defence Strategic Update and include new future-focussed areas, including 
robotics, autonomous systems, and artificial intelligence; space; and 
information warfare and cyber capabilities 

¶ More Together: Defence Science and Technology Strategy 2030, which 
provides guidance to ensure the national science and technology enterprise is 
strengthened and leveraged to address the strategic challenges Australia 
faces. It includes initiatives to direct resources to Defenceôs most critical 
challenges and supports a more streamlined transition of promising 
technological concepts into capability 

¶ continued funding for the Next Generation Technologies Fund and the 
Defence Innovation Hub. This will enable investment in potentially high payoff 
research and in relatively lower-risk incremental innovation developed from 
industry technology. This investment reinforces Defenceôs commitment to 
stability and continued growth in the innovation sector.  

¶ The Office of Defence Industry Support (ODIS) also supports Defence 
industry by acting as a trusted link for Australian small and medium enterprises 
looking to engage with Defence. These and  

¶ a new Capability Acceleration Fund that will be introduced around 2025 to 
support the development of key disruptive technologies with industry beyond 
the early-stage research and demonstration stages, taking promising future 
technologies all the way through to acquisition.  

To the extent that there is a map of Defenceôs intended investment in future 
technologies, including autonomous transport technologies, industry can use it to 
identify where opportunities may exist to partner with Defence, or Defence-funded 
platforms and capability that may be available to or assist innovation and progress in 
the broader industry. 
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Defence and civilian industry: Similarities and differences 

Consideration of the approach to RAS that Defence and industry are taking 
respectively involves several overlapping themes, in that both are experiencing many 
of the same shared issues, challenges, opportunities, and practices. At the same time, 
there are key differences in these trajectories. 

Similarities between Defence and civilian approaches to autonomous systems  

Key similarities between Defence and civilian industry in the way they are using, or 
planning to use, autonomous systems include:  

¶ opportunities and benefits: the enhancements to safety, operational 
capability and sustainability that RAS offers are significant drivers for Defence 
and civilian stakeholders. Both are currently exploring how autonomous vessels 
and systems can be used most effectively  

¶ technology being used now: the use of autonomous systems is not a future 
construct ï they are being now across the maritime, air and land domains. As 
in civilian industries, the level of autonomy being adopted varies across 
Defence; however, it is increasingly using industry capability in this area to 
assist it to undertake functions traditionally performed by Defence, including 
hydrographic survey. This is fuelling further investment and capability 
development in civilian industry 

¶ collaboration: there are clear industry led communities of practice emerging 
in the autonomy space in Australia, across domains, whereby designers, 
manufacturers, assurance organisations, technology firms and universities and 
government agencies are partnering to recognise opportunities and overcome 
challenges. Defenceôs industry investment framework provides the opportunity 
for it to gain entry to these communities, and work with them to develop and 
refine systems to suits its own purposes 

¶ AI guidelines and direction needed: both Defence and civilian firms have 
identified guidelines or standards for the performance of autonomous and 
remotely operated systems as essential to providing greater certainty in 
planning, building and operationalising autonomous systems safely and 
effectively, and   

¶ testing facilities and areas crucial: similarly, digital and physical testing 
facilities will continue to be important to supporting development, planning and 
refinement of autonomous vessels and systems.  
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Differences between Defence and civilian approaches to autonomous systems  

Equally, there are a number of key differences in the autonomy experience for civilian 
industries on the one hand, and Defence on the other. These include:  

¶ strategic frameworks and direction: Defence in partnership with government 
is able to move ahead on planning, investment and application of RAS-AI on 
the strength of strategic plans and enablers. By contrast, the civilian industry 
involved in autonomous systems and transport technologies are diverse and in 
some areas lack the same ability, or coordinated industry representation, 
necessary to make coordinated, consistent representations to government in 
relation to strategic planning, infrastructure, regulatory and investment 
frameworks.  However, this may in turn enable industry to be more nimble and 
flexible in its adoption of autonomous systems; whereas government strategic 
documents can take some time to develop, and can become quickly outdated 
due to the rapid progression of technological capability 

¶ different regulatory schemes: autonomous systems in Defence, and 
autonomous systems for non-defence uses, are subject to different domestic 
and international regulatory frameworks. These frameworks are, in turn, at 
different stages in terms of adapting to deal with autonomous systems. Defence 
must also factor additional considerations into its approach that may not be as 
relevant to civilian industry, including around national intelligence, and 
Australian and international law regarding the use and deployment of certain 
kinds of weapons and weapons systems. This has important implications for 
designers, manufacturers and operators of transport technologies 

¶ ethical considerations: the ethical implications and considerations associated 
with the use of autonomous systems has a heightened relevance for Defence 
in ñemploying and countering RAS-AIò that will likely impact the role humans 
will have in the use of RAS across Defence. Accordingly, there is a strong 
assumption that RAS will be employed in human-machine teams where ñhuman 
commanders will determine the level of control that is applied to RAS, relevant 
to their mission and level of acceptable risk.ò, and   

¶ funding arrangements: parts of civilian industry are able to be more agile in 
the adoption and incorporation of autonomous vessels and systems into their 
operations and plans where self-sustaining markets present themselves. By 
contrast, large Defence programs to construct future air, land and maritime 
capabilities of the future may operate to limit Defenceôs agility in terms of 
adopting or integrating new transport technologies. 
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Maritime Domain: Understanding autonomous vessels  

This document identifies the common types of autonomous vessels in use in Australia, 
as well as the levels of autonomous capability available in current or planned 
autonomous vessels.   

The nature of Australiaôs maritime environment, including its remoteness, sensitive 
marine environment, challenging sea conditions, and significant dependence on 
shipping for both import and export, means that Australiaôs autonomous vessel types 
and uses will differ from other nations.29 For example, Australian vessels tend to be 
smaller, and many are built for endurance.  

Understanding the different types of autonomous vessels in use now, and expected to 
enter the market in the future, in both Australia and internationally, highlights the 
diversity of technology in use, and highlights the need for future-focussed regulatory 
approaches and infrastructure ï including testing facilities, smart ports, and digital 
arrival management systems.  

 

General terminology 

Autonomous vessels are described based on whether they operate on the surface or 
sub-surface, and whether they are remotely operated or autonomous. For example: 

¶ Autonomous Surface Vessel (ASV) 

¶ Autonomous Underwater Vessel (AUV) 

¶ Unmanned Surface Vessel (USV) 

¶ Unmanned Underwater Vessel (UUV) 

¶ Unmanned X Vessel (UXV) which describes autonomous and unmanned 
maritime, air and land vehicles, vessels, or drones 

In some cases, Unmanned is replaced with Uninhabited, in recognition of the 
preference for non-gendered language, and to avoid Uncrewed, which fails to 
recognise that autonomous vessels will often be supervised by ócrewô.  

Regardless of the terms used, it is important to recognise the breadth in the ótypesô of 
autonomous vessels in use; and in the ómodelsô for underlying systems. It is also 
important to highlight that in the maritime industry, underlying technology has enabled 
increasing use of automation, and increasing levels of automation, for some time.  

 

  

 

29 Judson and Horne, ñThe Regulatory Approach for Vessels Capable of Autonomous and Remote-
Controlled Operation.ò 
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Common types of autonomous vessels in use  

Autonomous vessels can be considered in two broad categories: surface vessels and 
sub-surface vessels. These groups include a wide range of capability and autonomy 
levels.  

 

Surface vessels: Autonomous Surface Vessels (ASVs) and 
Unmanned Surface Vessels (USVs)  

The most common use of ASVs and USVs in Australia is for marine survey activities 
and monitoring and surveillance activities. Defence and commercial industry are 
developing and testing ASVs and USVs for a range of related purposes.  

While USVs are generally operated remotely ï including from a remote operation 
centre (ROC), remote control centre (RCC) or mothership - ASVs have higher levels 
of automation, primarily in relation to navigation and control, under varying levels of 
human supervision.30  Examples of ASVs and USVs that are being tested, or operating, 
in Australia, are set out at Figure 2 below. 

Some of the key factors that affect the capability of ASVs and USVs include size31; 
design, including modularity; area of operation; weather conditions; instrumentation; 
interoperability; and power32. 

 

 

30 Naval Technology, ñC-Enduro: An Autonomous Surface Vehicle Developed by L3 ASV.ò 
31 Uppal, ñRising Employment of Unmanned and Autonomous Underwater Vehicle (UUV & AUV) in 
Naval ASW & MCM Missions.ò 
32 Ocius, ñUncrewed Surface Vessel.ò 
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Figure 1: ASVs and USVs in Australia* 

*Not a complete list, but illustrative examples of current applications and capability  

 

Ocius Bluebottle USV33 (Case study included in 
the TAS Body of Knowledge) 

¶ up to 6.8m in length 

¶ used as a sustained surveillance platform 

¶ can be shore or ship launched 

¶ unlimited operations due to being wind, 
wave and solar powered 

¶ can be supervised (óhuman on the loopô) 
or remotely operated individually or óin a 
teamô of USVs 

 

 

 

 

 

Fugro Blue Essence USV34 (Case study 
included TAS Body of Knowledge) 

¶ 12m in length 

¶ operated in semi-autonomous mode, or 
by remote control 

¶ used for marine survey 

¶ can be shore or ship launched 

¶ can deploy Fugro Blue Volta eROV 

¶ can be operated from ROC or by 
operator on parent vessel 

¶ endurance for up to 30 days depending 
on speed and operations 

 

 

 

 

 

 

 

33 Ocius. 
34 Fugro Australia, ñFugro Blue Essence 12m USV.ò 
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Fugro Blue Shadow USV35 (Case study included 
TAS Body of Knowledge) 

¶ 8.9m in length 

¶ can be operated in fully autonomous, 
semi-autonomous mode 

¶ can be shore or ship launched 

¶ used for marine survey  

¶ diesel engine 

¶ can be operated from ROC or by 
operator on parent vessel   

¶ designed to operate as a force multiplier 
in conjunction with a mother vessel and 
one or more other USV to provide for 
faster data collection Ą wave piercing 
design enables it to provide high quality 
data in adverse weather conditions 

 

 

iXblue driX USV36 (Case study included TAS 
Body of Knowledge) 

¶ 8m in length 

¶ can be operated in fully autonomous 
mode, semi-autonomous mode, or via 
direct remote control 

¶ usually vessel launched  

¶ used for marine survey 

¶ supervised or operated by operator on 
parent vessel 

¶ endurance for up to ten days depending 
on speed and operations 

¶ wave piercing design enables it to 
provide high quality data in adverse 
weather conditions  

 

 

 

35 Fugro Australia, ñBlue Shadow - Autonomous and Uncrewed Surface Vessel (USV).ò 
36 iXblue, ñDriX | IXblue.ò 
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WAM-V (Wave Adaptive Modular Vessel) 
ASV37 

¶ up to 7m in length 

¶ can be operated in fully autonomous 
mode, partly autonomous mode, via 
direct remote control and/or with crew 

¶ smaller WAM-V battery powered, larger 
WAM-V fuel powered 

¶ modular vessel that can be launched and 
retrieved from shore or a vessel 

¶ used for marine survey 

¶ supervised or operated by operator or 
person on board 

¶ endurance up to 72 hours depending on 
model, speed and operations  

 

 

Wave Glider USV 

¶ 3.05m in length, with 8m drop to the 
gondola (2.20m in length) 

¶ Endurance up to 1 year 

¶ Uses solar, battery and wave motion for 
propulsion 

¶ Typical water speed 1.3 kts 

¶ Designed to support a range of sensors 
and payloads for defence, maritime 
surveillance, oil and gas, and scientific 
research activities  

¶ Operated autonomously, individually or 
as part of a feet 

 

 

 

 

 

 

  

 

37 WAM-V, ñMarine Advanced Robotics - WAM-V Technology.ò 
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Sub-surface vessels: Autonomous Underwater Vessels (AUVs) and 
Unmanned Underwater Vessels (UUVs), and Remotely 
Operated Vessels (ROVs)  

This section focuses on AUVs, UUVs, and ROVs, which may be described as follows:   

¶ Autonomous Underwater Vessel (AUV): navigation and control is handled on-
board the vesselôs system and can respond to its environment without human 
intervention ï for example, the vehicle could sense a hazard, such as an 
oncoming ship, and navigate out of the way on its own 

¶ Unmanned Underwater Vessel (UUV): do not usually have a human on board 
but are controlled remotely from a parent vessel or remote operation location. 
Note that AUV and UUV are sometimes used interchangeably. 

¶ Remotely Operated Vessel (ROV): tethered to a parent vessel and have limited 
autonomy. Navigation and control of the vehicle is handled in real-time by a 
human operator which allows for precise manipulation of the ROV 

Sub-surface vessels have a range of potential applications that are being tested or 
used by both Defence and civilian stakeholders. In Australia the most common uses 
are marine survey, environmental management, and surveillance and monitoring.  

Figure 3 sets out a useful overview of the kinds of vessels that sit within the sub-
surface ófamilyô, both manned and unmanned. Some of the key issues that affect the 
capability of AUVs, UUVs, and ROVs include: size; design, including modularity and 
launch and retrieval systems; weather conditions; area of operation; instrumentation38, 
including communication capability39; interoperability; and power. 

 

38 Uppal, ñRising Employment of Unmanned and Autonomous Underwater Vehicle (UUV & AUV) in 
Naval ASW & MCM Missions.ò 
39 Giodini, van der Spek, and Dol, ñUnderwater Communications and the Level of Autonomy of AUVs.ò 

Unmanned 
underwater vessel

Autonomous 
underwater vehicle

Medium, large and 
extra large unmanned 

underwater vessels 

Remotely operated 
vehicle

Manned underwater 
vehicles

Submarine 

Figure 2: Categories of sub-surface vessels 
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Figure 3: AUVs and UUVs in Australia* 

*Not a complete list, but illustrative examples of current applications and capability  

 

L3 OceanServer Iver AUV40 

¶ up to 2.5m in length 

¶  battery powered 

¶ can be operated in partly 
autonomous mode or by direct 
remote control within 300m 

¶ used for marine survey and 
research, search, mine 
countermeasures, security, and 
environmental monitoring 

¶ can be launched and retrieved from 
shore or vessel 

¶ capable of long endurance missions 
to depths of 300m 

¶ endurance of up to 40 hours 
depending on speed, depth and 
operations 

 

 

 

Hydroid Remus (Remote Environmental 
Measuring Units) UUV41  

¶ up to 3.25m in length 

¶ fuel and battery powered 

¶ can be operated in fully autonomous 
mode, partly autonomous mode or 
by remote control used for mine 
detection/countermeasures, debris 
field mapping, search and salvage, 
fishery operations and hydrographic 
survey 

¶ maximum depth between 100m and 
3000m in depth  depending on 
model and configuration 

¶ supervision through vehicle 
interface program (VIP) Ą smaller 
models can be launched and 
retrieved from shore or vessel, 
larger models must be launched 
from a vessel  

 

 

40 Naval Technology, ñIver4 900 Unmanned Underwater Vehicle, United States of America.ò 
41 AUVAC, ñRemus 100 - AUVAC,ò 100; Pittaway, ñEnhance, Not Replace - Navy Unmanned and 
Autonomous Systems.ò 
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AIMS/QUT ReefScan Coral AUV42 

¶ 1.14m in length 

¶ battery powered 

¶ can be opeated in fully autonomous 
or partly autonomous mode 

¶ maximum depth of 100m 

¶ used to conduct oceanographic 
surveys and environmental 
monitoring 

¶ endurance of up to 3 hours 
depending on configuration, speed 
and operations   

 

 

ISE Explorer AUV43 

¶ 4.5m-6m in length 

¶ battery powered 

¶  maximum depth of 5000m 
depending on model 

¶ used for marine survey, seabed 
mapping, searches, scientific 
research 

¶  can be launched and retrieved 
using crane 

¶ endurance for 24-80 hours 
depending on speed, depth and 
operations 

¶ communication through wi-fi, 
iridium, acoustic 

 

 

GDMS Bluefin 

¶ up to 5m in length 

¶ depending on model, used for 
search and salvage, mine 
countermeasures, marine and 
oceanographic survey 

¶ can be operated 

¶ endurance of 25 hour at 3 knots with 
standard payload communication 

 

 

  

 

42 AIMS, ñCoralAUV.ò 
43 ISE, ñExplorer AUV.ò 
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Common operational models for óautonomous vesselsô 

The general term óautonomous vesselô is used to describe vessels capable of a broad 
range of autonomous and remote operation.  The models employed for autonomous 
systems vary significantly and are combined with different operating arrangements to 
achieve a specific operational capacity. 

The International Maritime Organisation (IMO) considered ódegrees of autonomyô for 
the purpose of its Regulatory Scoping Exercise on Maritime Autonomous Surface 
Ships (MASS), and how this informs the operating models of autonomous vessels and 
systems44.  The degrees of autonomy identified were as per Figure 545: 

In the Defence Concept for Robotic and Autonomous Systems (RAS) 2020 a 
ócategorisation modelô that distinguishes between two ócontextsô ï ótechnicalô and 
ócontrolô ï was included which highlights the graduating spectrum of levels of 
autonomy46. Importantly, operating models are not singular or static, particular as 
technology and regulation continue to evolve. Some vessels allow for óoptional 
crewingô and may operate unmanned on some voyages and manned or partially 
manned on others; some vessels are remotely operated by a ócontrollerô on a parent 
vessel or in a remote operations centre; and some vessels operate with human 
supervision only.   

 

44 IMO, ñAutonomous Ships.ò 
45 IMO, ñIMO Regulatory Scioping Exercise on MASS.ò 
46 Department of Defence, ñADF Concept for Future Robotics and Autonomous Systems.ò 

Figure 4: International Maritime Organisation's framework for degrees of autonomy 
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What does the level of autonomy mean for regulation? 

Under the current Australian maritime regulatory framework autonomous vessels must 
have either a specific exemption, or be eligible under a general exemption - or a 
combination of both, in order to operate.  

These exemptions generally contain conditions and limitations regarding how the 
vessels operate, intended to ensure a minimum level of safety is maintained. These 
conditions and limitations often relate to crewing configurations, training, and 
competency arrangements, indicating that designers and operators of autonomous 
vessels must be flexible around how they approach both on-board crewing and remote 
operations.  

Equally, regulators must be flexible in allowing industry to test different operational 
models in the field and ensure that the regulatory framework is sufficiently flexible to 
anticipate new operational models. This will be necessary as levels of autonomy 
increase and focus shifts to regulating software and the underpinning AI, rather than 
its physical manifestations.  

Currently, there is no specific regulatory provision in relation to autonomous 
technologies, including no benchmarks for how software and AI underpinning 
autonomous systems should perform. Accordingly, assurance and accreditation is 
undertaken against requirements for non-autonomous vessels.  

Additional training of key regulatory personnel, and investment in regulatory 
technologies will be required in addition to changes to regulatory frameworks.  

 

Limitations and challenges associated with current technology  

Autonomous vessels, the underlying technology, and the way that they are used, 
continues to evolve. Throughout this evolution limitations and challenges continue to 
be identified, particularly as potential use cases expand and expectations regarding 
performance and capability increase. This is particularly the case in a Defence context 
where the level of performance required in a combat scenario is higher than in a civilian 
context. It is important to building and maintaining trust in autonomous systems that 
there is a clear identification of limitation and challenges, together with an 
understanding of how they will be mitigated or overcome.  

Limitations and challenges can be considered in technical and non-technical terms ï 
that is, those operational issues associated directly with individual vessel systems and 
sub-systems on the one hand, and overarching strategic, regulatory and infrastructure 
issues that may impede or hamper the use of autonomous vessels and systems in 
more complex or dynamic scenarios.  

While this section does not provide ósolutionsô to overcoming these challenges and 
limitations, the themes that are pursued throughout this Body of Knowledge -  
collaborative partnerships between key stakeholders, the need to strengthen testing 
and evaluation facilities and methodologies, investment in digital infrastructure that 
provides for sophisticated vessel monitoring and management, the increasing role of 
remote operations centres, enhanced understanding of AI and complementary 
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technologies, and the imperative to create regulation and funding frameworks to drive 
industry certainty for investment and innovation ï will be key.47   

 

Technical and operational limitations and challenges 

Technical and operational limitations and challenges relate to redundancy; 
cybersecurity; communications; power and energy; collision risks; and launch and 
recovery.  

Complex autonomous and robotic systems comprise a number of sub-systems that 
are each critical to overall capability, such as sensor payload, inertial navigation 
system, vehicle control system (including in emergency and redundancy mode), 
planning and post-mission analysis software, and supporting hardware (including 
launch and recovery systems).48 There will continue to be a high level of interaction 
between manned and unmanned vessels, requiring a óhybridô approach to seafaring 
that recognises this reality. Going forward, there will need to be consideration of the 
extent to which autonomous vessels and systems can be used in human-machine 
teaming situations, or interoperably with other autonomous systems.  

Given these considerations, there are a range of particular limitations associated with 
autonomous vessels and systems, including:  

¶ Redundancy: failed equipment cannot be fixed instantly if there are no crew 
on board. Accordingly, redundancy on an autonomous vessel ï where critical 
systems or components such as propulsion, navigation and communications 
systems are duplicated so that a backup system takes over where there is a 
failure or default ï is important to the continuity and effectiveness of 
autonomous operations49. However, the smaller autonomous vessels being 
operated in Australia typically have limited redundancy.50 Failure in a propulsion 
system may result in anything from delays in the completion of an operation, 
additional expense resulting from having to send a manned vessel to provide 
retrieval or towage services to a grounding, or collision. In a military context, 
the consequences may be even more acute. This issue may need to be dealt 
with through enhancements to complementary technologies and mechanisms, 
such as through signals sent between the vessel and remote operations 
centres, preventative maintenance, and requirements that essential systems 
achieve rigorous testing, commissioning, and operation standards.51  

¶ Cybersecurity: ñalgorithms and data are areas of critical vulnerabilityò for all 
autonomous systems and ñmust be secured from external interferenceò52. In 
particular, Defence has noted that it requires the ability to securely store and 
disseminate data for use by RAS [Robotic and Autonomous Systems]53. The 
imperative to do this is currently on individual companies and operators to 

 

47 OôBrien, ñKey Advantages and Disadvantages of Ship Autonomy - SAFETY4SEA.ò 
48 Keane and Joiner, ñExperimental Test and Evaluation of Autonomous Underwater Vehicles.ò 
49 OôBrien, ñKey Advantages and Disadvantages of Ship Autonomy - SAFETY4SEA.ò 
50 See iXblue DriX case study and Guardian Geomatics case study 
51 Department of Defence, ñADF Concept for Future Robotics and Autonomous Systems.ò 
52 Maritime Journal, ñOvercoming the Challenges of Autonomous Vessels.ò 
53 Department of Defence, ñADF Concept for Future Robotics and Autonomous Systems.ò 
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ensure, which does not necessarily provide for secure interoperability between 
different vessels and systems.   

¶ Communications: there are inherent challenges associated with AUV 
communications. Remote operations centres must be able to communicate with 
both autonomous vessels and manned vessels, usually through satellite 
technology.54 Additionally, point to point communications between remote 
operations centres and autonomous vessels is still complex and expensive, and 
has only been taken up by some companies. 55   

¶ Power and energy: stakeholders have reported that difficulty in estimating 
power and energy usage requires missions to be planned very conservatively. 
Only a limited number of Australian firms have invested in ópersistentô 
autonomous systems powered through renewable energy56; and in any case, 
relying on renewable energy may not be appropriate for certain kinds of 
operations.  

¶ Collision risks: this risk relates both to the ability of autonomous vessels to 
perceive their environment, as well as the ability of crew on manned vessels to 
see them. Autonomous vessels may present greater collision risks than 
traditional vessels, including where they lose power, or in the case of AUVs, 
surface unexpectedly. Both these scenarios generally require a manned 
surface vessel to serve as a ólookoutô or to be available to retrieve and repair 
vessels. This highlights the risks of failure in object detection ï in the absence 
of a óhuman eye on the bridgeô, it will be important that autonomous vessel 
detection systems are reliable. It has been suggested that current detection 
could be improved through use of an advanced sensor module, a system that 
meets requirements of human eye through camera detection and infrared 
vision. This points to challenges for autonomous vessels and collision 
avoidance requirements (COLREGs) compliance, and the need to shift away 
from a óhuman-centricô approach to collision avoidance.57 

¶ Launch and recovery of autonomous vessels: the most challenging aspect 
of operating an autonomous vessel is generally its launch and recovery. These 
challenges include:  

o some autonomous vessels cannot be shore or pier launched, and can 
only be launched from another vessel that in turn must be large enough 
to carry the USV or AUV, and potentially have a crane or other lifting 
plant or equipment, and  

o some autonomous vessels require monitoring by a manned vessel, 
including to prevent collision risks, or retrieve a vessel that has lost 
power or a failed system. The need to involve a second vessel in the 
autonomous vessel operation significantly adds to the expense of the 
operation.  

 

54 Maritime Journal, ñOvercoming the Challenges of Autonomous Vessels.ò 
55 See Fugro case study 
56 See Royal Australian Navy case study 
57 Dickie and Horne, ñEnabling COLREGs Compliance for Autonomous & Remotely Operated Vessels 
ï Defence CRC Tas Limited.ò 
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AUV specific issues  

As noted previously, there are inherent challenges associated with underwater 
operations - in particular, underwater communications ï that more sharply illustrate 
some of the limitations in autonomous technology. For example, human error 
associated with mission planning and operation of USVs, including lack of required 
knowledge of seabeds; and where ólostô AUVs run out of battery, they no longer send 
out a signal, and are very difficult to find. Additionally, industry stakeholders have 
reported a range of other practical issues, including limits on the amount of time AUVs 
can be left underwater due to fouling issues, challenges associated with avoiding 
damage to sensors, and the requirement to adjust ballast óon locationô, which 
precludes AUVs being launched from USVs or without human involvement in many 
cases. 

It has been suggested that overcoming the challenges and limitations of AUVs 
requires flexibility in relation to testing and evaluation. An óexperimental testing and 
evaluation frameworkô would involve ñmerging research, development, acceptance 
and operational testing through designed experimentsò58. This kind of testing and 
evaluation framework would involve designing experiments for ñmultiple evolutionary 
aimsò, as well as addressing test planning challenges seminal and unique to AUVò59. 
This would enable more effective and efficient implementation of AUV into an existing 
maritime fleet. 

 

Competency and qualification issues  

There is a lack of clarity as to the competencies and qualifications that humans working 
in relation to autonomous vessels will require. As noted above, there will continue to 
be a high level of interaction between manned and unmanned vessels, requiring a 
óhybridô approach to seafaring that recognises this (at least short to medium term) 
reality. It has been concluded that while autonomous vessels are ñstill being developed 
and operated by the humanéthere are possibilities of errors to occur during human-
automation interactionsò as a result.60 ñAdequate maritime trainingò ï that is, which 
keeps pace with developments in technology ï will be key to reducing ñhuman-
autonomousò61 errors. Despite this, ñnot much is known about the exact types of 
facilities that will be needed for training the future operators of autonomous shipsò62.  
Analysis of the development of ómaritime autonomous surface vesselsô (MASS) 
suggests that the ñgradual transitionò to óshipping 4.0ô may take some time, and that 
there is no significant impetus to modify seafarer training arrangements in the 
immediate future. However, this is not the case in relation to autonomous vessels 
being used in Australian waters, where significant ñhuman-autonomousò interaction is 
occurring now. This is generally being dealt with by firms seeking exemptions from 
crewing requirements, whereby they use óin-houseô systems, processes infrastructure, 
and training to ensure that personnel can perform required duties in relation to 
autonomous vessels. In turn, this may result in ad hoc approaches that does not 

 

58 Keane and Joiner, ñExperimental Test and Evaluation of Autonomous Underwater Vehicles.ò 
59 Keane and Joiner. 
60 Emad, Enshaei, and Ghosh, ñIdentifying Seafarer Training Needs for Operating Future Autonomous 
Ships: A Systematic Literature Review.ò 
61 Emad, Enshaei, and Ghosh. 
62 Emad, Enshaei, and Ghosh. 
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necessarily promote consistency of safety outcome. The general lack of regulatory 
provision for autonomous systems ï including a rigid and somewhat outdated set of 
requirements for crew qualifications and competencies ï may slow investment in 
required training facilities. 

 

Defence context  

Navy has been described as in an ñexperimental phaseò with autonomous vessels and 
systems.63 In particular, it has identified that while autonomous vessels ï and AUVs in 
particular - will play ñcritical rolesò for future maritime operations and warfare, they 
must first become ñtrusted assetsò that ñcomplement the organisational culture and 
existing capabilityò of Navy and Defence.64 This provides a useful lens through which 
to consider the challenges and limitations of autonomous technology ï the issue is 
less with the technical capability of individual systems and sub-systems, and more 
with the overarching infrastructure needed to support integration and interoperability. 
That is, while ñrobotics control systems are becoming more capableé the user or 
organisation may not be prepared for their effective integration and employmentò65. For 
example: 

¶ autonomous systems must be able to operate in difficult or contested situations 
and remain stable in the face of unexpected system inputs. However, most 
robotic applications rely on accurate positioning information, so GPS contested 
environments present a significant challenge. It has been suggested that this 
could be addressed by the use of collaborative positioning, whereby robotic 
systems could share their position and orientation information with others that 
would then fuse these estimates with their own data, enabling enhanced 
positioning accuracy throughout the fleet. However, this is still under 
investigation by Defence.66  

¶ integration of detection of threat objects has become a serious challenge in 
defence and national security environments. Individual sensor systems used to 
detect different aspects of these threat objects through a variety of sensor 
technology, including acoustic, chemical, electromagnetic, and hyper-spectral 
have been incorporated into multi-sensor platforms with human operators. In 
these systems, human operators must correctly identify the nature of the threat 
objects based on multiple individual sensor outputs and then choose 
appropriate course of action. Due to the complexity of this task, there is need 
for intelligent decision-support systems to assist human operators to make 
decisions based on all available data sources. Again, Defence is still 
considering how to effectively use decision support systems in conjunction with 
autonomous technology.  

 

 

63 Abeynayake, C., ñDecision Support System Architecture for Threat Object Detection in Defence 
Environments.ò 
64 Keane and Joiner, ñExperimental Test and Evaluation of Autonomous Underwater Vehicles.ò 
65 Keane and Joiner.  
66 Abeynayake, C., ñDecision Support System Architecture for Threat Object Detection in Defence 
Environments.ò 
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Other issues  

There are a range of challenges and limitations associated with autonomous system, 
and there are advanced efforts across a range of areas to enhance the performance 
of these systems and underlying or complementary technologies. Autonomous 
systems may usefully be seen as the ósum of many partsô in that they are comprised 
of and driven by a range of different technologies and infrastructure. This highlights 
the importance of cohesive strategic approaches to key levers - regulation, funding, 
infrastructure, research, testing and evaluation - to ensure consistency, certainty and 
innovation and investment.  

In turn, such an integrated approach will be necessary to avoid ósilo-ingô in these efforts 
ï that is, addressing particular technical or operational challenges in a piecemeal 
manner. Stakeholders raised concerns that the absence of an overarching strategic 
direction as to how the key levers are used may negatively impact safety outcomes. 
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Case studies 

Three case studies have been prepared to illustrate the information provided in this 
section, and to deep dive into specific areas of interest. A summary of the case studies 
is included below. The case studies are: 

Comparative study: Technology in use around the world: 
Australian Defence Force and the United States Armed Forces 

The use, application and investment in autonomous vessels and systems by military 
forces is likely to be an important driver of technological advances going forward. In 
its joint Concept for Robotic and Autonomous Systems released in 2020, the 
Australian Defence Force identified that it must be able to:  

integrate robotic and autonomous systems with major platforms and be 
interoperable with selected allies. A common control architecture for RAS that 
is interoperable with allies will allow Australia to share its RAS with partners 
and also allow us to utilise the RAS of allies.67   

Accordingly, it is useful to examine and understand the technology that international 
defence forces are investing in, using, and planning for around the world, including 
specifically the United States of America. As Australiaôs key military ally, the approach 
that the United States Armed Forces, including the US Navy, is taking in this respect 
will carry significant implications for Australia in the medium and long term.  

 

 

67 Australian Defence Force (2020) Concept for Robotic and Autonomous Systems  

Figure 6: Medium Unmanned Surface Vessel (MUSV) concept renderings from Austal USA 
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Key similarities and differences  

At a high level, both countries have acknowledged the importance of AI to current and 
future force capability, and the changing strategic environment. In the Royal Australian 
Navy (RAN) RAS-AI 2040 Strategy, it prefaces the strategy with a statement that ñthe 
race in autonomous warfare has already begunò; that ñdoing nothingò is ñnot an optionò; 
and that  

é(t)o fulfil our potential, we need to engage in constant experimentation, and 
encourage collaboration and innovation at all levels. This will enable us to 
leverage RAS-AI to enhance Navyôs capability by strengthening our Force 
Protection, increasing our Force Projection in the maritime approaches of our 
near region, improving our Joint Integration through Partnership, maximising 
our Force Potential, and ensuring Australian Controlé In embracing 
technology, we must remember that warfare is, and will remain, a fundamentally 
human activity. Our people will be at the core of our technological advances, 
and we must design systems with them at the centre. RAS-AI will make our 
people better warfightersé68 

Ą In its Unmanned Campaign Framework published in 2021, the US Department of 
the Navy described its overarching vision as being to ñmake unmanned systems a 
trusted and sustainable part of the Naval force structure, integrated at speed to provide 
lethal, survivable and scalable effects in support of the future maritime mission.ò69 Its  
goal going forward is to ñachieve a seamlessly integrated manned-unmanned force 
across all domainsò, and to ñbuild a digital infrastructure that integrates and adopts 
unmanned capabilities at speed and scale; and incentive rapid incremental 
development and testing cycles for unmanned systems.ò 70 

Ą Both the US Navy and Australian Navy have couched their plans for autonomous 
vessels and systems as being óunmannedô or óautonomous but subject to human 
command or supervisionô rather than óautonomous employed in óhuman commanded 
teamsô. However, the US Navyôs use, and planned application, of unmanned vessels 
is significantly more advanced than in Australia, as are its burgeoning capabilities in 
fully autonomous vessels. The US has already set a target of having 355 autonomous 
vessels by 2034 as part of a 30 year plan, including medium and large surface and 
sub-surface vessels playing integral roles in the US fleet, replacing a range of activities 
currently being undertaken by manned vessels.71 This fits into a clear strategy across 
air, land and sea to incorporate unmanned systems into the conventional military.  
Australiaôs activities in relation to autonomous vessels and systems have been 
focussed, at least in the short term, on smaller vessels that provide complementary or 
supporting capability for the complex crewed or manned platforms that the Australian 
Government and Defence have planned.   

Ą These platforms, including large offshore patrol vessel, future frigate and future 
submarine programs, highlight that traditionally lengthy lead in times for major 
shipbuilding programs may be at odds with both changes to the strategic defence 

 

68 Royal Australian Navy (2020) RAS-AI 2040 Strategy 
69 Department of the Navy (2021) Unmanned Campaign Framework  
70 Department of the Navy (2021) Unmanned Campaign Framework  
71 Dunn, B (2020) The Future for Unmanned Surface Vessels in the US Navy 
https://georgetownsecuritystudiesreview.org/2020/10/28/the-future-for-unmanned-surface-vessels-in-
the-us-navy/ 

https://georgetownsecuritystudiesreview.org/2020/10/28/the-future-for-unmanned-surface-vessels-in-the-us-navy/
https://georgetownsecuritystudiesreview.org/2020/10/28/the-future-for-unmanned-surface-vessels-in-the-us-navy/
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environment for both Australia and the United States, and the rapid pace of 
technological change. Defence and Navy have indicated that autonomous vessels and 
systems may have an expanded role going forward, with new projects such as SEA 
1905 (Maritime Mine Counter-Measures Capability and Military Survey), adding ñscale 
and breadth to Navyôs significant ongoing investment in RAS-AI Capabilityò and 
providing a ñpathfinderò for RANôs efforts to expedite delivery of RAS-AI capability.72 

The comparison at Table 1 below compares the autonomous vessels and systems 
being employed by the US and Australia for defence purposes. It is not intended to 
provide an exhaustive list of each forceôs total investment in these technologies, but 
to consider illustrative examples that usefully highlight similarities and differences in 
their current and planned approaches. 

 

72 Royal Australian Navy (2022) RAS-AI Campaign Plan 2025  
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Table 1: Comparison between Australia and United States  

Vessel type  United States  Australia  

Surface 
vessels  
(Unmanned 
surface 
vessels, and 
Autonomous  
Surface 
Vessels)  

The US has made extensive investments in USVs and is 
quickly moving from experimentation to integrating these 
vessels into its fleet.    
 
Project Overlord Ghost Fleet  
About: Established through the Department of Defence 
(Pentagon) before planned transition to the US Navy in 
2021/2022 and designed to inform and accelerate the US 
Navyôs Large and Medium USV programs. Phase 1: two 
USVs modified from manned óExpeditionary Fast 
Transportsô or fast supply ships. Phase 1 focused on 
autonomy system integration; demonstration of navigational 
autonomy; and hull, mechanical and electrical system 
reliability upgrades. Phase 2:  conducted using the same 
ships from Phase I and focuses on the integration of 
government-furnished command-and-control systems and 
payloads and involve more complex and challenging naval 
experimentation.  
 
Use or proposed use: anti-submarine and counter-mine 
duties  
 
Size: approximately 103m in length   
 
Level of autonomy: Built for unmanned operations. Can 
operate autonomously, avoiding other vessels using 
sensors, or be piloted remotely from an unmanned 
operations centre. More than 600 hours of autonomy testing 
was successfully completed during Phase I, including 
several long-range autonomous transits in a complex 

Australia has made limited investments in USVs to date. 
Sea 1778 Phase 1,being delivered by Thales Australia, 
involves construction of five 12m vessels, three configured 
as mine countermeasures support vessels and two 
configured as USVs. RAN is continuing to work with 
industry to develop its surface vessel capacity.  
 
In its RAS-AI 2040 Strategy, the RAN highlights the 
opportunities it sees in autonomous vessels and its focus 
moving forward, stating that the sheer size of Australiaôs 
maritime jurisdictional area means that ñsystems must be 
able to operate over a wide area, generate mass locally 
and be persistent. They need the ability to cooperate 
through agile control systems that allow them to task-
organise and share information to build a common 
operating picture. They must be underpinned by assured 
long-range communications and reliable supply, repair, 
and recovery.ò75 
 
 
 
 
 
 
 
 
 
 
 
 

 

75 Royal Australian Navy (2020) RAS-AI 2040 Strategy 
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navigational environment. During testing, both Overlord 
vessels executed interactions compliant with COLREGS.73 
 
Sea Hunter  
About: Medium displacement unmanned vessel (MDUV) 
was launched in 2016 as part of the Defence Advanced 
Research Projects Agency (DARPA) Anti-Submarine 
Warfare Continuous Unmanned Vessel (ACTUV) program 
unmanned anti-submarine ship. The initial Sea Hunter was 
launched in 2016 and handed over the Navy in 2018  
 
Use or for proposed use:  Conduct patrols; may be armed 
and used for anti-submarine and counter mine duties.  
 
Details: approx. 40m; operational through sea state 5  
 
Level of autonomy: built for unmanned operations. Can 
operate autonomously, or by remote control. 74 
 

 
Ocius Bluebottle  
About: Defence is now undertaking experimentation and 
further development of the Bluebottle with funding through 
the Defence Innovation Hub. Ocius will build five ónext 
generationô Bluebottles doing three different applications in 
three different areas of operation. The Bluebottle is 
powered by renewable energy from sun, wind and waves, 
so has extensive órangeô allowing it to advance under all 
conditions and remain at sea for months at a time.76 
 
Use or proposed use: Continuous monitoring and data 
gathering with applications across oil, gas, defence (border 
control) and science.  
 
Size: approximately 6.8m in length  

 
Level of autonomy: Can operate autonomously using 
sensors, or by remote controlled operation. Can be 
launched from vessel or pier. 77 
 
 
 
 
 
 
 
 

 

73 Dunn, B (2020) The Future for Unmanned Surface Vessels in the US Navy  
74 Dunn, B (2020)  
76 Ocius, ñUncrewed Surface Vesselò  https://www.ocius.com.au/usv/ - overview 
77 NSW Smart Sensing News Network (2020) Ocius Bluebottles to óprotect Australiaôs bordersô https://www.nssn.org.au/news/2020/6/19/ocius-bluebottles-to-
protect-australias-maritime-borders 

https://www.ocius.com.au/usv/#overview
https://www.nssn.org.au/news/2020/6/19/ocius-bluebottles-to-protect-australias-maritime-borders
https://www.nssn.org.au/news/2020/6/19/ocius-bluebottles-to-protect-australias-maritime-borders
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Sub-surface 
vessels  
(Unmanned 
underwater 
vessels and 
autonomous 
underwater 
vessels)  

The US Navy has long used UUVs. It has increased 
collaboration with industry through competitive prototyping 
accelerating new technology delivery to the fleet. This 
collaboration enables prudent prototyping, experimentation, 
and demonstration of new capabilities.  
 
Boeing Orca Extra Large Unmanned Undersea Vehicles 
(XLUUV) 
About: RAN has contracted Boeing to provide four Orca 
XLUUVs. UAVs can meet many of the requirements of 
larger submarines at less cost.  
 
Use or proposed use: can be adapted according to 
mission, with the ability for surveillance, submerged surface 
and electronic combat, and minesweeping 
  
Size: 15.55m in length  
 
Level of autonomy: built for unmanned operations. Can 
operate autonomously or by remote control. Single shore-
based crew can control several Orcas, allowing 
autonomous subs to operate for days or weeks before fresh 
orders  
 

Like the US Navy, RAN UUVs, including ROVs, have long 
been part of the fleet. Typically, these have been remotely 
operated vessels launched from other vessels. These 
include ROVs, like the Saab Double Eagle Mk.II ROV, 
which is used aboard Navyôs Huon class Mine Hunter 
Coastal (MHC) vessels. These ROVs are gradually being 
replaced by AUVs.  
 
AUV óFamilyô  
Anduril,Cellula Robotics, and C2 Robotics  have 
partnered with Defence and Navy to develop prototypes of 
AUVs from 8m-35m in length. This approach offers 
Defence the opportunity to refine the sovereign capability it 
requires. It is intended that these will be versatile, provide 
flexibility in respect of endurance and payload, and be 
used for a range of military and non-military functions.  
 
General Dynamics Maritime Systems (BlueZone) 
Bluefin AUVs 
About: RAN has purchased seven General Dynamics 
Maritime Systems (BlueZone) Bluefin autonomous 
underwater vehicles (AUVs) in two sizes as part of Sea 
1778 Phase 1. 78 
 
Use or proposed use: inshore surveys, hydrographic 
mapping, rapid environmental assessments, and mine 
countermeasures, port and harbour security, search and 
recovery, intelligence, surveillance and reconnaissance, 
and environmental protection and monitoring 
 
Size: approximately 2.5m in length  
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Level of autonomy: built for unmanned operations. Can 
be launched from vessel or pier. Can operate 
autonomously or by remote control 
 
 
 
 

Future 
direction  

The US has identified a clear future goal for 355 
autonomous and unmanned vessels and systems by 2034. 
Initially, most large unmanned vessels are likely to be, like 
the Overlord Ghost Fleet, adapted from manned ships as 
this represents an achievable way for the Navy to expand 
towards its goal without a huge expansion either in the 
number of personnel or the cost. The longer term plans of 
the US are usefully illustrated by the DARPA No Manning 
Required Ship (NOMARS) Program, which has the goal of 
ñdesigning a seaframe from the ground up with no provision, 
allowance, or expectation for humans at seaò. Under 
NOMARS, new vessels that would maximise performance 
and endurance without the need to take human crew into 
account. 79 
 
Additionally, the US Navy recently released requests for 
éfor medium unmanned surface vessels (MUSV) and large 
unmanned surface vessels (LUSV). 80 
 
MUSV will be a pier-launched, self-deploying modular, open 
architecture surface vehicle capable of autonomous 
navigation and mission execution. Key attributes of MUSV 
include extended vessel range (4,500 nm or more at 16 

Australia has not identified a target for the number of 
autonomous and unmanned systems in its fleet. It is 
apparent that each of the new maritime platforms being 
acquired in the next two decades under the Australian 
Governmentôs future  plans will have an unmanned or 
autonomous component to them, from offshore patrol 
vessels (OPVs) to Future Submarines.81  
However, at present, it appears that these systems will 
supplement existing programs; while Navy has stated that 
it will ñrequire systems that can operate independently but 
also complement crewed fleet unitsò.82 This may change 
as a result of research, development and operational 
testing of new technologies. 
 
SEA1770 (Rapid Environmental Assessment  - 
Maritime) and SEA1778 (Task Group Mine 
Countermeasures): These programs supports SEA1905 
with the of underwater unmanned systems, including 
UUVs for hydrographic survey and seabed search 
advanced maritime surveillance and communicate data in 
real time.  
 

 

79 Dunn, B (2020) The Future for Unmanned Surface Vessels in the US Navy  
80 80 Department of the Navy (2021) Unmanned Campaign Framework  
81 Royal Australian Navy (2020) RAS-AI 2040 Strategy 
82 Royal Australian Navy (2020) RAS-AI 2020 Strategy  
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knots transit speed), high sustained speed (27+ knots), high 
endurance (90 days at sea) without manned maintenance 
and high reliability (service life of 15 years, capable of 
surviving sea state 5) 
 
LUSV will have the capacity for modular payloads such as 
anti-ship, anti-submarine or anti-air weapons and be 
designed to be affordable, high-endurance, reconfigurable 
ships based on existing hull forms. Capable of operating 
with human operators in the loop (and aboard for port 
manoeuvres), the US Navy has stated that LUSVs may 
operate alongside fleets as scouts and magazine ships 

Sea 1000 Attack Class Future Submarine program: 
This program will deliver 12 Attack class submarines. The 
first are not due until the early 2030s. The Department of 
Defence and Navy are considering the use of AUVs in 
conjunction with the submarines. 83 

 

 



 

Case study: Australian Institute of Marine Science, ReefWorks 
Testing Facility 

This case study considers the Australian Institute of Marine Science (AIMS) 
ReefWorks testing facility, and how it illustrates why testing facilities are key to 
unlocking the potential of new and emerging autonomous transport technologies, 
including building trust within the community.   

Assurance is the process by which it is possible to 
validate that a vessel, aircraft, or discrete system 
complies with the applicable regulatory 
requirements and is therefore trustworthy. For 
example, part of the assurance process for an 
autonomous vessel would include a series of 
simulation-based testing, followed by physical 
testing, together with the same series of inspections 
from an accredited marine surveyor that a 
traditional vessel is subject to.  

In Australia, there is a lack of established assurance 
frameworks to integrate autonomous systems into 
traditional systems, which can lead to unclear 
expectations or understanding of what assurance 
activities are required to demonstrate compliance 
with requirements to indicate safe operations.84 
Testing facilities provide the opportunity to 
demonstrate new or emerging capabilities in a 
controlled environment; conduct experimentation 
whereby alternative policy and operational settings 
can be tested in a óregulatory sandboxô environment 
to inform best practice; and provide the foundations 
for collaborative frameworks, including for co-
investment and co-regulation. This case examines 
the characteristics of a designated testing facility for 
autonomous vessels, and the opportunities it 
provides.  

 
AIMS: The Australian Institute of Marine Science 
(AIMS) is a Commonwealth statutory authority 
established by the AIMS Act 1972 and serves as 
Australiaôs tropical marine research agency. It 
performs scientific and technological research.  

 

 

 

 

 

 

84 Devitt, S.K., Horne, R., Assaad, Z., Broad, E., Kurniawati, H., Cardier, B., Scott, A., Lazar, S., Gould, 
M., Adamson, C., Karl, C., Schrever, F., Keay, S., Tranter, K., Shellshear, E., Hunter, D., Brady, M., & 
Putland, T. (2021) Trust & Safety Robotics Roadmap for Australia  

AIMS ReefWorks  
Fleet non-autonomous (crewed) 
vessels:  

¶ 20 non-autonomous vessels  

¶ 2 research ships with 4 rigid 

hull inflatable boats 

(tenders) on board each 

¶ 4 additional tenders 

¶ 4 Townsville based smaller 

research vessels 

¶ 2 Darwin based research 

vessels 

Uncrewed surface vessels 
(USVs):  

¶ 1 x USV partnership with 

JCU and QUT 

¶ 1 x USV (Surfbee) 

Autonomous underwater vessels 
(AUVs): 

¶ 4 AUVs (2 x CoralAUVs and 

2 x Rangerbots) - fully 

autonomous  

¶ 2 ROVs ï launched from 

vessels in up to 100m depth  
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The primary focus of AIMSô research is to:  

support a resilient Great Barrier Reef, sustainable coastal eco-systems and 
industries across northern Australia, including environmentally sustainable 
offshore oil and gas development of Australiaôs North-West Shelf. 85 

AIMS has facilities in Perth in Western Australia, Darwin in the Northern Territory, and 
outside of Townsville in Queensland where ReefWorks is located. Proper 
management, monitoring, and protection of the Reef, which is a world heritage site, is 
often challenging due to tropical conditions and stringent environmental laws.   

 
ReefWorks:  AIMS has repurposed its existing facilities into ReefWorks, a national 
facility available to government, industry, and academic innovators. ReefWorks 
incorporates a suite of secure marine technology test and evaluation facilities and 
offers capability for development, design, and testing services of marine technologies 
for both civilian and defense purposes. It caters for uncrewed and autonomous aerial, 
surface, and underwater systems as well as other innovations or sensors that require 
testing and evaluation in the marine environment. Its role as a leading testing óhubô 
evolved as AIMS sought to enhance its monitoring and data collection practices and 
invested in autonomous and uncrewed aerial, surface, and sub-surface technologies 
to monitor the reef environment without increasing human involvement. This, in turn, 
led AIMS to understand the capability that new and emerging technologies in this area 
offer, as well as identify gaps and limitations. AIMS is eager to understand how it can 
bridge these gaps and limitations both to support its own strategic and operational 
needs, as well as to share learnings and provide opportunities for other industry 
stakeholders to test and collaborate in an accessible, cost-effective tropical range.   

 

Figure 7: AIMS ReefWorks services and facilities  

 

 

Importance of testing facilities: Testing facilities will be crucial to demonstrating safety, 
competency, capability, and behavior in a controlled environment ï and ultimately 
building trust and confidence in autonomous vessels and systems. This includes 
demonstrating that autonomous vessels and systems can comply with specific 

 

85Australian Institute of Marine Science, ñAbout Usò  

Test range digital twin

ÅAssists test and evaluation 
activities by using data to 
create a digital twin of test 
ranges

ÅAllows for transition from 
simulated to real world 
environments

Marine platform and 
sensor tank facility

ÅSeaSim capabilities include 
ability to set and vary 
environmental parameters to 
replicate real world or 
experimental scenarios

ÅDedicated test tanks, including 
for repeatable controlled 
performance and compliance 
testing (obstacle avoidance)

Tropical marine test 
ranges

ÅEnd-to-end test range service 
as a safe place to test 
uncrewed and autonomous 
systems in the tropical marine 
environment
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regulatory requirements ï for example, collision avoidance regulations.86 In the case 
of ReefWorks, it serves as the worldôs first tropical waters testing facilities, which can 
be a ñchallenging environment for marine technologies.ò87  

The importance of testing an autonomous vesselôs range and durability in varying 
conditions goes to the need for a range of testing facilities in Australia that offer 
different representative environments.  

 

Key characteristics of testing facilities: AIMS identified two key characteristics of a 
testing facility as follows.  

Approach: facility operators need to be flexible and quick to respond. Technologies 
that are being tested are evolving, and often niche or unique. One of the benefits of 
the ReefWorks model is that some of the infrastructure can be packed up and shipped 
to different locations, with different operational conditions, and  

Instrumentation: range instrumentation must be flexible, modular, and cost-effective 
to evolve. Because of the ónicheô nature of autonomous vessels and systems in 
Australia, there is a need for a ógeneralistô approach in infrastructure, so that the 
fundamental capabilities needed on the range can evolve with the technology. This 
highlights the potential importance for industry and government co-investment in this 
area. 

Opportunities presented by testing facilities: Testing facilities provide a range of 
opportunities, including:  

¶ collaborations and co-investment, allowing industry suppliers to ódisplay their 

waresô to potential purchasers in an environment that is conducive to 

demonstrations of capability. ReefWorks has had interest from a diverse range 

of industries and sectors, including Defence, agriculture, education, search and 

rescue, and transportation.  

¶ expedited identification of critical technologies that may be lacking, and whether 

there is capability in Australian industry to develop the next iteration. Firms can 

test these technologies at ReefWorks, and if successful, can market it to AIMS 

and other customers 

¶ partnerships between digital and physical test ranges that allow for digital 

testing to seamlessly progress to physical testing. AIMS is working with 

NQSpark to assist in simulation test and evaluation processes in this manner, 

which together with other stakeholders in north Queensland has established a 

strong ócommunity of practiceô around autonomy that others can leverage off, 

and  

¶ regulatory partnerships and experimentation.  

 

ReefWorks has enhanced industry understanding of maritime regulatory requirements 
for autonomous vessels and systems, as well as opportunities to improve them going 
forward. ReefWorks and other testing facilities could provide for regulatory sandboxes 
that facilitate a ópilotô approach where operators of autonomous platforms receive óPô 
plates to operate using certain regulatory settings. These approaches would allow for 
operators to provide feedback on how the vessel operated under real-world conditions.  

 

86 ReefWorks | AIMS Australian Institute of Marine Science, ñReefWorksò 
87 Australian Institute of Marine Science  

https://www.aims.gov.au/research/technology/ReefWorks
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Key issues and challenges for maritime transport technologies  

AIMS is well placed to identify some of the key issues that may impact the trajectory 
of autonomous vessels and systems in Australia, including:  

¶ whole of government approach: the need for a whole of government approach 

on autonomy, including to identifying sovereign autonomous systems capability 

in the marine domain. This will also inform the identification and mitigation of 

potential supply chain issues 

¶ streamlined regulatory pathways for autonomous vessels and systems: 

currently, the pathway for taking a prototype through to its end state is unclear, 

with complex laws and a lack of regulatory clarity and transparent benchmarks 

for AI safety. Testing facilities and arrangements need to be integrated into a 

holistic óroute planô or ópathwayô for autonomous vessels and systems that 

includes an integrated national approach on key regulatory issues, and  

¶ regulatory autonomy understanding: regulators, including the Australian 

Maritime Safety Authority, which is the responsible agency for maritime safety, 

should incorporate capabilities around AI into its workforce planning or consider 

partnerships with government and non-government stakeholders as a means 

of obtaining this capability, and  

¶ ensuring sustainability: it will be important that the maritime autonomy sector 

be self-sustaining.   AIMS is looking to other countries for financially sustainable 

models for boosting industry to achieve this outcome as well as self-sustaining 

testing facilities.  
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Case study: iXblue driX 

While the future will see a significant expansion of the 
uses and applications of autonomous vessels and 
systems, autonomous and remotely operated 
vessels are being used now in government, 
commercial and research settings. Two of the current 
major uses across these areas are hydrographic 
survey and data gathering. A range of sub-surface 
and surface autonomous and remotely operated 
vessels are already in operation for these purposes. 
Understanding the technology in use is important to 
identifying the different risks involved, and how to 
mitigate those risks. This will, in turn, inform how to 
develop risk-based approaches that underpin 
changes to existing assurance and accreditation 
frameworks. This case study focuses on the 
Australian hydrographic survey company, iXblue and 
the driX.   

 
What is hydrographic survey? Hydrographic 
survey is the survey of physical features present 
underwater and is important for charting. In light of 
Australiaôs extensive coastline, hydrographic survey 
has and will continue to be important for Defence, 
scientific research and commercial purposes.  

¶ Under the International Convention for the 
Safety of Life at Sea (SOLAS), the Australian 
Government has an international obligation to 
provide hydrographic services covering the 
Australian Charting Area. Defence is 
responsible for delivering these services to the 
nation on behalf of the Government under the 
Navigation Act 2012. 88 

¶ Defence announced in its 2016 White Paper 
that it would seek to replace its hydrographic 
capability, and replace it with a combination of 
military and commercial capability.89 It 
established the HydroScheme Industry 
Partnership Program (HIPP) as a commercial 
acquisition program to undertake 
hydrographic survey activities to contribute to 
national charting priorities.90 This followed the 
approach taken by many other countries, 
including the United States and New Zealand, 
and was partly in recognition of the industry 
could bring the ólatest hydrographic 

 

88  Australian Hydrographic Office, ñAustraliaôs Charting Areaò 
89 Department of Defence (2016) Defence White Paper   
90Australian Hydrographic Office, ñHydrographic Industry Partnership Programò 

Spotlight on iXblue and the 
driX ASV 

iXblue is a global company that 
specialises in the design and 
manufacturing of advanced 
autonomous, marine and 
photonics technologies. It uses its 
óin-house technologiesô to help civil 
and defence customers conduct their 
sea, land and space operations. To 
that end, iXblue in Australia 
provides specialist marine survey 
services to government agencies, oil 
and gas companies, 
telecommunications companies, port 
and harbour authorities, and defence 
organisations.  

 

driX 

¶ 8 metre autonomous surface 
vessel (ASV)  

¶ unmanned architecture à can be 
operated fully autonomous, semi-
autonomous, or via direct remote 
control  

¶ data sharing à within line of sight 
(WiFi) or in cradle retrieval when 
driX is in its Launch and 
Recovery System  

¶ can be pier or ship launched à 
360 degree cameras, infrared 
cameras for night-time 
operations, AIS and short range 
laser scanner to detect things in 
its path  

¶ never to exceed safety distance 
when operating in close proximity 
of another asset to avoid collision 
à COLREG compliance through 
autopilot or remote supervisor 
action. manual override possible 
at all times + ótake me homeô 
function  

 

https://defence.gov.au/WhitePaper/Docs/2016-Defence-White-Paper.pdf
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techniques and state of the art equipmentô to deliver hydrographic data to 
Defenceô. 91 

¶ With the transition of the national surveying responsibility to industry partners, 
Navy survey capability is being redeveloped to focus on military environmental 
information collection to support maritime operations.  

¶ iXblue was one of seven hydrographic survey companies chosen as ópre-
qualified suppliers.ô  

  

How has hydrographic survey been performed to date? Hydrographic survey has 
been conducted by manned or crewed vessels >24m in length, with data collected 
using systems and equipment either on, or being towed by, the vessel. Data is 
subsequently processed, amalgamated, and provided to the client.   Given Australiaôs 
extensive coastline and the size of its charting area, fuel, and crew costs for crewed 
vessels to undertake hydrographic survey can be significant.  
 
How is hydrographic survey performed with ASVs? iXblue developed the driX for 
use in its hydrographic survey service in Australia as a means of bringing costs down. 
It can operate in the same conditions as a crewed vessel and collect 30-50 percent 
more data in same or less time. When used by iXblue, the ósole missionô of the driX is 
to drive around survey equipment in the way that was previously done by crewed 
vessels.  

 

The driX is carried out to the survey area, and then launched, from a crewed vessel 
so that rather than being involved in the survey, the latter becomes a ómothershipô. 

 

91 Department of Defence, ñHydroscheme industry partnership program commencesò 

Figure 5: iXblue, ñDriX: Unmanned Surface Vesselò, iXblue Accessed on 25 November 2021 
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This ókickstartedô other hydrographic surveys using autonomous vessels.  To date, 
iXblue has only used the driX for three contract surveys, none of which were in 
Australia. The HIPP presents opportunities to use this capability in Australia, pending 
engagement with AMSA about its regulatory approach to the driX.  

What is the autonomous capability of the driX? The driX is capable of autonomous 
and remote controlled operation; however, it usually operates somewhere in between 
- when carrying out a mission plan, it operates autonomously, but has an operator 
óbabysittingô it at all times to ensure collision avoidance. While the driX is able to detect 
collision hazards, COLREGS compliance can pose a challenge for autonomous 
operations, noting that much of COLREGS is underpinned in large part by principles 
of óshared responsibilityô that requires AI to interpret emerging situations and account 
for a range of different behaviours. The driX is capable of both óline of sightô and óover 
the horizonô operations but is generally operated within line of sight from the 
mothership. While the driX has superior redundancy in its communications system, 
shore-based and over the horizon operations can be challenging as if there are issues 
with the driX, it can take longer to sight and identify issues.  

Challenges for early adopters: iXblue has clearly been a leader in the use of 
autonomous vessels and systems, which leaves it well placed to recognise 
opportunities, as well as identify challenges for early adopters of autonomous 
technologies. Some key insights from iXblueôs experiences are set out in the breakout 
box on page one and are key to informing a best practice model for accreditation 
frameworks for autonomous vessel and systems.  

Further applications for the driX? There is significant interest in using the driX, as it 
has a broad range of applications beyond hydrographic survey, including  

¶ energy and telecommunication ï pipeline route and inspection, port and 
harbour development, remotely operated vessel and and autonomous 
underwater vessel positioning, long baseline (LBL) array calibration, pre site, 
site and inspection survey and dredging. Importantly, the driX can complement 
the use of other unmanned vessels, such as autonomous underwater vessels 
and remotely operated vessels, providing a force multiplier effect. Where these 
are being deployed for deep water operations, the driX can be used to ófollowô 
the AUV until it is in position. 

¶ Defence ï military bathymetry, rapid environmental assessment, antisubmarine 
warfare, and emergency disaster belief. Defence, through Navy, is also 
currently considering how ASVs and AUVs will complement some of its major 
planned programs around Future Submarines, Future Frigates and offshore 
patrol vessels.  

 

However, further applications of the driX is contingent on there being self-sustaining 
markets for them. In addition, the initial cost of the driX, it requires supporting 
infrastructure ï for example, if it is being launched from a ship, this means around a 
30m vessel with a crane launch and the necessary systems and instrumentation, crew, 
as well as a person to operate the driX. The flipside of this is that a large enough 
vessel can essentially be used as a driX óbusô, with an operator controlling multiple 
driX, which highlights the potential shifts that may occur in the way that crewed and 
uncrewed vessels may be used going forward.  

This case study identifies a need for: 

¶ self-sustaining markets: there are still substantial barriers to entry when it 

comes to building a sustainable business with ASVs as the main capability. 

There must be self-sustaining markets for autonomous vessels and systems. 
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Given that the driX must be carried by a large mothership, from a cost 

perspective, it is more efficient to two (or more) driX on a vessel. This requires 

a significant investment ï that is, the cost of entry into the market is not the 

price of one driX, but two. 

¶ transparent regulation: government and safety regulators expect a safety 

dividend from autonomous vessels and systems, in that they will deliver 

improvements to safety.  However, there needs to be transparent benchmarks 

for AI performance so developers, manufacturers and operators of autonomous 

vessels and systems know where the goalposts are. 

¶ dynamic collaboration: there are opportunities for government and defence to 

partner with industry around up-front investment, testing, and regulatory 

approaches.  

¶ integrated regulatory framework: donôt regulate autonomous vessels or 

systems separately build capability in regulators and take a risk-based 

approach. Borrow from tried and tested models, including ótype approvalô 

certification arrangements already familiar to industry.  

¶ strategic testing facilities: testing areas and facilities should allow for industry 

to test and/or demonstrate capability in environments best suited to the vessel 

or system.  

¶ shared risk approach: the mainstreamed integration of autonomous 

technologies will depend on government and Defence to share the órisk and 

rewardô of investing in and deploying these technologies. More programs like 

the HIPP that provide clear opportunities for autonomous vessels and systems, 

and incentives for investment, are needed. 

¶ workforce planning: while using the driX increases efficiencies, this reduces the 

length of survey missions by around two thirds. Without an increase in the 

number of contracts and opportunities, this creates challenges around 

workforce planning and redundancy. Firms do not want to make significant 

expenditure for equipment that is going to ógather dust.ô 
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Key takeaways 

Much of the public discourse on autonomous vessels has been focussed on 
autonomous ships or MASS. However, while it is generally agreed that autonomous 
ships in this context will not be a reality for some time, this chapter usefully highlights 
the common current uses for autonomous vessels, as well as an outline of common 
operational models, which in turn provide a kind of taxonomy for maritime autonomy.  

Limitations and challenges associated with the current technology can be understood 
at several different levels, providing both practical insights into operational challenges, 
as well as a higher order picture of how these flow from a lack of overarching strategic 
direction-setting in relation to autonomous technologies more broadly.  

The comparative study between Navy and the US Armed Forces was instructive ï 
not because it is surprising that the USô autonomous maritime capability is greater than 
Australia, but in highlighting that the óautonomous futureô has arrived in the defence 
context. This has important implications for Defenceôs short-, medium-, and long-term 
strategic posture. AIMS and its ReefWorks facility illustrates the significant 
opportunities presented by testing facilities and areas in unleashing autonomous 
potential in Australia, while the iXblue case study discussed opportunities to create a 
regulatory environment that better supports its operation and challenges for óearly 
adoptersô of autonomous maritime technologies in Australia. 
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Maritime Domain: Understanding the industry using autonomous 
systems 

This document considers the key practices and strengths for industries planning for, 
using, and investing in autonomous vessels and systems; the restraints and 
weaknesses that are in play; and the opportunities that are available to government, 
commercial, defence and research to unlock the potential benefits of maritime 
autonomy.  

 

Who are the players in the autonomous systems industry? 

Broadly, the key players in the maritime autonomous systems industry include the 
following groups: 

 
Government 

Regulators:  

¶ Australian Maritime Safety Authority (AMSA) 

¶ State and Territory Maritime Safety Authorities 
o NSW: Roads and Maritime Services  
o QLD: Maritime Safety Queensland 
o VIC: Transport Safety  
o TAS: Marine and Safety Tasmania 
o SA: Department of Planning, Transport and Infrastructure 
o WA: Department of Transport  
o NT: Department of Infrastructure, Planning and Logistics 

¶ Great Barrier Reef Marine Park Authority  

¶ Australian Communications and Media Authority (ACMA). 

Legislation and policy: 

¶ Department of Infrastructure, 
Transport, Regional 
Development and 
Communications  

 

Government: 

¶ Vessel Traffic Services (VTS) and Harbour 
Masters (these can be private organisations, 
but are relevant to autonomous vessel 
operators seeking to operate in their 
jurisdiction) 

 

Technology developers, providers, and operators: 
Commercial industry: 

¶ Ocius 

¶ Greenroom Robotics 

¶ Fugro 

¶ L3 Harris 

¶ Thales 

¶ iXblue 

¶ Guardian Geomatics 

¶ Austal 

¶ BlueZone Group 

¶ Unique Group 

¶ AMC Search  

¶ Marine Tech Systems 

¶ Dive Works 

¶ Kongsberg 

¶ Flying Fish Technologies  

¶ Australian Droid and Robot 

¶ Hover AUV 

¶ Mission Systems 

¶ Southern Oceans Subsea 

 
Government/Defence agencies: 

¶ Australian Institute of Marine Science 

¶ Navy 

¶ Defence Science & Technology Group 
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¶ Australian Antarctic Division 

¶ IMAS 
 

Government funded third parties: 
Trusted Autonomous Systems 
(TAS) 
 

Training providers: 

¶ AMC Search 

¶ Nova Systems 
 

Test range operators: 
ReefWorks at Australian 
Institute of Marine Science 

Universities developing 
autonomous systems: 

¶ QUT Robotics  

¶ University of Queensland 

¶ University of Adelaide 

¶ Flinders University 

¶ University of South Australia 

¶ University of Technology Sydney 

¶ UNSW 

¶ UNSW @ ADFA 

¶ Deakin University  
 
 
 

Third party test and evaluation: 

¶ Accredited Marine Surveyors92  

¶ Classification Societies: 
o Lloydôs Register 
o DNV GL 
o Bureau Veritas  

¶ Consultants: 
o Frazer-Nash Consultancy 
o Shoal Engineering 
o Nova Systems 
o QinetiQ  
o Gibbs & Cox 
o Aktive Services 

Representative organisations: Australian Association 
for Uncrewed Systems (AAUS) 
 

Insurers 

 

 

 

 

  

 
92 AMSA, ñFind an Accredited Marine Surveyor.ò 
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Key practices and strengths  

 

Growing markets 

There is an existing, and growing, market for a range of autonomous systems and 
vessels in the maritime domain that are encouraging further innovation and growth in 
the maritime domain. Scientific research, data gathering, and hydrographic survey 
represent three key uses where autonomous vessels are being developed, trialled, 
and used by private firms, government (including Defence) and academia. 
Autonomous vessels and systems that are being used for one purpose (for example, 
hydrographic survey) will generally have broader applications.  Firms that provide 
maritime survey services have reported that clients and prospective clients are 
increasingly eager for autonomous vessels to be used in performing work, citing safety 
enhancements, environmental sustainability, and cost efficiency reasons.93  

 

Defence industry and investment 

The Australian Defence Force, through the Royal Australian Navy, has indicated that 
it sees significant opportunity to make investments in órobotics and autonomous 
systemsô; specifically, that it could enhance its combat capability within planned 
resources by employing RAS in human commanded teams to improve efficiency, 
increase mass and achieve decision superiority while decreasing risk to personnel. 
Defence will develop RAS that are optimised to roles which enhance, augment, or 
replace current capabilities.94 

Defence has a long history of engaging with industry to meet its capability 
requirements and there are projects through which this can continue in relation to 
autonomous vessels and systems. Going forward, Defence has a number of strategic 
imperatives and pathways, including its Defence Innovation Hub and planning cycles, 
that industry may be able to leverage off to obtain greater certainty around investment 
and planning for autonomous vessels and systems.95 

 

Industry-led collaboration and innovation approaches 

Currently, autonomous systems and complementary technology and infrastructure are 
being developed and applied by industry in a dynamic way. This is prompting rich 
collaboration between a range of diverse stakeholders that is producing innovative 
responses to initial challenges stemming from regulatory limitations and technological 
hurdles. For example, the development and use of a range of autonomous vessels 
and systems for the purposes of conducting hydrographic survey has provided the 
basis for collaborations between survey firms and private industry on the one hand ï 
such as the oil and gas sector ï and Defence ï such as the HydroScheme Industry 
Partnership Program (HIPP)96 ï on the other.  Some firms are making major 
investments in digital infrastructure to create a seamless ópoint to point ecosystemô for 
autonomous vessels to operate in, creating training and competency plans based 

 
93 See Fugro and Guardian Geomatics case studies 
94 Department of Defence, ñADF Concept for Future Robotics and Autonomous Systems.ò 
95 Department of Defence. 
96 Department of Defence, ñHydroScheme Industry Partnership Program.ò 
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around remote operation centres, leading the world in harnessing marrying 
autonomous and renewable energy technologies, and other sophisticated 
arrangements for managing the specific risks and hazards associated with 
autonomous vessels. This will enable them to influence changes to the regulatory 
framework in the short to medium term based on their learnings and experience.97 

 

Efficiency and cost-saving benefits 

Two of the primary drivers for use of autonomous systems in the maritime domain are 
the efficiency and cost-saving benefits that can be realised. For example, in the 
hydrographic survey industry, opportunities were identified early on to save a 
significant portion of fuel budgets by using small autonomous vessels to conduct the 
majority of surveying work. This economic incentive, which extends from fuel savings 
into the opportunity for concurrent operations without additional crew costs, and ability 
to gather more data in a shorter time has driven the development of increasingly 
sophisticated autonomous vessels. In addition to economic incentives, autonomous 
systems have the capacity to remove humans from dangerous work circumstances 
and can reduce the environmental impact of commercial activities98. 

 

Mature regulatory agencies and approaches 

Australia has well-established policy and regulatory institutions and infrastructure. As 
a result of the significant steps that have been taken to harmonise maritime regulation 
in Australia, there are good cooperative mechanisms in place between Australian, 
state and territory governments to work together to identify integrated responses to 
the challenges and opportunities presented by new technologies, including autonomy. 
This includes an increasing shift away from prescriptive regulation to more outcomes-
based laws that provide flexibility to regulate emerging transport technologies.  AMSA 
and other regulatory agencies are eager to work with industry and to understand 
emerging issues and technologies. Equally, state and territory governments efforts to 
drive and promote opportunities for their local economies have been active in providing 
innovation and grant funding for promising start-up organisations.  

  

 
97 For example, some firms noted that the data that their autonomous systems generate will inform 
future applications to AMSA for regulatory accreditation ï that is, they will be able to use it to identify 
and support how they will manage key risks. 
98 Horne, Putland, and Brady, ñRegulating Trusted Autonomous Systems in Australia.ò 
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Key restraints and weaknesses  

Barriers to entry 

Some operators are taking a ówait and seeô approach to incorporating autonomous 
vessels and systems into their operations, even in sectors where there are relatively 
clear commercial applications for the technology. This is because in order to achieve 
cost efficiencies, operators need self-sustaining markets. This, in turn, is driven by a 
range of factors, including direction-setting and strategic direction from government 
that supports investment and provides confidence around investment and innovation.  

 

Shifting risk appetites and approach to risk management 

There is a lack of consistent policy direction across governments, which is partly driven 
by uncertainty about risk management expectations, and difficulty ótrustingô technology 
that is not well understood or in common use. In turn, this has resulted in or highlighted 
a lack of consistent risk management methodologies and frameworks and excessively 
cautious decision making. This may mean that it is not feasible to conduct the 
development or operation of an autonomous system because it is excessively 
expensive or slow to comply with the mitigations required. When governments and 
regulators consult on regulatory changes, there is often not any explicit consideration 
or information given to or provided on regulatory risk associated with the proposed 
changes.  

 

Use of transport-centric regulatory frameworks 

Australian, state and territory governments are not working in a sufficiently coordinated 
manner in relation to the direction that is needed on key issues around the regulation 
of autonomous vessels and systems. The focus of regulation of autonomous 
technologies will move to a focus on capabilities and systems going forward, rather 
than on individual platforms and domains. This requires strategic cooperation across 
levels of government around approaches to key issues such as AI regulation and 
testing across maritime, land and air domains. While the regulation of automated 
technology is in its early days, ñtensions are already emerging between traditional 
public governance structures and the code-based decision-making processes of 
automated technologyò.99 Regulators are adapting existing regulatory frameworks, 
often using short term accreditation tools, such as exemptions, to enable autonomous 
vessel operators to operate under specific conditions. These often involve ad hoc, 
slow, expensive approval processes, and require an understanding of complex, 
unfamiliar regulatory processes, and frameworks. Additionally, they are often 
deterministic, and compliance focussed. By contrast, regulatory tools that support 
anticipatory regulatory approaches, such as regulatory sandboxes or innovation 
offices, are designed to prompt lessons learned to inform future improvements in 
products and policies.   

 

 

 
99 Productivity Commission, ñNational Transport Regulatory Reform: Productivity Commission Inquiry 
Report.ò 
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Lack of AI governance and regulatory frameworks 

There is no clear national approach to how Australia regulates AI and benchmarks AI 
safety, with a lack of suitable guidelines and regulations governing AI research, 
including the development of AI-enabled systems and the data they are trained on. 
The absence of clarity in turn drives a range of issues, including potential lack of 
sovereign autonomous systems capability in marine domain ï that is,  what key critical 
technologies that Australia needs to invest in to get sovereign capability; the 
development of regulatory infrastructure and technologies around testing the 
effectiveness of autonomous systems; and challenges with workforce planning and 
capability development around AI in regulators.100 Additionally, the lack of 
transparency, or óopaquenessô of AI makes it difficult to identify and prove possible 
breaches of laws, ñincluding legal provisions that protect fundamental rights, attribute 
liability and meet the conditions to claim compensation.ò101 This drives other 
challenges, including a lack of regulatory ability when it comes to conducting 
compliance and enforcement in relation to AI.  It will be important to fill these gaps and 
ensure more comprehensive representation at key international forums to promote 
Australiaôs security interests, Australiaôs trade and investment agenda, and Australiaôs 
evolving values.102  

 

Lack of digital and physical testing facilities and infrastructure 

There is a lack of access to good quality data to support development of autonomous 
systems; as well as limited affordable, accessible digital infrastructure for developers 
to use to develop and test algorithms, and to digitally test the whole-system operation. 
Accessing data is as important for regulators as for industry, as it will underpin a risk-
based approach and drive RegTech development and uptake. Equally, a range of 
accessible testing areas will be important. While ópurpose-builtô facilities should be part 
of a testing strategy, a flexible approach to designation of testing areas, using a range 
of test instrumentation, is needed. This points to the role of government being 
focussed on doing what industry cannot, including coordinating a diverse range of 
government and non-government stakeholders to gain necessary agreements and 
approvals, and supporting co-investment.  

 

Insurance implications 

It is unclear whether government and non-government insurance organisations and 
peak bodies have contemplated or are aware of the implications or developments in 
relation to autonomous vessels and systems. Insurance policies and premiums are 
often developed based on existing regulatory settings and approaches. Innovation 

 
100 Other countries are taking steps to provide a legal framework that provides for a clear basis to 
address these issues. For the EU, addressing the absence of a ñcommon European frameworkò for AI 
has been a priority, and the European Commission, the EUôs executive body, has indicated that it is 
eager to avoid fragmentation of approaches by different member countries. The rationale for 
regulation is that through policy and regulatory frameworks, the EU can develop an ñAI ecosystemò 
that brings the benefits of the technology to the whole of European society and economy. This would 
in turn drive private and public partnerships, as well as create trust among consumers in businesses 
in AI, speeding up the uptake of technology and enhance Europeôs innovative capacity and 
competitiveness.   
101 European Commission, ñWhite Paper: On Artificial Intelligence ï A European Approach to 
Excellent and Trust.ò 
102 Standards Australia, ñAn Artificial Intelligence Standards Roadmap: Making Australiaôs Voice 
Heard.ò 



Body of Knowledge: Maritime domain 

70 
 

may be curbed or halted while insurers take time to understand or examine how their 
industry will be affected by increased levels of autonomy.  

Key takeaways 

While the maritime autonomous industry in Australia is still, to some extent, in its 
formative stages, this chapter highlights that there is a diverse range of stakeholders 
that are, in many instances, working effectively together to create ócommunities of 
practiceô designed to foster and cultivate maritime autonomous capability. These 
communities or networks are proving to be important to overcoming some of the key 
restraints for industry ï many of which stem from an absence of clear strategic and 
regulatory direction, which in turn feed uncertainty around funding and innovation.  

The industry-led nature of autonomous maritime industries, often in partnership with 
Defence, is a consistent theme throughout this Body of Knowledge. However, there 
are opportunities to help both private firms, including SMEs, to partner with Defence 
more easily.   
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Maritime Domain: Current Australian regulatory framework for 
autonomous vessels 

Overview of Australiaôs regulatory context  

Regulation operates at all levels of government and is one of the mechanisms through 
which government works to safeguard the welfare of the community, protect the 
environment, and promote the public interest. Regulation is generally used where free 
markets would otherwise deliver undesirable outcomes. 

In Australia, it is accepted that the Australian Government is responsible for ensuring 
a minimum level of safety for people working on or interacting with commercial 
vessels. This is achieved by implementing standards and requirements that encourage 
and inform safe practice and undertaking education and a range of compliance 
activities to encourage compliance. It is recognised that regulation should achieve 
safety objectives while minimising compliance costs and barriers to innovation, the 
latter being key to productivity growth and improved living standards.103 Regulatory 
frameworks are tailored to the structure of the industry and the nature of its safety 
risks. Striking the right balance between prescription and flexibility helps to minimise 
compliance costs without diminishing safety, and potentially improves the 
management of safety risks overall.104  

The Department of Infrastructure, Transport, Regional Development and 
Communications (DITRDC) is responsible for maritime safety legislation and 
overarching policy. The implementation of the maritime regulatory framework is the 
responsibility of the Australian Maritime Safety Authority (AMSA), while the regulation 
of recreational vessels is the responsibility of the States and Territories.  

Autonomous maritime, land, and air systems, like non-autonomous systems, are 
subject to a suite of regulations at the federal, state and territory level. This document 
focusses on safety regulation.105 

 

Regulatory philosophy 

Regulatory philosophy describes the general approach taken to regulation.  

ñWhile traditional regulatory approaches could be characterised as prescriptive 
and inspection based, often reacting to problems that have occurred, more 
modern approaches are moving towards being risk based, responsive, and 
anticipatory, proactively taking opportunities to support positive innovation.ò106 

 

  

 

103 Productivity Commission, ñNational Transport Regulatory Reform: Productivity Commission Inquiry 
Report.ò 
104 Productivity Commission; Department of Prime Minister and Cabinet, ñRegulatory Impact Analysis 
Guide for Ministersô Meetings and National Standard Setting Bodies.ò 
105 An overview of regulation across the maritime, air, and land domains is provided in the introduction 
to this body of knowledge 
106 Devitt et al., ñTrust and Safety.ò 
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Maritime regulation in Australia 

The Australian Maritime Safety Authority (AMSA)  

AMSA107 is a Commonwealth statutory authority established by the Australian Maritime 
Safety Authority Act 1990 and has functions relating to maritime safety, protection of 
the marine environment from pollution, and search and rescue.108 As part of these 
responsibilities, AMSA regulates vessels operating within Australiaôs Exclusive 
Economic Zone (EEZ), including vessels capable of autonomous and remote 
operation.  

AMSA has five Divisions: Policy and Regulation, Future Operations Taskforce, 
Operations, Response, and Corporate Services. AMSA has approximately 400 staff, 
with a head office in ACT (Canberra), and offices spread around the Australian 
coastline, including in NSW (Coffs Harbour, Newcastle, Port Kembla, Sydney), NT 
(Darwin), Queensland (Airlie Beach, Brisbane, Cairns, Gladstone, Mackay, 
Townsville, Thursday Island), SA (Adelaide), TAS (Devonport, Hobart), VIC 
(Melbourne), and WA (Fremantle, Geraldton, Karratha, Port Hedland).  

AMSA is responsible for administering the following legislation: 

¶ Marine Safety (domestic commercial vessel) National Law Act 2012 (National 
Law)  

¶ Navigation Act 2012 (Navigation Act) 

¶ Shipping Registration Act 1981 (Shipping Registration Act), and  

¶ Protection of the Sea (Prevention of pollution from ships) Act 1983, Protection 
of the Sea (Civil Liability) Act 1981, and Protection of the Sea (Harmful Anti-
Fouling Systems) Act 2006 (PoTS Acts).  

 

AMSAôs regulatory philosophy 

AMSA published a Statement of Regulatory Approach in 2018 which sets out its 
regulatory philosophy.109 This document states ñAMSA is committed to being a modern 
regulator that supports its regulated community to the fullest extent possible. In 
accordance with that goal, when carrying out regulatory activities AMSAôs staff will: 

¶ Always be mindful that safety and protection of the marine environment are 
AMSAôs primary aims 

¶ Seek to earn the trust and respect of the regulatory community by being 
consultative and collaborative 

¶ Strive to deliver simple legislation and administrative processes that do not 
unnecessarily restrict or burden the regulated community, or overlap with other 
regulators 

¶ Take a risk based and proportionate approach in determining where to focus 
legislative and compliance responses so that those who demonstrate a safety 
culture, and are compliant, are rewarded by reduced regulatory intervention 

¶ Be non-prescriptive where possible, leaving choice to those who bear the 
responsibility for the outcome; 

 

107 See also the AMSA case study earlier in the maritime domain content of this body of knowledge 
108 AMSA, ñWho We Are.ò 
109 AMSA, ñStatement of Regulatory Approach.ò 
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¶ Communicate with the regulated community in such a way that it is clear what 
needs to be done to comply with legislation 

¶ Balance the need for flexibility with the need to be consistent and maintain 
standards 

¶ Be transparent and accountable in decision making 

¶ Apply a continuous improvement model that means that the regulated 
community can benefit from positive changes in risk level and safety culture 

¶ Respect and comply with Australiaôs international obligations, and  

¶ Reflect AMSAôs organisational values of being professional, collaborative, 
dedicated and accountable in dealing with the regulated community.ò110 

 

Practical examples of AMSAôs regulatory philosophy includes:  

¶ implementation of a general exemption framework which enables flexibility and 
risk-based approaches 

¶ risk-based survey inspection regimes 

¶ a graduated compliance strategy111 

¶ public consultation on regulatory amendments, and  

¶ the use of various consultative working groups.  

  

 

110 AMSA. 
111 AMSA, ñCompliance Strategy 2018ï2022.ò 
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AMSAôs approach to autonomous vessels  

How are autonomous vessels regulated? 

Detailed information on the regulation of autonomous vessels is provided later in this 
document. Briefly, vessels are categorised as either domestic commercial vessels 
under the National Law or regulated Australian vessels under the Navigation Act. 
Vessels need to have the requisite certification, which requires complying with specific 
survey standards and operational requirements:   

The laws, Marine Orders, and standards that apply to all commercial vessels 
were written for traditional manned vessels, but remotely operated and 
autonomous vessels must also comply with them. As the unmanned vessels 
generally cannot comply with the design, construction, equipping and survey 
requirements applied to traditional vessels, and there are no tailored standards 
available to use, operators must seek exemptions in order to operate.112    

This legislation is somewhat rigid, and is focussed on the certification of people and 
vessels, not systems or data; which is what causes AMSAôs reliance on exemptions 
to provide the flexibility that autonomous systems require to operate lawfully. Until the 
legislation is changed, AMSA is limited to regulatory action such as issuing guidance, 
setting policy, upskilling its workforce, and providing information to industry.  

 

What flexibility mechanisms are available?  

There are two key flexibility mechanisms under the National Law:  

¶ Exemptions: under the National Law, AMSA can exempt a vessel or a person, 
or a class of vessels or persons, from any part of the National Law.113 They may 
be issued on AMSAôs initiative, or on application. Exemptions may include an 
exemption from ï among other things - the requirement to obtain a certificate; 
the requirement to meet or comply with criteria for the issue of a certificate; or 
the requirement to comply with conditions on the certificate.114 AMSA may only 
issue an exemption if, taken with any conditions, doing so will not jeopardise 
the safety of the vessel or persons on the vessel. 115 The National Law does not 
impose any time limit on the duration of exemptions. AMSA has created two 
categories of exemptions: general and specific.  

o General exemptions: allow AMS to exempt from National Law 
requirements  for  classes of persons and/ or vessels where they meet 
criteria, and comply with the conditions imposed by the exemption.116 
General exemptions are typically issued on AMSAôs own initiative. Some 
exemptions are available óas of rightô and do not require vessel owners 

 

112 Judson and Horne, ñThe Regulatory Approach for Vessels Capable of Autonomous and Remote-
Controlled Operationò; Horne, ñAutonomous and Remotely Operated Vessels 2021 to 2040, MIAL 
Future Leaders White Paper. Predictions for the Australian Maritime Industry 2040.ò 
113 See National Law, section 143(1). This includes the National Law, the National Law Regulations, 
and marine orders.  
114 AMSA has not ï as at publication ï provided an exemption from the requirement to comply with 
the general safety duties in Part 3 of the National Law, including the requirement for a vessel owner to 
implement and maintain a safety management system.  
115 See National Law, section 143 (6)  
116 General exemptions have broad effect and are ólegislativeô in style. However, they are 
óadministrative instrumentsô and not ólegislative instrumentsô. This means that they are not required to 
be published on the Federal Register of Legislation; are not subject to regulatory impact processes; 
and can be revoked by AMSA.  

https://www.amsa.gov.au/about/regulations-and-standards/national-law-act-exemptions-marine-orders
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to make an application to AMSA.117  Others require vessel owners to 
apply for approval to access the benefit of the exemption ï such as to 
operate without certification - if certain conditions are met.118 In this 
instance, AMSA may issue the approval subject to conditions necessary 
to ensure the safety of the vessel and persons on the vessel.119 These 
conditions may include that the vessel meets certain technical 
standards, that the safety management system deals with specified 
matters, and that certain aspects of the vessel are inspected or reviewed 
by an accredited marine surveyor or other qualified person. General 
exemptions are typically issued at first instance for a period of two to 
three years, and are regularly reviewed and extended. 120 They are 
published on AMSAôs website, together with earlier versions.  

o Specific exemptions (SPEX):  allow AMSA to exempt a specific person 
or vessel, or a specific class of persons or vessels, from National Law 
requirements, where they meet criteria, and comply with the conditions 
imposed by the exemption.121 SPEX are usually issued on application 
from a vessel owner.122 Owners typically apply for a SPEX if their vessel 
is not eligible for a general exemption, or it cannot comply with the 
conditions imposed by the exemption. SPEX are issued for varying 
durations, depending on the subject matter of the exemption.123 SPEX 
are not published on AMSAôs website. In relation to autonomous vessels, 
AMSA has published a Guidance Notice ï Small unmanned autonomous 
vessels which inform vessel owners of the circumstances in which AMSA 
will issue a SPEX in relation to an autonomous vessel ï that is, a vessel 
owner will be issued a SPEX if they submit an application that 
demonstrates that the vessel and its operations meet the arrangements 
in the Guidance Notice. 124  

¶ Equivalent means of compliance (EMOC):  A vessel owner may apply to AMSA 

to use an equivalent means of compliance, which AMSA may approve if it is 

 

117 For example, Marine Safety (Vessel identifiers) (EX01) allows certain vessels not to display a 
unique vessel identifier if they meet certain criteria, and comply with certain conditions.  
118 For example, Marine Safety (Temporary operations) (EX07) allows vessel owners to seek approval 
from AMSA to be exempt from the requirement for their vessel to be operated under a certificate of 
survey and/or a certificate of operation. 
119 See EX07 
120 Where possible and appropriate, AMSA will incorporate general exemptions into the regulatory 
framework. Some exemptions cannot be incorporated into the regulatory framework unless and until 
National Law is amended. Accordingly, some general exemptions ï such as Marine Safety 
(Certificates of survey) Exemption (EX02) and EX07 ï are longstanding. They are critical to industryôs 
continued operation, and are unlikely to be revoked.  
121 See General and specific exemptions (amsa.gov.au) 
122 AMSA charges fees for processing specific exemption applications 
123 For example, an exemption from the requirements of Marine Order 503 ï to the extent that they 
require a vessel to meet the design requirements in the NSCV ï may be óperpetualô and not include 
an expiry date. However, an exemption from the requirements of Marine Order 504 ï to the extent 
that they require a vessel to meet minimum crewing requirements in Schedule 1 ï may only be in 
place for two years, requiring the vessel owner to apply to AMSA approval again and óre-validateô the 
need for the exemption. This is because ï historically ï adjusting crewing requirements is cheaper 
and easier than requiring structural alterations to a vessel 
124 The Guidance Notice performs a similar function to the draft Code of Practice ï in that it provides a 
óready madeô set of criteria and conditions for a specific exemption, and could potentially be replaced 
by the draft Code of Practice if and when the Code is finalised. The parameters of the Code of 
Practice are broader than the Guidance Notice.  

https://www.amsa.gov.au/vessels-operators/domestic-commercial-vessels/general-and-specific-exemptions
https://www.amsa.gov.au/guidance-notice-small-unmanned-autonomous-vessels
https://www.amsa.gov.au/guidance-notice-small-unmanned-autonomous-vessels
https://www.amsa.gov.au/vessels-operators/domestic-commercial-vessels/equivalent-means-compliance
https://www.amsa.gov.au/sites/default/files/ex01-in-force-1-july-2020.pdf
https://www.amsa.gov.au/about/regulations-and-standards/exemption-7-marine-safety-temporary-operations-exemption#:~:text=Exemption%207%E2%80%94Marine%20Safety%20%28Temporary%20operations%29%20Exemption.%20This%20exemption,in%20some%20circumstances%20to%20operate%20under%20Exemption%2007.
https://www.amsa.gov.au/about/regulations-and-standards/exemption-2-marine-safety-certificates-survey
https://www.amsa.gov.au/about/regulations-and-standards/exemption-2-marine-safety-certificates-survey
https://www.amsa.gov.au/vessels-operators/domestic-commercial-vessels/general-and-specific-exemptions
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satisfied that it is at least as effective as any part of the standards that it 

replaces.125  EMOCs are only available in relation to survey, construction, 

design and equipment requirements imposed by Marine Order 503 (Certificates 

of survey ï national law) (MO503) ï that is, they are not available in relation to 

operational matters, such as appropriate crewing requirements. When used to 

facilitate innovative vessel designs and uses, EMOCs are most valuable during 

the design stage of a vessel, which requires that boat builders and surveyors 

conducting planning and initial survey approvals have a good understanding of 

the requirements.  

Only AMSA may approve the approve the issue of certificates, exemption and EMOCs 
(other than for sea trials).126 If more than one exemption or EMOC approval is required, 
and AMSA does not make decisions in a timely manner, projects can be held up for 
significant periods. While it is incumbent upon industry to ensure that it provides AMSA 
with necessary documentation, AMSA must make its expectations clear about what 
level of detail is required.  

 

What is conceptually hard about regulating these vessels? 

There are many challenges associated with effectively regulating autonomous 
systems, including how to ensure trust in these systems, how to ensure the regulatory 
approach is the most appropriate option, how to adapt current systems safety 
approaches, and how to adapt current assurance and accreditation frameworks. The 
complex, interconnected nature of autonomous systems, including cybernetic 
systems, means that assurance as a concept must shift to account for the high levels 
of interdependency between core systems.127 For example, in an autonomous system 
some of the components that will require assurance include algorithms, software, 
hardware components, and the integrated robotic systems.128  

The algorithms that underpin autonomous systems do not fit a traditional regulatory 
model because they are not static ï they ñécan be designed to constantly update 
based on new data (through machine learning). If a regulatory agency approves the 
use of a particular autonomous technology, the underlying code may evolve over time 
and become entirely different to the initially approved code.129 Code is also often 
created in environments that are not open to scrutiny and, over time, algorithms may 
become increasingly complex, preventing regulatory agencies (and the wider 
population) from assessing their function. It may be difficult to predict how a machine 
learning algorithm will respond to a new environment, or to data in a form it did not 
encounter during development or testing. These issues pose a challenge to both 
manufacturers and regulators:130 

 

125 See MO 503, section 17. Note the different ótestsô for the issue of an exemption versus the issue of 
an EMOC.  
126 Under section 10 of the National Law, AMSA has certain functions and powers. Under section 11, 
it may delegate some of these powers and functions to Commonwealth, state and territory officers. 
There are limits on its ability to delegate powers and functions to non-government employees; and 
doing so can generally be done by exemption, or a change to legislation. This would require a policy 
decision by the Australian Government.   
127 Horne, Putland, and Brady, ñRegulating Trusted Autonomous Systems in Australia.ò 
128 Devitt et al., ñTrust and Safety.ò 
129 OECD, ñOECD/LEGAL/0449.ò 
130 Productivity Commission, ñNational Transport Regulatory Reform: Productivity Commission Inquiry 
Report.ò 

https://www.legislation.gov.au/Series/F2018L00751
https://www.legislation.gov.au/Series/F2018L00751
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While the regulation of automated technology is in its early days, tensions are 
already emerging between traditional public governance structures and the 
code-based decision-making processes of automated technology. 
Governments need to ensure regulatory frameworks are designed to ensure 
safety without imposing unnecessary regulatory burden or stifling productivity- 
and safety-enhancing innovation.131 

A further challenge is the changing operator and stakeholder profile. There is an 
increasing number of non-mariners developing and using autonomous this 
technology, including engineers. These stakeholders do not have the same 
background in maritime contexts or understanding of AMSA and how it regulates. This 
means operators and stakeholders may find it difficult to understand AMSAôs 
regulatory framework, requirements, and processes, and in response AMSA will need 
to change how it approaches communications, engagement, and compliance activities 
in the future.  

 

How is AMSA approaching the regulation of autonomous vessels? 

AMSA has stated that, until a defined whole of government policy on autonomous and 
remotely operated vessels is confirmed, it will pursue regulatory solutions in line with 
its policy settings and statement of regulatory approach.132 These principles guide 
AMSA in mapping out a fit-for-purpose regulatory treatment based on the risks 
presented, including considerations such as vessel size, area and concept of 
operational use, the ability to comply with collision regulations, environmental impacts, 
and differing levels of autonomy. 

Internationally, AMSA influences the regulation of the systems and technology that will 
support shipping of the future through its work at the International Maritime 
Organization (IMO). AMSAôs interests include ensuring that these systems and 
infrastructure are safe and effective when operated in Australian waters. AMSA 
continues to play an influential role on the approach to international regulation of 
Maritime Autonomous Surface Ships (MASS).b133 

AMSA consults closely with industry about issues with the regulation it is responsible 
for, and regularly reviews marine orders, standards, and exemptions with a view to 
identifying and ófixingô problems ï be it through changes to these instruments, or non-
regulatory solutions through changes to IT protocols, business rules or publishing 
additional guidance. AMSA releases annual regulatory plans to provide industry and 
the community with information about planned changes to regulatory instruments to 
make it easier for stakeholders to take part in the development of those instruments 
that are likely to affect them.134  

Additionally, AMSA has an Autonomous Vessel Team, which is made up of subject 
matter experts in regulatory and operational matters with expertise at both a domestic 
and an international level. The team is responsible for triaging and managing enquiries 
and applications received in relation to autonomous vessels. This is intended to 
promote consistency in AMSAôs treatment of these vessel operations and provides 

 

131 Productivity Commission; Horne, ñAutonomous and Remotely Operated Vessels 2021 to 2040, 
MIAL Future Leaders White Paper. Predictions for the Australian Maritime Industry 2040.ò 
132 AMSA, ñAutonomous Vessels in Australia.ò 
133 Horne, Putland, and Brady, ñRegulating Trusted Autonomous Systems in Australia.ò 
134 AMSA, ñAnnual Regulatory Program 2020ï21.ò 

https://www.amsa.gov.au/about/corporate-publications/statement-regulatory-approach-2018
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AMSA with crucial data and intelligence sources to inform its future regulatory 
approach. 

 

Opportunities to enhance the regulation of autonomous vessels  

Legislation, and, in turn, AMSAôs own regulatory approach to autonomous vessels, is 
adapting slowly. This is because inquiries and applications in relation to autonomous 
vessels and systems remain relatively low, meaning that managing applications and  
monitoring compliance can generally be undertaken within existing resources. 
Regulatory treatments that AMSA approves for autonomous vessels and systems still 
largely rely on mechanisms familiar to AMSA officers (such as the use of cameras and 
parent vessels). Autonomous vessels and systems seeking to operate in Australia are 
generally small and unmanned and can often be dealt with within existing 
arrangements AMSA has put in place to deal with lower risk vessels and operations. 
Larger and more complex vessels can be sent to órecognised organisationsô. This  
places great importance on those organisations and the readiness of their own 
rulesets to appropriately deal with autonomous vessels. 

However, it is clear that there is growth in the use f autonomous vessels and systems, 
and  the lack of tailored regulatory framework will become an increasing impediment 
or deterrent to innovation and investment in Australia. This may represent a lost 
opportunity for the Australian economy to efficiently gain the economic benefit of new 
technology and to enable local industry to design, test and commercialise novel 
autonomous systems. This is inefficient and compromises the ability to build trust in 
autonomous systems - and new technologies more broadly - which makes it a priority 
to address.  

There are a range of opportunities that will enable  AMSA to enhance its approach to 
regulating autonomous vessels, and more generally emerging technology. While 
some of these matters are partially the remit of the Australian Government ï 
specifically DITRDC ï there are opportunities for AMSA to enhance its own regulatory 
approach to autonomous systems and new technologies more broadly.  

 

These opportunities include: 

Shift to risk-based, technology agnostic approach: The National Law and 
Navigation Act frameworks are centered on humans being on board vessels, either as 
master and crew, or as special personnel or passengers. This informs requirements 
around accreditation or certification for crewing arrangements, crew competencies 
and qualifications, equipment, design and build of the vessel, and its instrumentation. 
In this respect, AMSA has been relatively quick at identifying short term ófixesô to these 
issues where stakeholders engage directly with AMSA to identify risk mitigation 
measures. However, this means that operators rely on exemptions to operate, which 
can take a long period of time for AMSA to process and approve. The lack of 
sufficiently sophisticated understanding of these autonomous systems, their 
capabilities and risks within the third-party surveying and inspection industry can 
further slowdown the accreditation process.  While exemptions are generally issued 
on the basis that the operator or vessel complies with at least part of existing 
standards, or an alternative standard, there are no well-developed or fit for purpose 
standards for autonomous vessels and systems.135 Some stakeholders have indicated 

 

135 Horne and Vanderkooi, ñDraft Australian Code of Practice for the Design, Construction, Survey, 
and Operation of Autonomous & Remotely Operated Vessels.ò 
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that it does not necessarily have a transparent, cohesive approach to regulatory risk 
management or risk-based regulation that informs a consistent expectation about how 
AMSA will treat the regulation of autonomous vessels and systems (or any novel 
vessel or operation).  

 

Shift to focus on systems: There will need to be a shift from a focus on regulation of 
people, companies, and vessels, to systems comprised of those elements plus AI, 
algorithms and software. This is the case for all elements of the assurance and 
accreditation process, but a practical example is in safety management systems. 
Safety management systems must include considerations of the autonomous vessel 
and of the people operating or supervising it, in a way that recognises the 
interdependencies of that ósystemô. Also, the distinction between ósurveyô and 
óoperationsô is already becoming increasingly blurred, as the components on board the 
vessel take on more of the operational responsibility for the vessel. Taking an 
óAutonomous Ecosystemô (AES) approach may be the best way to address these 
challenges.136 

 

Focus on algorithms and code: Increasingly, AMSA and other transport regulators 
will  require support to assess the safety of transport technologies that are fully or 
partly reliant on algorithms to operate.  Automation relies on algorithms, which can be 
designed to constantly update based on new data (through machine learning). If a 
regulatory agency approves the use of a particular autonomous technology, the 
underlying code may evolve over time and become entirely different to the initially 
approved code.137 As noted above, code is also often created in environments that are 
not open to scrutiny and, over time, algorithms may become increasingly complex, 
preventing regulatory agencies (and the wider population) from assessing their 
function. It may be difficult to predict how a machine learning algorithm will respond to 
a new environment, or to data in a form it did not encounter during development or 
testing. It will be important for AMSA and other agencies to have regulatory tools that 
enable them to appropriately address evolving systems. 

 

Allowing for regulatory experimentation: Traditionally, vessels are designed, 
constructed, built, and maintained in accordance with designated standards on the 
basis that they will be used for a particular purpose for a number of decades (the same 
applies if they are modified ï that is, significant alterations must be undertaken in 
accordance with designated standards). As a result, AMSA approvals are lengthy, 
complex, and expensive. By contrast, rapid prototyping of autonomous vessels, and 
the importance of undertaking testing in a range of different scenarios and 
environments, means that vessel builders and operators are often seeking an 
expedited approval route. There is an opportunity for AMSA to use flexibility 
mechanisms to facilitate óregulatory sandboxô style activities that allow for operators to 
conduct óexperimental operationsô under an expedited approval arrangement. This 
could enable AMSA to access data and lessons learned from the operation and 
enhance its own understanding of autonomous vessels and systems.  

 

 

136 Johnsen et al., ñRisk-Based Regulation and Certification of Autonomous Transport Systems.ò 
137 Productivity Commission, ñNational Transport Regulatory Reform: Productivity Commission Inquiry 
Report.ò 
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Workforce planning and capability development: In the shorter term, AMSA will 
likely continue to adapt its existing expertise to undertake accreditation and assurance 
activities for autonomous vessels and systems. However, as the number of 
autonomous vessels increase, and as they become greater in size and complexity, 
and they interact with new digital infrastructure, the task of compliance and 
enforcement will become significantly more complex. In the absence of international 
rules, and as recognised organisations continue to develop their respective 
approaches to autonomy, AMSA will need to foster appropriate expertise within to 
ensure it is still able to ensure safety of autonomous vessels.   
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Domestic commercial vessels  

Domestic commercial vessels (DCVs) are vessels that operate commercially within 
Australiaôs EEZ. It is the most common vessel type used for autonomous vessels due 
to the flexibility mechanisms available and the clear requirements and process.  

The requirements for domestic commercial vessels (DCVs) arise from: 

¶ Marine safety (Domestic commercial vessel) National Law Act 2013 (National 
Law)  

¶ Marine safety (Domestic commercial vessel) National Law Regulation 2013 
(the Regulations)  

¶ Marine Orders 501-507 

¶ National Standard for Commercial Vessels (NSCV) 

¶ AMSA Marine Surveyors Accreditation Guidance Manual  

 

Domestic commercial vessels must also comply with local waterway requirements 
regulated by States and Territories, together with any additional requirements 
imposed by Harbour Masters if operating in a port.  

 

What is a domestic commercial vessel (DCV)?  

To be considered a domestic commercial vessel, the definitions for ñvesselò and for 
ñdomestic commercial vesselò in the National Law Act must be met. A vessel will be a 
DCV if it is for use in connection with a commercial, government or research purpose 
within the Exclusive Economic Zone (EEZ).138 Under the Regulations, certain óthingsô 
will not be vessels capable of being DCVs ï for example, a surf ski.139 The Regulations 
also provide that vessels being used for certain purposes or activities will not be DCVs 
ï for example, a vessel owned by a primary or high school.140 If a vessel is not a óvesselô 
for AMSAôs purposes, it will generally fall back to States or Territories to regulate.  

 

  

 

138 Australia, ñMaritime Boundary Definitions.ò 
139 National Law Regulations, sections 11 and 12 
140 National Law Regulations, sections 6-10 

https://www.legislation.gov.au/Details/C2012A00121
https://www.legislation.gov.au/Details/C2012A00121
https://www.legislation.gov.au/Details/F2018C00385
https://www.legislation.gov.au/Details/F2018C00385
https://www.amsa.gov.au/about/regulations-and-standards/index-marine-orders
https://www.amsa.gov.au/about/regulations-and-standards/national-standard-commercial-vessels-nscv
https://www.amsa.gov.au/sites/default/files/marine-surveyors-manual-part-2.pdf
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DCV Requirements 
 

Table 2: DCV requirements 

 

141 National Law, ss 31 and 32, Marine Order 502 (Vessel identifiers ï national law) deals with the 
specific requirements for unique identifiers, including the criteria for issue, revocation, and 
suspension. Note some vessels are exempt from the requirement to display their unique vessel 
identifier 
142 National Law, ss 38 and 43, Marine Order 503 (Certificates of survey ï national law) deals with the 
specific requirements for certificates of survey, including the criteria for issue, revocation, variation 
and suspension, and requirements for survey depth and frequency. 

Requirement 
What is required to 
obtain it 

Notes 

Unique Vessel 
Identifier (UVI)141 

Application to AMSA 

Automatically issued with a 
certification of survey application, 
specific exemption application, and 
related applications. 

Must be displayed on vessel unless 
an exemption applies 

Certificate of Survey  
(CoS)142 

Application to AMSA, 
supported by the required 
reports from an 
accredited marine 
surveyor or Recognised 
Organisation confirming 
compliance with the 
National Standard for 
Commercial Vessels 
(NSCV) 

 

Application is usually done by an 
accredited marine surveyor or 
Recognised Organisation who 
interacts with AMSA on behalf of 
their client. 

Autonomous vessels generally 
require a specific exemption either 
from the requirement to hold a 
Certificate of Survey or from the 
requirement to comply with specific 
parts of the NSCV. 

Notes:  

¶ AMSA has recently issued a 
Guidance Notice for small 
unmanned autonomous 
vessels regarding survey 
requirements 

¶ AMSA has recently issued a 
óPolicy Statementô that it will 
regard >12m autonomous 
vessels and autonomous 
vessels carrying passengers, 
as ónovel vesselsô. This 
means that they must be 
constructed and maintained 
in accordance with the rules 
of a classification society. 
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143 National Law, sections 48-50, Marine Order 504 (Certificates of operation and operation 
requirements ï national law) deals with the specific requirements for a certificate of operation, 
including the criteria for issue, revocation, variation and suspension. It also contains the operational 
requirements or standards for the operation of a vessel. 
144 AMSA, ñGuidance Notice - Small Unmanned Autonomous Vessels.ò 
145 National Law, sections 59, 60, 65, 66, Marine Order 505 (Certificates of competency ï national 
law), which also deals with the specific requirements for issue, revocation, variation and suspension.   
146 AMSA, ñGeneral Safety Duties for Domestic Commercial Vessels.ò 

Certificate of 
Operation (CoO)143 

 

Application to AMSA, 
supported by evidence of 
a safety management 
system and compliance 
with applicable 
operational requirements 
set out in Marine Order 
504  

Owner can apply directly to AMSA 

Autonomous vessels require a 
specific exemption as they are 
currently considered to be incapable 
of meeting minimum manning 
requirements144 

 

The vessel must be 
crewed by persons 
holding the required 
certificate of 
competency145 

Certificate of competency 
requirements are set out 
in Marine Order 505.  

There are no competencies or 
qualifications identified specifically 
for autonomous vessels, or formal 
advice on what is considered 
suitable 

General safety duties 
must be complied 
with, including 
having a safety 
management system 
in place 

n/a 

These duties are set out in the 
National Law, and apply to the 
owner, master and crew of DCVs, 
together with any person doing 
anything in relation to one.146 This 
includes people who design, 
commission, construct, manufacture, 
supply, maintain, repair or modify 
vessels. For vessel owners and 
masters, this includes the 
requirement to implement and 
maintain, or implement and comply 
with, a safety management system 
that ensures the safety of a vessel 
and its operations. 

Compliance with 
local waterways 
management 
requirements 

n/a 
Contact relevant State or Territory 
Maritime Safety Authority for advice 
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Flexibility mechanisms  

Most autonomous vessels will not be capable of meeting the certification requirements 
for domestic commercial vessels because they are not built or operated like traditional 
vessels. Vessels may be remotely operated, supervised or monitored, with no master 
and crew on board, or fewer persons on board performing fewer or different functions 
due to the enhanced systems on the vessel. In order to operate lawfully, vessel 
operators will need to access flexibility mechanisms available under the National Law.  

AMSA has a broad power to provide flexibility in relation to autonomous vessels under 
the National Law, including the power to issue exemptions from any part of the 
National Law (including the National Law, Regulations, and marine orders)147 and 
equivalent means of compliance.148  

 

Table 3: Flexibility mechanisms 

 

 

147 National Law, sections 143-146 
148 Marine Order 503, section 17 
149 Note other general exemptions may be applicable depending on the vessel type and operation. 
More information can be found here: https://www.amsa.gov.au/vessels-operators/domestic-
commercial-vessels/general-and-specific-exemptions 

Name of flexibility 
mechanism 

Purpose Requirements  

General 
Exemption149 ï 
EX07 Temporary 
Operations 
Permit 

Enables testing and 
trialling of vessel for up to 
90 days without 
certification  

Application to AMSA with evidence the 
proposed operation is safe, including a 
safety management system and a 
statement from an accredited marine 
surveyor or Recognised Organisation 
stating the vessel is fit for purpose 

Specific 
Exemption/s  

 

Enables exemption from 
one or more National Law 
requirement/s, for example 
the requirement to hold a 
certificate of survey, or to 
comply with minimum 
manning requirements. 
These can apply to an 
individual vessel or a class 
of vessels, or to a person 
or class of persons 

Application to AMSA with evidence why 
the relevant requirement cannot be 
met, and what will be done to ensure 
safety is not jeopardised. The threshold 
for AMSA to approve an exemption is 
that it will not jeopardise the safety of a 
vessel or a person on board a vessel 

Equivalent Means 
of Compliance 
(EMOC) 

Enables an alternative 
method of compliance with 
a required outcome in the 
National Standard for 
Commercial Vessels, 
other than one set out in 
the list of Deemed to 
Satisfy Solutions  

Application to AMSA indicating what the 
equivalent means of compliance is, with 
evidence that it is ñas safe asò the listed 
deemed to satisfy solutions. [Note 
EMOCs cannot be used to avoid 
meeting a Required Outcome, only to 
approve an equivalent means of 
compliance] 
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Note: For AMSA to assess an application for a flexibility mechanism, it is essential 
that the applicant provides detailed information on the vessel, proposed operation, 
identified risks, and risk mitigation measures. Information should be sought directly 
from AMSA regarding any new or changed flexibility options available.  

 

Overview of the assurance and accreditation process for an 
autonomous DCV 

The below diagram demonstrates the assurance and accreditation process for an 
autonomous vessel which is a domestic commercial vessel. The process starts with 
understanding the requirements and engaging an accredited marine surveyor, and 
moves through testing and evaluation, applying for a specific exemption, and finishes 
with operation. 

*Queries about regulatory requirements, requests for information or applications can 
be sent to AMSAConnect at amsaconnect@amsa.gov.au 

mailto:amsaconnect@amsa.gov.au
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Figure 1: Overview of assurance and accreditation requirements under the National Law  
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Regulated Australian vessels  

Regulated Australian vessels (RAVs) are Australian vessels that travel internationally 
(and domestically). The requirements for regulated Australian vessels arise from: 

¶ Navigation Act 2012 (Navigation Act) 

¶ Navigation Regulation 2013 

¶ Marine Orders 1 - 98 

 

The Navigation Act directly imposes requirements from a range of international 
conventions. The complexity involved in identifying what the actual requirements are 
for specific vessels and operations, and what the flexibility mechanisms are and when 
they are available, means many operators choose to be domestic commercial vessels 
instead. There are currently no autonomous vessels which are RAVs in Australia. 

 

RAV requirements ï certification, registration, operations 

The Navigation Act applies certification, registration, and operational requirements to 
RAVs that originate in several international conventions, including the International 
Convention for the Safety of Life at Sea (SOLAS), International Convention for the 
Prevention of Pollution from Ships (MARPOL), International Convention on Loadlines, 
and Maritime Labour Convention. Specific requirements are generally based on the 
tonnage (i.e. weight), length and purpose of the vessel. 

These requirements, like the National Law, are premised on humans being on board 
the vessel, either as master and crew, special personnel, or passengers.  

 

Certification 

Examples of certification generally required to be held include: 

¶ certificate of class if vessel is constructed as per the rules of a classification 
society   

¶ safety certificate/s if applicable and minimum safe manning certificate (SOLAS) 

¶ safety management system certificate if applicable (SOLAS and ISM Code) 

¶ international oil pollution prevention certificate (MARPOL) 

¶ international loadline certificate if over 24m long (International Convention on 
Loadlines) 

¶ maritime labour certificate (Maritime Labour Convention) 

 

Registration 

RAVs over 12m in length are generally required to be registered under the Shipping 
Registration Act.150  

 

 

150 AMSA, ñShip Registration.ò 

https://www.legislation.gov.au/Details/C2019C00268
https://www.legislation.gov.au/Details/F2015C00647
https://www.amsa.gov.au/about/regulations-and-standards/index-marine-orders
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Operations and other requirements 

RAVs are subject to a range of operational and other requirements in the Navigation 
Act, including: 

¶ compliance with the collision avoidance requirements (COLREGs)  

¶ the Master of a RAV must keep an official logbook for the vessel 

¶ persons may only perform duties or functions in relation to a vessel if they 
hold the particular seafarer certificate required by the regulations for those 
duties or functions 

¶ obligation to render assistance  

¶ reporting of marine incidents  

Vessel owners must generally engage a recognised organisation (i.e., classification 
society such as Lloyds Register or DNV GL) to identify the specific requirements that 
will apply, survey the vessel, and provide the required certification. 

 

Flexibility mechanisms 

There are several flexibility mechanisms available for RAVs, although the process for 
accessing these is not as clear as it is for domestic commercial vessels, and there are 
limitations on AMSAôs ability to exempt from requirements stemming from international 
conventions. For example: 

¶ Under the Navigation Act an exemption from the application of the Act, or a 
specific provision of the Act, may be granted by the Minister or AMSA, to a 
vessel or class of vessels, or a person or class of persons. The exemption must 
not be inconsistent with an obligation of Australia under an international 
agreement, or jeopardise the safety of a vessel or persons on board a vessel 

¶ AMSAôs general exemption Government Vessels Exemption 2019 exempts 
Government Vessels less than 10m long from several Navigation Act 
requirements including in relation to work agreements and keeping an official 
logbook, and  

¶ SOLAS contains specific exemption powers for novel vessels, and specific 
equivalence-granting powers, in certain circumstances and with specific 
limitations and conditions. 

 

Autonomous RAVs  

As the Navigation Act applies predominantly to large vessels that travel beyond the 
Australian EEZ such as container vessels, tankers, and cruise ships, it is not clear how 
it would translate for smaller autonomous vessels. The exception is for vessels which 
are being operated off a mothership ï these vessels may be termed óships equipmentô, 
in which case the only regulatory requirements are for them to be listed on the 
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mothershipôs safety management system and be considered part of that mothership 
for the purposes of survey.  

The more complex scenario is where an autonomous vessel is a standalone, 
independently operating vessel. Currently, the Navigation Act and related marine 
orders, which implement international conventions made by the IMO, does not make 
adequate regulatory provision for autonomous seagoing vessels. AMSA is reliant on 
the IMO for making changes to the international framework so that they can then be 
implemented in the Navigation Act framework for RAVs. While other administrations 
have provided exemptions for vessels undergoing international voyages, AMSA has 
not yet had to work through the certification and operational requirements for an 
autonomous RAV, which means there is no established precedence or policy to follow. 
Accordingly, it is likely that when AMSA does need to assess an autonomous RAV, it 
will likely be a complex and slow process, requiring a comprehensive review of the 
Navigation Act, Marine Orders 1-98, and several international conventions.  

It is understood AMSA would be seeking appropriate safety assurance and risk 
management processes to be in place, and for support from a recognised 
organisation, before it could consider using a flexibility arrangement to allow the vessel 
to operate, for example through an exemption, equivalent means of compliance, or 
alternative design arrangements. A number of recognised organisations have 
developed initial codes, standards or guidelines for autonomous vessels and systems.  
TAS reviewed some of these existing codes and standards and published a report 
based on this analysis in 2021.151  

*Queries about regulatory requirements and requests for information can be sent to 
AMSAConnect at amsaconnect@amsa.gov.au or direct to 
NewShipEnquiry@amsa.gov.au. 

 

  

 

151 Horne, ñTAS Report: Analysis of Available Standards and Codes for Autonomous and Remotely 
Operated Vessels ï Defence CRC Tas Limited.ò 

mailto:amsaconnect@amsa.gov.au
mailto:NewShipEnquiry@amsa.gov.au
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Defence vessels  

Defence vessels, including autonomous vessels, which meet strict definitional 
requirements in the Navigation Act and/or the National Law are not subject to 
regulation to AMSA.  

AMSA can provide guidance on whether a vessel is likely to be a defence vessel or a 
naval vessel on a case-by-case basis, but ultimately it is a question of fact to be 
determined by the Department of Defence and Defence. Whether a vessel is a 
defence vessel, or will be a defence vessel at some stage, may have important 
implications for the applicable standards ï particularly for ónew buildô vessels.  

 

Under the Navigation Act: Carve out for ónaval vesselsô 

Vessels which fit the below definition of ónaval vesselsô are not subject to the 
Navigation Act152: 

 

Under the National Law: Carve out for defence vessels 

Vessels which fit the below definition of ódefence vesselô are not subject to the National 
Law: 

 

152 Commonwealth of Australia, Navigation Act 2012. 

(10) This Act does not apply to, or in relation to: 
(a)  a warship or other vessel that: 

(i)  is operated for naval or military purposes by Australia or a foreign country; 
and 
(ii)  is under the command of a member of the Australian Defence Force or 
of a member of the armed forces of the foreign country; and 
(iii)  bears external marks of nationality; and 
(iv)  is manned by seafarers under armed forces discipline (however 
described); or 

 (b)  a Government vessel that is used only on government non-commercial service 
as a naval auxiliary; é 

 

 

defence vessel means: 
(a)  a warship or other vessel that: 

(i)  is operated for naval or military purposes by the Australian Defence Force 
or the armed forces of a foreign country; and 
(ii)  is under the command of a member of the Australian Defence Force or 
of a member of the armed forces of the foreign country; and 
(iii)  bears external marks of nationality; and 
(iv)  is manned by seafarers under armed forces discipline; or 

(b)  a Government vessel that is used only on government non-commercial service as a 

naval auxiliary. 
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There are many cases when a vessel is being operated for defence purposes, but as 
it is operated by a commercial provider, or does not bear external marks of nationality 
for example, it does not meet the definition and is therefore not ócarved outô.  

 

Defence Seaworthiness Regulator and the Defence Seaworthiness 
Management System  

Defence vessel safety is the responsibility of the Chief of Navy as the Defence 
Seaworthiness Authority (DSwA) and the Defence Seaworthiness Regulator (DSwR), 
which is in turn supported by the Office of the Defence Seaworthiness Regulator 
(ODSwR).153  

Broadly:  

¶ the Chief of Navy as DSwA is responsible for enacting and reviewing the 
effectiveness of the Defence Seaworthiness Management System  

¶ the Head Navy Engineering as the DSwR is accountable for ñestablishing, 
managing and continually improving the DSwMSò154, and  

¶ the ODSwR supports the DSwR in achieving this by overseeing the 
effectiveness of the DSwMS on behalf of the DSwR. It is responsible for 
developing regulations, reviewing compliance strategies, conducting 
assurance, undertaking legislative scanning, and providing education and 
advice to the Defence maritime community.   

Capability managers within Defence must comply with the DSwMS contained in the 
Defence Seaworthiness Management System Manual. This framework is outcomes-
based and focussed on supporting Defence to ñachieve operational effectivenessò with 
vessel safety being characterised as the óSeaworthiness Outcomeô for which a 
designated Capability Manager is.  

The DSwMS is comprised of three parts: 

¶ the Regulatory Framework, which articulates compliance obligations 
expressed as outcomes with associated function and performance 
requirements, and which must be satisfied to build confidence that hazards and 
risks to the Seaworthiness Outcome are being controlled 

¶ the DSwMS Risk Management and Assurance Framework, which describes 
the enterprise risk management context, establishes clear accountabilities for 
compliance with the obligations, and through assurance provides supporting 
evidence to justify confidence that hazards and risks to the Seaworthiness 
Outcome are being effectively managed, and  

¶ the DSwMS Operating Model, which ensures that frameworks are developed, 
maintained, and applied in a mindful and systematic manner through a series 
of core processes conducted by both the DSwR and the regulated.155 

 

153 Department of Defence, ñKey Roles: Capability Managers.ò 
154 Department of Defence, ñDefence Seaworthiness Management System Manual.ò 
155 Department of Defence. 
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For each applicable compliance obligation, the Capability Manager must develop a 
óproposed means of complianceô (PMOC) that forms part of an overall compliance 
strategy. The compliance strategy is then provided to the DSwR for endorsement, at 
which stage PMOCs become óapproved means of complianceô. The DSwR can also 
used ódirected means of complianceô (DMOCs) to direct that a particular means of 
compliance be used. This provides Defence with greater flexibility in relation to the 
design, construction, equipping, survey, and operation of defence vessels, as the 
focus is on operational capability and effectiveness in the context of a maritime mission 
or missions.  

This allows Defence to leverage off existing regulatory frameworks, including for 
domestic commercial vessels, RAVs and foreign vessels.  

 

Defence RAS capability principles 

Capability options that utilise RAS are to conform to the following principles:  

o RAS must be employed within Human Commanded Teams 

o RAS should be optimised to specific roles 

o RAS should increase efficiency 

o RAS should increase mass 

o RAS should enable decision superiority 

o RAS should decrease risk to Defence personnel and non-combatants 

o RAS should be countered by a combination of perception and control system 
attacks, information warfare and platform destruction 

 

Autonomous defence vessels  

The DSwMS does not make specific provision for autonomous vessels or órobotic and 
autonomous systemsô (RAS). Clearly, it provides Defence with significant flexibility to 
meet designated Seaworthiness Outcomes in such a way that is consistent with 
operational effectiveness. This includes enabling it to use AMOCs that óborrowô from 
regulatory approaches to autonomous domestic commercial vessels in Australia and 
overseas. Going forward, Defenceôs broader conceptualisation of how it will use RAS 
ï that is, what is the Defence problem that RAS is needed to solve ï will likely inform 
changes to the DSwMS to accommodate RAS. As for AMSA and the civilian regulated 
community, it will be important for the DSwR and the regulated Defence community to 
have AI and autonomy benchmarking or performance standards. 
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Foreign vessels 

Foreign vessels operating in Australia are subject to port State control (PSC) at any 
Australian port.156 AMSA provides the following information on port State control on 
their website. 

 

What is port State control? 

You are eligible for port State control (PSC) at any Australian port. 

If your ship is in working order, compliant with all legislation and safe, you will be 
complying with PSC requirements. If your ship is not, you may not pass a PSC 
inspection, may be required to pay fees for a more detailed inspection and/or you may 
be detained. The shipowners and flag States are responsible for the safety and 
operation of a ship, we use PSC as a method of checking that you comply. 

 

Why is port State control required? 

PSC is important in Australia because of the important role shipping has in Australia's 
trade. 

International conventions and the United Nations Convention of the Law of the Sea 
(UNCLOS) give responsibilities to Australia (and other flag States) to check and 
control ships in our waters so that they do not pose threats to ship and crew safety or 
to the marine environment. 

The most common conventions we work to include: 

¶ International Convention for the Safety of Life at Sea (SOLAS) 

¶ International Convention for the Prevention of Pollution from Ships (MARPOL) 

¶ International Convention on Load Lines 

¶ International Convention on the Standards of Training, Certification and 
Watchkeeping for Seafarers (STCW) 

¶ Maritime Labour Convention 2006 

 

Port State control in Australia 

We employ approximately 60 marine surveyors at 16 Australian ports. Our surveyors 
carry out PSC inspections as well as: 

¶ flag State inspections 

¶ marine surveys 

¶ cargo related inspections 

¶ marine qualification duties.  

 

156 AMSA, ñWhat Is Port State Control?ò 



Trusted Autonomous Systems  
 
 
 
 
            Maritime Domain 

 

All our marine surveyors have a Ships master, Chief engineer qualifications, and/or a 
related degree. All surveyors must pass comprehensive training in our ship inspection 
procedures before becoming an inspector.  

They also act as examiners, auditors and investigators when required. Surveyors are 
regularly audited as required by our: 

¶ ISO accreditation for Quality Management (AS/NZ ISO 9001:208) 

¶ environmental management (AS/NZ ISO 14001:2004), and 

¶ workplace health and safety (AS/NZ 4801:2001). 

For more information you can view the AMSA website here: 
https://www.amsa.gov.au/vessels-operators/port-state-control/what-port-state-control 

 

How does AMSA treat foreign autonomous vessels? 

If a foreign vessel wishes to operate in Australia and it is subject to an exemption or 
equivalence from its Flag State157. Typically, AMSA would receive copies of the 
exemption or equivalence, and then allow that vessel to operate within Australia under 
the same terms.  

Difficulties arise where the vessel is not a registered vessel with a Flag State, as there 
is no previously agreed regulatory approach in place. There is no clear policy in place 
in how to manage this situation, but if sufficient evidence is available to indicate the 
vessel can operate safely, then it is possible it will be allowed to operate.  

 

 

  

 

157 For a regulated Australian vessel the Flag State is Australia. More information on Flag States is 
available here https://www.amsa.gov.au/vessels-operators/flag-state-administration 

https://www.amsa.gov.au/vessels-operators/port-state-control/what-port-state-control
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Role of international law 

International law, and more specifically the relevant maritime conventions, apply to 
Australian operators via application in domestic law. These conventions play a 
foundational role in international maritime safety, including internationally agreed rules 
for safe navigation through COLREGS, and are listed in Figure 2.  

In Australia, the primary legislative mechanism for applying international convention 
requirements to regulated Australian vessels (RAVs), domestic commercial vessels 
(DCVs) and foreign vessels is the Navigation Act. However, to avoid legislative 
duplication, provisions of the Navigation Act that give effect to provisions of particular 
conventions do not apply in relation to a domestic commercial vessel if a provision of 
the National Law or a state or Northern Territory law gives effect to that provision of 
the convention. This means that the National Law and state and territory laws may 
give effect to a provision of an international convention in relation to a DCV in a 
different way to the Navigation Act.158 In Australia, states and territories are generally 
responsible for waterways management, meaning that state and territory laws play an 
important role in the application of COLREGs.  

Australia is a member of the IMO, the United Nations agency with responsibility for 
setting and maintaining international ship safety standards, which are contained in 
conventions adopted by member states. These conventions play a foundational role 
in international maritime safety, including internationally agreed rules for safe 
navigation through COLREGS. These conventions must be implemented through 
domestic legislation.  

  

 

158 Navigation Act section 12 

Key maritime safety and pollution preventions 

¶ Convention on the International Regulations for Preventing Collisions at Sea 
(COLREGS) 

¶ International Convention for the Safety of Life at Sea (SOLAS) 

¶ International Convention for the Prevention of Pollution from Ships (MARPOL)  

¶ Convention of Limitation of Liability for Maritime Claims 

¶ Convention on the Prevention of Marine Pollution of Dumping of Wastes 

¶ International Convention for Safe Containers  

¶ International Convention for Standards of Training, Certification and Watchkeeping 
for Seafarers (STCW Convention)  

¶ International Convention on Load Lines (Load line convention)  

¶ International Convention on Salvage 

¶ International Convention on the Control of Harmful Anti-fouling Systems on Ships 

¶ International Convention on Tonnage Measurement of Ships 

¶ Maritime Labour Convention 

Figure 2: Key maritime safety and pollution preventions 
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IMO and MASS 

As noted above, AMSA has limited capacity to provide exemptions or EMOCs in 
relation to autonomous RAVs and foreign vessels. None of the key conventions make 
or allow specific consideration, exemptions, or equivalent arrangements for the unique 
characteristics of autonomous vessels. However, this may change.  

In 2017, a number of member states proposed that there was a need to address the 
future regulation of autonomous shipping, or ómaritime autonomous surface shipsô 
(MASS). The Maritime Safety Committee (MSC), the IMOôs safety committee to 
develop a framework and methodology called a óRegulatory Scoping Exerciseô (RSE) 
to determine the gap between the (then) current international regulatory framework, 
and that which may be required in the future.  

The RSE commenced in late 2018, and involved assessing a number of IMO treaty 
instruments and identifying provisions which 

¶ applied to MASS and prevented MASS operations, or  

¶ applied to MASS and do not prevent MASS operations, or  

¶ applied to MASS and do not prevent MASS operations and require no actions, 
or  

¶ applied to MASS and do not prevent MASS operations but may need to be 
amended or clarified, and or maintain gaps, or  

¶ have no application to MASS operations.  

This process is now complete, and the work of the IMO will now turn to analysing the 
results of the RSE and what the best and most appropriate course of action is for 
regulating highly automated ships, systems and technology in the future.  

This will require consideration of key issues, including:  

¶ óaddressing the functional and operational requirements of the remote-control 
station/centre and the possible designation of a remote operator as seafarerô;  

¶ common gaps across treaties relating to provisions containing ómanual 
operations and alarms on the bridgeô; 

¶ provisions related to actions by personnel (such as firefighting, cargoes 
stowage and securing and maintenance); 

¶ watchkeeping; 

¶ implications for search and rescue; and  

¶ information required to be on board for safe operations. 

At this stage, the MSC has noted that the best way forward could be to address MASS 
in the IMO regulatory framework through a ógoal-based MASS instrumentô, such as a 
óMASS Codeô with ógoals, functional requirements and corresponding regulations, 
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suitable for all degrees of autonomyô. Member states have been invited to submit 
proposals on how to achieve the best way forward.159 

 

 

IMO and MASS trials  

In June 2019, the MSC approved Interim Guidelines for Maritime Autonomous Surface 
Ships Trials, requiring trials to be conducted with at least the same degree of safety, 
security, and protection of the environment as required under the relevant 
instruments.160 Remote operators should be appropriately qualified and experienced 
to safely conduct the trials and appropriate steps must be taken to ensure sufficient 
cyber risk management.161 These do not offer flexibility for implementation of 
international obligations, but offer guidance on how to comply with them, and that 

The scope of application of mandatory instruments, including provisions for 
exemptions and equivalencies, to a ship involved in a MASS trial should be determined 
by the flag State Administration in accordance with those instruments. Such 
determination should take into account the objectives of the trial, the anticipated 
capabilities and limitations of the ship and related systems and infrastructure during 
the trial, and the risk control measures adopted for the trial.162 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

159 IMO, ñLegal Committee, 108th Session (LEG 108), 26-30 July 2021 (Autonomous Ships - 
Regulatory Scoping Exercise Completed).ò 
160 IMO, ñInterim Guidelines for MASS Trials.ò 
161 IMO Interim Guidelines, sections 2.3.2 and 2.10 
162 IMO Interim Guidelines, section 2.2.2. 
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Case studies 

Five case studies have been prepared to illustrate the information provided in this 
section, and to deep dive into specific areas of interest. The case studies are as 
follows.  
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Comparative study: Comparison 
between Australia and United 
Kingdom 

When considering best practice responses to 
emerging technology, looking at the responses 
of other countries is instructive. This can be 
done through a number of lenses, including 
technological, including the kinds of vessels 
and systems that are being used; and 
operational, including which industries are 
using autonomous vessels and the kind of 
infrastructure in place to support them. Itôs 
equally important to consider the role of 
regulation and regulatory approach. The 
maritime environment in the United Kingdom is 
significantly different from Australia; however, 
what both countries do have in common is they 
are both being confronted with change resulting 
from the increasing uptake of autonomous 
transport technologies. The UKôs system of 
government, so like Australiaôs, leaves them 
with a similar regulatory toolbox to those 
Australia has at its disposal to deal with 
accreditation of autonomous vessels and 
systems.  

This comparative study indicates that the UKôs 
approach to autonomous vessels and systems 
differs in three key ways: its response has been 
integrated into and guided by a long term 
maritime strategy by government that includes 
a route plan for autonomy and technology; its 
maritime regulator is engaging in innovative 
regulatory and policy leadership with the 
support and encouragement of government; 
and a cohesive industry that has led the world 
in the development of an industry code of 
practice on autonomous vessels. Importantly, 
these three elements have been undertaken 
with a partnership approach between parties.  

  

Maritime and Coastguard Agency & the 
Australian Maritime Safety Authority 

 

Vision 

Maritime and Coastguard Agency (MCA): 
to be the best maritime safety organisation in 
the world, delivering safer lives, safer ships, 
and cleaner seas. Our focus is on the themes 
of safety and sustainability, growth, and 
innovation 

Australian Maritime Safety Authority 
(AMSA): Safe and clean seas, saving lives 

 

Regulatory philosophy  

MCA: priorities include to ñgrow the UK 
maritime economy and employmentò, ñbe a 
world leader in maritime innovationò and ñbe 
the go to centre of expertise for UK maritimeò.  

AMSA: Statement of regulatory approach  

 

Functions  

Both the MCA and AMSA:  

¶ are responsible for maritime and coastal 

search and rescue emergency 

coordination and response service 

¶ administer legislation on behalf of 

the government, including 

implementing international 

conventions, make delegated 

legislation, administrative 

instruments, and guidance, and 

perform certification and 

accreditation activities for operators, 

vessel owners and seafarers  

¶ enforce standards for ship safety, 

security, pollution prevention and 

seafarer health, safety, and welfare.  

 

 

https://www.amsa.gov.au/about/corporate-publications/statement-regulatory-approach-2018#:~:text=AMSA%20is%20to%20achieve%20these%20objects%20by%20carrying,to%20respond%20to%20a%20risk%20or%20international%20obligation.
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Government approach  

The UK Governmentôs Maritime 2050 was 
published in 2018 to provide a long-term 
strategy for the UK maritime industry.  
Importantly, it includes a óTechnology and 
innovation route mapô that sets out the UKôs 
vision for it to be  

at the heart of a global maritime 
autonomy industry. The UK expects 
to be world-leading in the design, 
manufacture, uptake and use of 
smart shipping technologies, the 
associated skills base and the 
relevant regulatory framework. The 
UK should be the destination of 
choice for industry leaders pursuing 
innovative projects and developing 
new technologies. Working with 
industry, the Government will 
champion the development, testing, 
and adoption of new technologies. It 
will facilitate opportunities for 
collaboration, provide regulatory 
assistance, ensure safe testing 
environments, and support 
innovators seeking to develop smart 
shipping technologies.163 

The route plan states that ñ(m)aritime autonomy will require a radical new regulatory 
approach to meet the challenges of rapidly evolving technological change and its 
impact upon societyò.164 The role of government will be to remove barriers to transport 
technologies and play roles that industry cannot. It commits the UK Government to:  

¶ advising operators and developers so as to ensure the safe testing and 

operation of vessels and technology 

¶ proactively adapting regulations using innovative methods to keep pace with 

technological developments. As a key part of the development of this 

framework, ñ(g)overnment will continue to enable the safe testing of these smart 

shipping technologies around the UK across a range of environments and in 

different conditionsò 

¶ providing pragmatic advice to stakeholders testing autonomous and remotely 

operated vessels in UK waters 

 
163 Department for Transport (UK) Maritime 2050: Navigating the future  

164 Department for Transport (UK), Technology and innovation in UK maritime: the case for autonomy  

UK Maritime ï Maritime Autonomous 
Surface Ships (MASS) Industry Code of 
Practice  

Ą represented a óworld firstô  

Ą example of successful government/industry 
partnership based on collaboration and 
reciprocity ï industry óstepped upô  

Ą not mandatory, or a formal part of the 
regulatory framework 

Ą provides clear guidance and information for 
all those engaged with the development and 
operation of maritime autonomous surface 
ships  

Ą described as ótimely and comprehensiveô 
and demonstrates the UKôs ópre-eminent role in 
leading regulatory developmentsô  

Ą designed to capitalise on the UKôs 
óadvantage within autonomy and new 
opportunities on the horizonô  

Ą has been periodically updated, and 
designed to inform changes to the regulatory 
framework  
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¶ all aspects of testing autonomous vessels will be discussed on a case-by case 

basis to ensure the action taken is appropriate to the vessel being tested, and  

¶ these discussions will support the regulatory developments needed for the long-

term operation of MASS in UK waters.165 

The Australian Government has not established a similar strategy for maritime. 
Australia has an Office of Future Transport Technology; however, given Australiaôs 
vast size and expansive road networks means that the focus of government effort on 
autonomy has been concentrated on autonomous vehicles.  

 

Regulator approach  

The Maritime and Coastguard Agency (MCA) is the maritime safety regulator in the 
United Kingdom, an Executive Agency of the Department for Transport (DfT). 
166Executive Agencies are clearly designated units of a central government department 
by administrative action, led by a Chief Executive, who is accountable directly to the 
relevant departmental minister for delivery and day to day activities. AMSA is a 
statutory authority established by legislation, and responsible to an independent Board 
appointed by the Minister for Infrastructure.167  The  Department of Infrastructure, 
Transport, Regional Development and Communication is the leading policy agency, 
and responsible for legislation and delegated legislation. It is important to understand 
a regulatorôs organisational structure, as it goes to the limits of their remit and ability 
to make, change or influence legislation and policy. Neither the MCA nor AMSA are 
policy agencies and cannot change, or make policy about, the primary legislation that 
they administer, but have statutory functions that include making specific delegated 
legislation and standards and developing policies to support these functions. AMSAôs 
structure provides greater separation between it and the Government in relation to 
operational decision-making.  

 

Innovation: The MCA received funding through the UK Regulator Pioneerôs Fund to 
establish the Maritime Autonomy Regulation Lab (MARLAB).168 The funding was 
provided to MCA to enable it to identify new ways of regulating the autonomous and 
smart shipping industries and deliver innovative new technologies to the traditional 
maritime sector. It was identified that short term regulatory action was needed, 
particularly to provide guidance to enable on water testing and even operation of 
autonomous vessels in UK waters , as well as data to support their development. 
Moreover, the establishment of MARLAB was done on the basis that any analysis of 
the extent to which barriers in the regulations were stopping innovation needed to be 
informed by a close understanding of industry developments and technology advances 
taking place.  MARLAB: 

¶ reviewed key legislation relevant to current industry projects, and developed 

regulatory maps to identify which regulations presented barriers to the testing 

 
165 Department for Transport (UK)  

166 Department for Transport (UK), ñMaritime and Coastguard Agencyò 

167 About (amsa.gov.au) Australian Maritime Safety Authority, ñAboutò  

168 Department for Transport (UK) ñMaritime Autonomy Regulation Lab (MARLAB) Reportò  

https://www.amsa.gov.au/about
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of ómaritime autonomous surface shipsô, including what needed to be removed, 

amended, changed, or updated  

¶ concluded that it was clear that regulation would have to be amended, and that 

there would be a need to test new regulatory proposals based on regulating 

innovatively and collaboratively, going out to get views of industry, academia 

and government and doing requirements capture openly and iteratively, and  

¶ enabled MCA to work with academia and support industry to promote on water 

testing and flagship projects and help the UK grow its presence in the global 

marketplace ï in alignment with Maritime 2050.  

 

MARLAB has been replaced by Maritime Future Technologies. Building on the work 
of MARLAB, Maritime Future Technologies was established by the MCA to:  

¶ facilitate implementation of projects in the short term on a case-by-case basis, 

including trials. This involves acting as focal point and connecting various 

stakeholders, acting as interface between innovation in industry and 

regulatory/policy function 

¶ supporting regulatory change and including learning from individual projects 

within the current regulatory framework, and  

¶ provide thought leadership to drive change and direction of industry through 

engagement and influencing ï sharing thinking rather than regulating.169 

 
169 Department for Transport (UK)  

 

MARLab and SEA-KIT 

In May 2019 SEA-KIT International sailed USV Maxlimer, its unmanned remotely operated vessel from 
Mersea, UK to Oostende, Belgium, carrying a box of oysters and returning with Belgium beer.  

The trial was designed to showcase SEA-KITôs unmanned navigation capabilities through GPS and 
satellite communication, including traversing one of the worldôs busiest shipping routes. The Global 
Situational Awareness via Internet (G-SAVI) communications and control system allowed an operator 
to remotely access CCTV footage, thermal imaging and radar through SEA-KIT, as well as listen live to 
the vesselôs surroundings and communicate with others in the vicinity.  

MARLAB helped by providing additional advice and guidance to SEA-KIT, to ensure they understood 
the legal requirements and were able to obtain the exemption required for this operation. 

In July 2020, SEA-KIT undertook an unmanned Trans-Atlantic Survey in conjunction with the European 
Space Agency (ESA) to demonstrate the capabilities of remotely operated vessels to survey 
unexplored parts of the ocean floor for extended periods of time. Previous advice MARLAB provided 
SEA-KIT with the confidence to undertake the voyage, and for this project MARLAB was providing 
advice internally where different MCA surveyors were involved in the exemptions process. The vessel 
undertook the voyage and was at sea for 22 days, one of the longer remote operations. 
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To date, AMSA has taken a number of steps focused at enabling it to better regulate 
autonomous vessels. This includes: 

¶ hosting an AV Forum, which brought together leaders in the fields of 

autonomous vessel design, technology, operation, and regulation. The Forum 

Communique is available here, and  

¶ establishing an MoU with TAS to work together to build trust and assurance in 

maritime automation and  

¶ developing policies intended to provide initial guidance to operators of 

autonomous and remotely operated vessels on how to obtain necessary 

certification and exemption approvals under the existing regulatory framework. 
170 

AMSA could consider following the MARLAB example in the UK to undertake 
regulatory analysis and mapping of changes to the accreditation framework; for 
example, in partnership with the Office of Future Transport Technologies. An óAMSA 
Policy Labô could also consider issues around other emerging technologies (for 
examples, the óOcean of Thingsô , digital infrastructure and alternative fuel sources). 
Importantly for both the MCA and AMSA, the work of teams occupied with autonomous 
vessels and future-focussed issues must be integrated and aligned with the work of 
operational areas in the agency ï for example, surveyors and inspectors ï so that they 
are applying a consistent regulatory approach.  

 

Industry approach 

The use of autonomous vessels has been industry led, and it is appropriate that initial 
regulatory settings are also industry-led. However, it is obviously essential that those 
regulatory settings are accepted by safety regulators. To this end, collaboration key. 
MCAôs priorities include to ñgrow the UK maritime economy and employmentò, ñbe a 
world leader in maritime innovationò and ñbe the go-to centre of expertise for UK 
maritimeò.171 This has created an environment of collaboration whereby each party 
reciprocates: UK Maritime, the peak industry association for the UK maritime industry, 
has developed an industry Code of Practice on the construction, design, and operation 
of autonomous vessels. In Australia, TAS developed the first Australian Code of 
Practice for the Design, Construction, Survey and Operation of Autonomous and 
Remotely Operated Vessels   in close consultation with AMSA with a view to it being 
adopted and trialled by industry on a voluntary basis in the short term and applied by 
AMSA through its regulatory framework in the medium term.    While the availability of 
óindustryô or óvoluntaryô instruments is an important starting point in identifying 
appropriate regulatory requirements for autonomous and remotely operated vessels, 
incorporating them into standing regulatory frameworks will be crucial to creating 
certainty for industry moving forward.  

 

  

 
170 Australian Maritime Safety Authority, ñAutonomous vessels in Australiaò  

171Maritime UK, Maritime Autonomous Surface Ships Industry Conduct Principles &Code of Practice  

file:///C:/Users/clare/Downloads/2019_autonomous_vessel_forum_communique%20(2).pdf
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Comparative study: FinTech, RegTech, and TransTech 

As an industry, maritime has been historically slow to modernise for a range of 
reasons. To some extent, this has allowed maritime regulation in Australia to rest on 
prescriptive approaches, with industry stakeholders being ótraditionalô regulated 
parties that are accustomed to this approach. However, the pace of technological 
innovation is hastening significantly both in Australia and internationally, and the 
maritime industry will not be immune.  

Change, enabled by rapidly improving digital infrastructure, 
new market entrants and competitive pressures ï acute in 
some sectors of the maritime industry ï will bring a need for 
different behaviours from both regulators and the regulated. 
Accordingly, it is instructive to examine and compare the 
regulatory approaches that have been adopted in industries 
experiencing high levels of change to balance the 
imperatives of encouraging innovation on the one hand and 
protecting customers and the public on the other.  

Regulatory responses to FinTech have been held up as a 
model example of regulators meeting industry innovation 
with regulatory innovation.  Financial services, or lack of 
access to financial services, affect billions of people on a daily basis, and accordingly, 
the incentive to innovate and create new products, business models and expanded 
markets, is immense. The advent of new technologies goes hand in glove with this.  
Equally, the wide variation in customer sophistication and the impetus to protect the 
vulnerable, is a challenge for regulators. 172  

This study focuses on three tools that have underpinned not only a change to 
regulations, but a change to regulatory approach in the FinTech industry: 1) 
regulatory sandboxes; and 2) innovation offices; 3) RegTech. Each of these tools, 
at their core, are targeted at addressing regulatory uncertainty, ñthe result of outdated 
regulations unable to catch up with innovationò and regulatory fear ñcaused by risk-
averse regulators unwilling or unable to green-light novel products.ò 173 

Importantly, they highlight that modern legislative frameworks are more than just 
words in a rulebook, but regulators having their own houses in order so that they can 
administer those rules in a modern way. This means that ñ(r)egulators must overcome 
inertia within their organisationsò, including upgrading existing technology and data 
infrastructure, navigate difficult procurement requirements, attract appropriate staff, 
and align organisational culture.174  Figure 2 below shows that dividends that 

 

172 UNSGSA FinTech Working Group and CCAF (2019) Early Lessons on Regulatory Innovation to 
Enable Inclusive FinTech . Recently, the Global Financial Innovation Network , or GFIN, representing 
regulators in advanced, emerging, and developing economies have responded to such challenges by 
innovating on their own.   
173 Quan, D (2020) A few thoughts on regulatory sandboxes  
174 UNSGSA FinTech Working Group and CCAF (2019) Early Lessons on Regulatory Innovation to 
Enable Inclusive FinTech 

Fintech refers to the 
integration of technology 
into offerings by financial 
services companies to 
improve their use and 
delivery to consumers. It 
primarily works by 
unbundling offerings by 
such firms and creating 
new markets for them. 
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regulatory innovation can have, and that regulators choose whether they take an 
approach based on innovation or inertia.  
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Figure 2: Approach to FinTech regulation in Australia175 

 

175 UNSGSA FinTech Working Group and CCAF (2019) 

FinTech regulation in Australia  

In Australia, the Australian Securities and Exchange Commission is the lead regulator for 
FinTech and is responsible for the administration of corporations and consumer credit protection 
legislation.  

The Australian Government and ASIC are now providing for targeted regulatory sandboxes in 
recognition that a start-up business may develop additional offerings as their business grows or 
may require several attempts at testing before launching a successful business model or new 
financial service.  These sandboxes are available through exemptions from the Australian 
Financial Services Licence (AFSL) and Australian Credit Licence (ACL) requirements to allow 
the testing of financial services and credit activities relating to certain financial and credit 
products to encourage and support the design and delivery of new financial and credit services 
that will benefit consumers and businesses. The intention is that the regulatory sandbox will help 
overcome regulatory burden and cost that may hinder businesses in developing innovative 
offerings.  

The regulatory sandbox will enable FinTech firms to bring innovative services and products to 
market faster and at lower cost, while still providing for important consumer outcomes such as 
dispute resolution and consumer compensation arrangements.  

 

Key features: 

¶ risk-based: provides an exemption from the AFSL requirements for the purposes of 

testing financial services relating to certain financial products with both retail and 

wholesale clients. Restrictions on the kinds of products an eligible person can provide 

apply, as do aggregate exposure limits based on the value of products, and maintaining 

certain procedures, memberships and arrangements 

¶ limited application: only applies to eligible person, who must notify ASIC if they intend to 

use the exemption. That person canôt test a particular financial service in relation to a 

particular financial product, or a particular credit activity, more than once  

¶ time limited: lasts for a period of no more than 24 months for each financial service 

provided in relation to each type of financial product, being tested by an eligible person. 

The exemption automatically ceases if any of the conditions are breached  

¶ fundamental safeguards still apply: must comply with  disclosure obligations to clients;  

dispute resolution arrangements; best interests, client money and statement of advice 

obligations provided for in the Corporations Act; and responsible lending obligations, 

requirements for responding to requests for hardship variations, and unfair contact term 

protections provided for in the Credit Act. 
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Regulatory innovation tools  
1. Regulatory sandboxes: The term 

óregulatory sandboxô is being increasingly 

used across a range of industries as a 

broad catch-all to describe arrangements 

established by government departments or 

regulatory agencies to test or trial 

alternative regulatory settings. In the 

FinTech sphere, they have been 

formalised through legislative 

arrangements into regulatory programs 

that allow market participants to test new 

financial services or business models with 

live customers subject to certain 

safeguards and oversights. The idea is that 

this environment can encourage and 

support the design and delivery of new 

financial and credit services that will benefit 

consumers and business.  

¶ Policy testing sandboxes use the sandbox process to evaluate 

regulations or policies that may impede beneficial new technologies or 

business models. The testing process evaluates a specific regulatory 

hypothesis, that is, whether a specific rule or regulation should change in 

light of a specific test result, rather than the commercial viability of the 

underlying technology. Ideally, the primary output of a policy testing 

sandbox would be the ñrevision, cancellation or endorsement of a legacy 

rule or policyò. 176 

¶ Product testing sandboxes use the process as a ósafe zoneô to allow the 

innovators to live test new products prior to formal licensing or registration. 

Participants gain feedback on their service or business model, assess 

consumer uptake, and refine product features to address regulatory 

feedback. The primary output of a product testing sandbox is the launch of 

a financial service into the marketplace under either an existing or modified 

licence. 177 

¶ Multi-jurisdictional sandboxes are being used to explore cross-border 

regulatory harmonisation, and enable innovators to scale more rapidly on a 

regional or global basis. 178 

 

 

176 UNSGSA FinTech Working Group and CCAF (2019)   
177 UNSGSA FinTech Working Group and CCAF (2019)  
178 UNSGSA FinTech Working Group and CCAF (2019)    

TransTech takeaway: AMSA has the 
power to issue exemptions that could 
provide the basis for a regulatory 
sandbox. The exemptions that AMSA 
has put in place to date derive from 
good engagement with industry and 
an effort to deal with short term 
unintended regulatory outcomes. 
However, these exemptions havenôt 
been based on a reflective, lessons 
learned approach, nor are they 
generally aimed at ótestingô a risk-
based approach. AMSA should 
distinguish between its regular 
exemption program, and its óregulatory 
sandboxô program.  
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2. Innovation offices are designed to provide 

regulatory clarification to financial services 

providers that seek to offer innovative products 

and services. The intent is to facilitate regulator-

innovator engagement and mutual learning in a 

pro-innovation setting. This is mutually beneficial, 

helping regulators to identify emerging issues and 

inform policy development, while aiding industry 

innovators to understand the regulatory 

landscape in a local context.  

¶ Innovation offices can reduce barriers to 

entry and innovation and reducing 

regulatory uncertainty . The high cost of 

regulatory uncertainty has been 

highlighted in the United States where ñthe 

cost of researching applicable laws and 

regulations can be particularly significant 

for FinTech firms that begin as technology 

start-ups with small staffs and limited venture capital fundingò. This can 

result in some firms delaying launch of innovative products and services 

or not launching at all because they are worried about regulatory 

interpretation.  

¶ An extension of this is in the FinTech space is an accelerator. 

Accelerators typically provide or facilitate mentoring, workspaces, 

consultations with industry experts, including on regulation, networking 

opportunity and access to funding.179 

 

 

179 UNSGSA FinTech Working Group and CCAF  

TransTech takeaway: the use 
of RegTech will be key to 
AMSA being able to shift to a 
more risk-based approach, 
whereby it can provide a 
flexible approach to 
accreditation and 
permissioning for autonomous 
vessels and systems using 
conditions supported by 
RegTech. For example, this 
could include óASsurance-as-a-
Serviceô (ASaaS), where APIs 
constantly ping RAS-AI to 
ensure abidance with various 
rules, frameworks, and 
behavioural expectations.  
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3. RegTech encompasses technologies used for 

regulatory purposes, whether by regulators or 

regulated institutions, aid those subjects to 

regulation. RegTech can help regulators to 

ensure compliance with technology 

transformations, with the impact of RegTech 

most apparent in regulatory data collection and 

analysis efforts, where it aids human decision-

making, providing greater real-time visibility on 

conditions of supervised institutions, enabling 

them to act swiftly to act as necessary.  

¶ the main functions of RegTech include 

regulatory monitoring, reporting, and 

compliance. It consists of a group of 

companies that help businesses comply 

with regulations efficiently and less 

expensively. RegTech focuses on how to monitor and enforce 

compliance relevant regulations.  

¶ creates opportunities for new ways to regulate the financial sector in 

digital era.  

¶ RegTech encourages genuinely data driven compliance and regulation, 

harmonisation of data standards, real time transaction analysis, online 

registration, open-source compliance systems.  Regulatory policy 

modelling can even simulate impact of new policies before legislation. 

Lessons learned 
Across the world, FinTech regulators have documented their experiences with 
regulatory experimentation. These ólessons learnedô provide salutary insights for 
regulation of autonomous vessels and systems.  

¶ Regulators should avoid regulatory experimentation for the sake of it. 

Participating in a sandbox can require extensive effort by the regulated party, 

particularly in terms of operationalising compliance with special conditions. It is 

important for both parties to first evaluate the feasibility, demand, potential 

outcomes, or collateral effects. Similarly, regulatory agencies should not view 

sandboxes as the sole or main avenue to regulation, as they ultimately only 

provide relief to a small number of participants. Regulators should still continue 

to put their efforts into long term policy and rulemaking. 180 

¶ Regulatory experimentation does not need to narrowly focus on running 

pilots, or óbespoke issuesô particular to a particular firm. It can be used to 

provide policy leadership on matters that have a broad impact on the entire. 181 

For example, a regulatory sandbox involving firms in the hydrographic survey 

industry does not need to focus on issues exclusive to that sector, particularly 

 

180 Quan, D (2020) A few thoughts on regulatory sandboxes 
181 UNSGSA FinTech Working Group and CCAF (2019)  
 
 

TransTech takeaway: innovation 
offices could help to support 
AMSAôs understand 
developments in relation to 
autonomous vessels and 
systems. While AMSA has good 
industry consultation frameworks, 
these are typically focussed on 
ótraditionalô stakeholders rather 
than on new entrants. Innovation 
offices would provide a structure 
for AMSA to expand its 
engagement with technology 
stakeholders in particular.   
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given that many of the vessels those firms are using have applications beyond 

hydrography. Rather, those sandboxes could focus on testing and 

benchmarking performance of AI and machine learning, which would have 

relevance to the wide industry.  

¶ Dedicated outreach strategy is essential. Without a solid understanding of 

the markets they are regulating, regulatory sandboxes, innovation offices and 

RegTech initiatives will not function properly. In order to obtain credibility with 

industry, regulators can ensure that they are focussing their efforts in areas of 

industry interest.  

¶ Regulators can play an important facilitative role in relation to regulatory 

experimentation. This includes streamlining processes to reduce review and 

processing times, conducting regulatory coordination in jurisdictions where 

regulated parties deal with a range of regulators.   
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Case study: Fugro Australia 

Fugro Australia is using autonomous and remotely operated 
vessels in its Australian operations that it has developed in 
close partnership with specialist vessel designers and 
builders. Its clients, which include government, Defence and 
the oil and gas sector, are increasingly eager for Fugro to 
use autonomous vessels in projects, and Fugro has 
successfully engaged with AMSA to obtain the necessary 
accreditation to be able to do this. It is instructive to explore 
the infrastructure that supports Fugroôs use of these 
vessels, and its importance to helping Fugro manage its 
regulatory compliance.  

 

Fugroôs Australian journey: Fugroôs Australian operations shifted its focus toward 
autonomous and remotely operated vessels following the global financial crisis, and 
the downturn in the Australian oil and gas industry that followed. In the interim, Fugro 
has established effective partnerships with clients willing to allow Fugro to use 
autonomous vessels and systems in its projects.  

This enabled Fugro to test autonomous capability in environments it was intended to 
be used in. Clients in large part have been attracted to the safety, cost and 
environmental dividends that Fugroôs autonomous vessels offer. Fugro was able to 
leverage the experiences and capability of its European counterparts with a great deal 
of familiarity operating USVs to change mindsets in Australia about potential 
applications for broader use of autonomous vessels and systems.  

While many autonomous vessels in Australia were previously stuck at prototype stage, 
the Fugro Blue Essence vessel was purpose built for Fugroôs own operations and has 
clear other applications. Fugro has since obtained approval to use the Blue Shadow 
in Australia as well.  Fugro also owns a 95m vessel, which it previously used to conduct 
surveys together with ROVs. While it can still be used for this purpose, it is now 
increasingly being used to move around testing instrumentation or serve as a 
mothership to the Blue Shadow.   

 

Fugro Blue Shadow  

¶ 8.85m unmanned surface vessel developed with L3 Technologies  

¶ Service categories: 2C and 2B (unmanned)  

¶ Can be pier or ship launched à operations within line of sight or over horizon   

¶ Increased fuel sustainability  

¶ Optimised solution for inspection and survey tasks, real time data transfer to team onshore   

¶ Unmanned architecture can be operated in fully autonomous, semi-autonomous mode. Vessel 

control software with autonomous obstacle avoidance capability and radar repeater  

¶ Can operate as force multiplier with a mother vessel with one or more USVs to increase data 

collection efficiency  

Fugro is a global geodata 
firm. In Australia, Fugro 
specialises in survey and 
geotechnics. Fugro has been 
closely involved in the design 
and construction of 
autonomous vessels and 
systems that are deployed in 
services Fugro provides, 
including subsea inspection, 
construction support and 
hydrographic and geophysical 
surveys.  
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Importance of digital infrastructure: Fugroôs investments in autonomous vessels 
goes beyond the vessel itself and to the systems and infrastructure required to 
optimise the technology, both from an operational and regulatory perspective. Its pivot 
into maritime autonomy required significant investment in digital and physical 
infrastructure designed to not only effectively transition away from solely crewed 
missions but deliver higher quality services to clients as well. These investments 
involved multi-layered partnerships around vessel design and build through to 
development and integration of the vessels into a secure communications ecosystem. 
This allows Fugro to conduct significant operations from its Remote Operations 
Centres (ROCs) that would previously have been done by sending people offshore. 
ClearCom, for example, allows personnel in multiple different locations to conduct 
monitoring and inspections of offshore assets, accessing offshore data in near real 
time with almost zero latency. Importantly, the Blue Shadow was designed and built in 
the United Kingdom and underwent significant testing there. However, Fugro 
conducted rigorous additional testing in Australia to ensure that the vessel was 
properly integrated with its own communications systems.   

 

Regulatory experience: Fugro is one of a limited number of firms that has obtained 
regulatory approval to use autonomous vessels in its Australian operations. Part of 
obtaining this regulatory approval was contingent on being able to point to its 
infrastructure, and the regulatory safeguards that it can provide. For example:  

¶ in order to obtain a certificate of operation for the Blue Shadow and Blue 

Essence, Fugro required an exemption from the requirement to comply with 

operational requirements for crewing. Fugro was able to provide a training and 

competency plan, based in part on the protocols and arrangements for its 

ROCs, which are configured to almost replicate a vesselôs bridge and require 

appropriately qualified masters with additional competencies unique to 

autonomous vessel operations, and  

¶ for offshore operations, the main risk to be addressed through the regulatory 

framework is on emergency response planning and retrieval operations to 

prevent a USV that has lost power from becoming a collision hazard. The 

 

Fugro Blue Essence  

¶ 11.75m unmanned surface vessel (USV) developed with SEA-KIT 

¶ Service categories 2C (manned and unmanned) and 2B (unmanned) 

¶ Can be pier or ship launched à operations within line of sight or over horizon  

¶ Optimised solution for inspection and survey tasks, real-time data transfer to team onshore   

¶ Unmanned architecture can be operated in semi-autonomous mode, or via direct remote 

control from Fugroôs Remote Operations Centres anywhere around the world  

¶ 95% reduction in fuel consumption à capacity for up to 30 days operation depending on 

operation type  

¶ data sharing real-time insights, faster processing, and data delivery  

¶ ROV à fitted with Blue Volta eROV, which has high-definition camera and sensor and can be 

launched and recovered to the USV with no offshore personnel 
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technology available through Fugroôs ROCs, the additional redundancy 

available in the Blue Essence, and its rigorous testing of this technology in 

different scenarios, was important to obtaining certification.  

 

Opportunities for improvement to the regulatory framework: Fugroôs experience 
with AMSA has been positive, and like most firms, is open to working on a óone on 
oneô basis with the regulator in the short term to identify appropriate regulatory 
treatments for evolving technology. However, going forward, AMSA should provide a 
better regulatory óstarting pointô for autonomous vessels that does not involve seeking 
exemptions from requirements that are premised on humans being on the vessel. An 
óAV pathwayô could be better enabled to recognise operators with sophisticated 
systems developed around managing the specific risks of autonomous operations.  

The absence of any specific standards or guidelines around the operation, survey, 
construction, design and equipping of autonomous survey and vessels can leave firms 
like Fugro uncertain as to what regulatorsô position on autonomous vessels will be 
when they seek certification. While it may be too early for óconcreteô regulations, 
guidance and voluntary standards would be a significant first step. Additionally, Fugro 
is eager to see guidelines for AI and autonomy benchmarking, so that it understands 
the level to which its autonomous vessels and standards should perform. This will 
provide both the regulator and industry with a shared understanding of what 
expectations exist in this area. Fugro noted that its Blue Essence is its largest USV 
operating in Australia. However, overseas Fugro has developed larger autonomous 
vessels that may have potential applications in Australia (for example, the 24 m Fugro 
Blue Eclipse). Use of a larger vessel in Australia will come down to the existence of a 
self-sustaining markets; however, a clear framework better suited to autonomous 
vessels would assist industry planning.  
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Case study: Guardian Geomatics 

The shift to autonomous vessels has been industry-
led, with the greatest strides occurring in sectors 
where autonomy serves a clear commercial 
purpose and reduces risks to human beings. 
Guardian Geomatics has significant experience in 
hydrographic survey, both in Australia and 
overseas. While it has used both unmanned 
surface vessels (USVs) and autonomous 
underwater vessels (AUVs) in overseas contracts, 
it has not done so in Australia, despite there being a 
range of potential opportunities where the safety 
and environmental dividend autonomous vessels 
offer could be maximised. To this end, government 
and regulators can play an important role in creating 
a pro-innovation environment by working with 
industry.  
 
Most stakeholders agree that while autonomous 
and remotely operated vessels are currently a 
ósquare pegô for a round regulatory hole, AMSA has 
demonstrated a willingness to engage to help obtain 
accreditation where operations can occur safely. 
However, there is room for AMSA and other 
government organisations to take a more proactive 
approach. This case study explores how regulatory 
sandboxes provide excellent opportunities for these 
kinds of partnerships.  
 
 
Opportunities to expand or improve the HIPP: 
Autonomous and remotely controlled vessels have 
clear uses in hydrographic survey. However, 
Guardian and others in the industry have pointed 
out that some leading firms are taking a ówait and 
seeô approach to investment in autonomous vessels 
and applications. This is not based on concerns 
about the effectiveness of the technology, but 
uncertainty about the existence of self-sustaining markets that warrant the substantial 
upfront investment required, and the regulatory parameters that will apply.  
 
The HIPP has been a successful initiative, and an effective example of how Defence 
can partner with industry going forward to encourage innovation with confidence. 
There is opportunity to further expand the HIPP. This could include including surveys 
of PNG and the Solomon Islands within the HIPP remit, as well as waters within the 
EEZ that have not been charted yet, such as the North West Shelf off Western 
Australia. Australians may be surprised to understand the size of the Australian 

Guardian Geomatics is an 
Australian owned marine survey 
company that was established in 
2018. Services include:  

¶ Geographical, hydrographic, 

oceanographic, and 

environmental surveys  

¶ Geotechnical site 

investigations  

¶ Positioning and ROV services  

Guardian was one of seven firms 
selected to be become panel 
members of the HydroScheme 
Industry Partnership Program. 

Guardian uses a range of crewed 
vessels in its Australian 
operations, ranging from 24m ï 
55m in length. It has used ROVs 
in conjunction with these vessels. 
It has used USVs and AUVs in 
overseas operations, including the 
C-WORKER 8. To date, it has not 
used autonomous vessels in 
Australian waters.  

Operations involving autonomous 
vessels have been largely 
successful. The capability of AUVs 
to assist with and reduce the time 
associated with underwater 
surveys is excellent. Industry 
clients are attracted to the safety 
dividend that autonomous vessels 
and systems offer. 

They are adopting a ówait and seeô 
approach to integrating 
autonomous capability into its 
Australian operations.  
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Charting Area ï which covers around 10 per cent of the Earthôs surface and of which 
Australia is the custodian - and the proportion that has not yet been charted.182 More 
broadly, the programmatic model that the HIPP provides could be used by Defence to 
acquire industry services for other functions that could be better served through 
industry best practice.  

 

The case for a regulatory sandbox: Guardian understands that if it were to use the 
C-Worker in its Australian operations, as it has overseas, it would be required to obtain 
permissions for service category 2C (a non-passenger vessel in a restricted offshore 
operational area up to 30nm from land). Guardian pointed out that the standards that 
a vessel must comply with to obtain 2C permissions are based on the starting 
proposition that vessels will have people on them (namely, master, crew, and special 
personnel). This means that crewing, stability, accommodation, equipment, and 
flotation requirements, among other things, are immediately unsuitable for an 
unmanned vessel. While AMSA has been pragmatic around providing exemptions 
from these requirements, itôs largely still on industry to ópeel awayô the layers of 
requirements that are human focussed. This extends to finding an appropriately 
qualified classification society or accredited marine surveyor to conduct the survey 
inspections. This distracts both parties from managing the different risks associated 
with autonomous vessel operations and how to best manage them.  

A better starting point would be based on the level of autonomy of a vessel or 
system, and a corresponding set of standards or criteria. This would dictate the kind 
of permissioning document that operators needed to acquire, and the corollary 
assurance arrangements. It would also provide a common understanding between 
industry and AMSA about levels of autonomy, the performance standards and 
characteristics of each level, and the required standard. The fact that there are 
currently no specific standards for autonomous vessels and systems, and COLREGS 
in its current form is not well-suited to autonomous vessels, creates an opportunity for 
testing of a revised set of standards and rules. 

Guardian emphasised that while testing and test zones are essential, it should not 
occur out of context; rather, tests should occur where they can best demonstrate and 
apply capability. Guardian nominated the North-West Shelf183 as  the ideal area for 
testing to occur via way of a regulatory sandbox, given that it is an appropriately 
remote area to test different regulatory and policy settings for autonomous vessels; 
USVs and AUVs could, while testing new standards, could be engaged in charting the 
area; the oil and gas industry has a substantial presence there, and may be amenable 
to participating in the sandbox and testing autonomous vessels given the potential to 
reduce environmental impacts and risks to safety.  

This approach resembles steps taken by governments in Europe, where the Danish 
and Norwegian governments designated certain waterways for óautonomousô use, and 
highlights that the most effective role government can play may be a facilitative or 
coordinating one - that is, in doing what industry cannot in terms of zoning, and 

 

182 Australian Hydrographic Office, ñAustraliaôs Charting Areaò 
183 See map which indicates area. Map produced by Hesperian - Own work, CC BY-SA 4.0, 
https://commons.wikimedia.org/w/index.php?curid=3616249  

https://commons.wikimedia.org/w/index.php?curid=3616249
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coordinating agreement and approvals from a complex range of government and non-
government stakeholders. 184 

How the sandbox could work: The term 
óregulatory sandboxô is being increasingly 
used across a range of industries as a broad 
catch-all to describe arrangements 
established by government departments or 
regulatory agencies to test or trial alternative 
regulatory settings.  
 
Policy testing sandboxes use the sandbox 
process to evaluate regulations or policies 
that may impede beneficial new technologies 
or business models. The testing process 
evaluates a specific regulatory hypothesis, 
that is, whether a specific rule or regulation 
should change considering a specific test 
result. Ideally, the primary output of a policy 
testing sandbox would be the ñrevision, cancellation or endorsement of a legacy rule 
or policy.ò 185 
 
While elsewhere they have been formalised through regulations, AMSAôs exemption 
framework effectively allows it to ócreateô regulatory sandboxes by exempting classes 
of persons, and classes of vessels from legislative conditions ï including on condition, 
for example, that those persons and vessels comply with certain standards.186 The 
most important aspect of a regulatory sandbox is the design stage,  including the 
criteria, participants, conditions, and desired output; and it would be essential that 
AMSA engaged closely with other parties whose participation was important to the 
sandbox.  
 
Continuing to use the North West Shelf as an illustrative example, this would include 
firms wanting to use autonomous vessels under the sandbox conditions; the Australian 
Government as the waterways manager for the North West shelf; and Defence and 
other government stakeholders that may wish to understand or observe the capability 
of autonomous vessels under the sandbox conditions in the testing area.  

 

 

  

 

 

185  UNSGSA FinTech Working Group and CCAF (2019) 
186 Marine Safety (Domestic commercial vessel) National Law 2012  (Schedule 1, section 143) ; 
Navigation Act 2012, section 334  

Figure 4: Map indicating North West Shelf 
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Key takeaways 

It is apparent that there are significant efforts underway to adapt the existing regulatory 
framework for maritime safety in Australia to support the safe operation of autonomous 
vessels. These efforts are occurring within government at the domestic level, including 
at AMSA; within Defence; and through Australiaôs participation at the IMO. However, 
more is required to harness these efforts in the same direction so to produce an 
integrated framework that provides consistency and certainty for key stakeholders. 
This includes ensuring that overarching strategic direction allows for reform work in 
the maritime safety arena to align with and leverage off developments in relation to the 
regulation of autonomy and complementary technologies, including AI and data use 
and storage, more broadly.  

The case studies on Fugro Australia, Guardian Geomatics and AMSA highlight the 
importance of co-regulatory partnerships to providing private firms the flexibility they 
need on the one hand to use innovative technologies and informing the development 
of best practice regulatory approaches on the other. Similarly, these case studies ï as 
well as the comparative studies on FinTech and the United Kingdom approach to 
autonomous vesselsï provide a clear picture of how inclusive, meaningful regulatory 
experimentation to is key to enabling firms to invest and innovate with a greater degree 
of certainty.  
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Land Domain: Understanding autonomous systems in this sector 

This document refers to óautonomous vehicles and systemsô to denote vehicles, 
machines, robots, and equipment with varying levels of autonomous and remotely 
controlled capability in the land domain.  

While there is appropriately significant focus on 
automated cars and other vehicles that will be on 
public roads interacting with other road users, they 
do not represent the full extent of the available 
capability or innovation occurring in the land 
domain. óOff-roadô autonomous vehicles and 
systems are already playing an important role in a 
range of industries in Australia and internationally.  

Autonomy is not an óall or nothingô proposition - the 
underlying and complementary technology has 
enabled increasing levels of connectivity and 
automation for some time that are delivering 
significant safety, sustainability, and productivity 
benefits. Autonomy is the sum of a range of 
different technologies, and there are opportunities 
that lie ahead to further explore and build upon the 
different capabilities that they provide.    

This document considers the different types of autonomous vehicles and systems that 
have been used or tested in Australia, and the operational models that support them.  

Context is important. The nature of Australiaôs land environment will have a major 
bearing on the types of autonomous vehicles and systems that will be developed and 
deployed here. As will Australiaôs reliance on imported vehicles, which means that 
international standards and approaches will continue to play an important role.  

The uses and applications of autonomous vehicles and systems are likely to change 
and mature over time.187 To this end, trials have and will continue to play an important 
role in understanding the capability of available technologies. Learnings from these 
trials should inform future regulation. Accordingly, regulation must be developed with 
an anticipatory posture that allows for these ómoving piecesô to form part of an 
integrated regulatory and technological framework. Understanding the different types 
of autonomous vehicles and systems being used now and in the future, in both 
Australia and internationally, will not only give Australia regulatory agility, but ensure 
that its physical and digital infrastructure is future-focussed ï be it testing and 
evaluation and trials, digital systems and C-ITS, and cybersecurity arrangements.   

 

187 Horne, Putland, and Brady, ñRegulating Trusted Autonomous Systems in Australia.ò 

A range of terms are also used to 
describe land-based autonomous 
vehicles and systems, including: 
órobotic vehiclesô, órobotic and 
autonomous systemsô (RAS) or 
órobotic and autonomous systems 
with elements of AIô (RAS-AI); 
autonomous and remotely operated 
vehicles; unmanned ground vehicles 
(UGVs); autonomous ground vehicles 
(AGVs); and automated vehicles.  

These terms reflect the diversity of the 
land domain and the various different 
contexts in which they are used; their 
level of technological readiness; and 
the ómodelsô for underlying systems.  
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Figure 1: SAE J3016 
Taxonomy and definitions 
for terms related to driving 
automation systems for on-
road vehicles 

  

 

Levels of automation: The key to understanding the kinds of automated vehicles and systems being used 
on-road is the Society of Automotive Engineers (SAE) six-level classification to describe levels of driving 
automation  as well as definitions for terms related to driving automation systems for on-road motor vehicles.   

These levels are widely used internationally to provide a common taxonomy for developing policy and 
regulatory responses for on-road automated vehicles. The levels range from óno automationô (level 0), where 
the human driver carries out all the driving tasks, to ófull automationô (level 5), where the ADS carries out all 
the driving tasks. óAutomated vehiclesô generally encompass vehicles with level 3 automation or above that 
have an ADS that allows it to perform the entire dynamic driving task on a sustained basis without human 
input ï distinct from vehicles with automated features to assist a driver to perform the dynamic driving task.   
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Common types of autonomous systems in use  

The uses for autonomous vehicles and systems are diverse. It is useful to consider 
them in the context of where they are operated. For example:  

¶ road vehicles and systems: these include private and commercial cars and 
heavy vehicles, such as trucks, caravans and road trains,   as well as public 
transport vehicles like buses and shuttles,  and  

¶ off-road vehicles and systems: these include specialised commercial 
vehicles and systems, such as those used by Defence, heavy mining 
equipment, agricultural and farming equipment, as well as emergency service 
equipment, and trains used for commercial and public purposes. 

 

Road vehicles and systems ï Public, private, and commercial 

In Australia, substantial regulatory effort has focused on óautomated vehiclesô that are 
going to be used on-road. These are:  
 

vehicles that include an automated driving system (ADS) that is capable of 
monitoring the driving environment and controlling the dynamic driving task 
(steering, acceleration and braking) with limited or no human input.188 

 
Automated vehicles can encompass both heavy vehicles and light vehicles, including 
vehicles based on existing models, with automated functions; new vehicle types with 
automated functions; and aftermarket devices or software upgrades that add 
automated driving functions to existing vehicles.  
 
Transition between automation levels (level 2 to level 3) 
In Australia, there is a ñgrowing number of new cars and trucks sold in Australia already 
include partially automated (level 2 automation)ò that use technologies including 
adaptive cruise control, reversing cameras, pre-collision warning, electronic stability 
control, lane keeping assist and automated emergency braking (level 2).189 While the 
uptake or transitional introduction of ólevel 3ô vehicles has been seen as the ólogicalô 
next step for automated vehicle deployment, with the expectation that they would be 
operational, at least under a transitional arrangement, on Australiaôs roads by 2020, 
this has not manifested.190  

In part, this may be attributed to delays in national and international regulatory 
frameworks providing appropriate arrangements around liability for interaction 
between the ADS and the ófallback-readyô driver. However, manufacturers have also 
expressed concerns about the challenges involved with the human-user interface 
involved with level 3 automated vehicles.191 Given the sophisticated level of driving 
technologies available in level 2 vehicles, it has been suggested that the real óturning 
pointô will be when level 4 vehicles are available.192 
 

 

188 NTC, ñAutomated Vehicle Program Approach.ò 
189 Transport NSW, ñConnected and Automated Vehicles.ò 
190 NTC, ñEstablishing an In-Service Safety Regulatory Regime for Automated Vehicles.ò 
191 Szymkowski, ñAudi Hangs up Hopes for Level 3 Partial Automation System.ò 
192 Stricker et al., ñElectric and Autonomous Vehicles.ò 
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Highly and fully automated vehicles (level 4 and 5 automation) 
There are significant efforts being undertaken by new and existing companies around 
the world to progress level 4 and 5 automation to a stage where it is commercially 
viable. The extent to which this is contingent on national and international regulatory 
frameworks is an important separate discussion. There have been limited 
ócommercially focusedô trials in Australia.193  

While expanding the focus of trials will be important, the Queensland Department of 
Transport and Main Roads/Queensland University of Technology Connected 
and Automated Vehicle Initiative (CAVI) provides an example of a research and 
development focussed approach to trials.    

Overseas, there has been a greater range of trials of automated light vehicles, with a 
focus on ride-hailing service models. A number of large US companies, WaymoOne, 
are leading these trials: for example, WaymoOne has been conducting limited 
operations of level 4 vehicles in Phoenix, Arizona that users can hail via an app. A 
Waymo employee sits in the driverôs seat to provide backup and assistance. At this 
stage, WaymoOneôs self-driving system has accumulated around 16 million km of 
experience on public roads in addition to digital simulated testing.194 These trials have, 
among other things, collected extensive data on safety performance, which may inform 
AI performance benchmarking going forward. 

 

193 NTC, ñLessons Learned from Automated Vehicle Trials in Australia.ò 
194 Templeton, ñWaymo Data Shows Superhuman Safety Record. They Should Deploy Today.ò 

Two key pilots are being undertaken under the auspices of the CAVI:  

¶ the Cooperative and Highly Automated Driving (CHAD) pilot involves testing a 
small number of vehicles with cooperative and automated technologies. This includes 
trialling the ZOE2 research vehicle, a level 4 prototype which allows the automated 
system to be given control within predefined parameters,1 and  

¶ the Ipswich C-ITS pilot, which tests a range of C-ITS technologies fitted to cars and 
road infrastructure.1 

More information on the CAVI is included in the RAS Gateway and in the document below. 
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Table 1: An overview of autonomous systems in the Land domain 

 

195 Department of Main Roads and Transport, ñCooperative and Automated Vehicle Initiative CAVI.ò 

 Connected and cooperative vehicles Light automated vehicles Heavily automated vehicles 

Overview  óConnectedô vehicle technologies will 
precede the commercial deployment of 
automated vehicles on Australian roads, 
and will be critical to their effective 
deployment. Cooperative or óconnectedô 
vehicles are those that can ótalk and 
listenô to each other, roadside 
infrastructure, traffic management 
centres, and other users, using 
cooperative intelligent transport systems 
(C-ITS).195 
 

Major vehicle manufacturers and technology 
companies have stated that they expect that initial 
ADS models (SAE 3 or above) to be commercially 
available to overseas markets between 2020 and 
2022.  This timeline is set out at Figure 2.  When 
they arrive on Australian roads, and what level of 
automation this will involve, is still to be 
determined. (This is considered below at section 
1.3.) 
 

A óheavy vehicleô has a gross vehicle mass (GVM) or 
aggregate trailer mass (ATM) or more than 4.5 tonnes.   

Heavy vehicles include B-double freight trucks, road 
trains, passenger buses and shuttles, caravans, vehicle 
carriers, livestock and other agricultural vehicles, mobile 
cranes and other special purpose vehicles. 

Types of 
technologies 
and vehicles 

Safety technologies such as adaptive 
cruise control, automatic braking and 
digital connectivity with mobile 
telephones and GPS networks forms 
much of the hardware for C-ITS.  
 
Motor vehicle manufacturers have been 
installing C-ITS enabling technologies as 
original equipment in vehicles for some 
time 

Whether they are used in ófleetsô, in ride-sharing 
arrangements, or privately owned, these vehicles 
will increasingly take control of the driving task 
away from human drivers in certain circumstances 
and environments. 

Australia has an 
extensive road freight 
industry, and improving 
safety and productivity 
of trucks in particular 
has been a major focus 
of government, 
regulatory bodies and 
industry in the last two 
decades.  

Increased availability 
and use of ADAS has, 
and will continue to be 
important to improving 
safety, as will 
improvements to digital 
and physical road 
infrastructure.  There 
are divergent views on 
the pathway to 
automated heavy 
vehicles, or what 

The safety, sustainability and 
efficiency benefits of 
automated vehicles offer 
potential to significantly 
enhance public transport 
systems.  

To this end, state and 
territory transport agencies 
have had a particular interest 
trialling automated buses 
and shuttles and it is partly 
for this reason that  these 
kinds of vehicles ï used to 
on short, low complexity 
routes - have dominated 
heavy vehicle trials in 
Australia. These generally 
involve shuttles transporting 
up to 15 passengers, 
travelling at around 25km 
per hour on routes with 
limited other road users. 
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196 Reers, Zoegall, and Desmurs, ñV2X Is Close. Hereôs What Still Needs to Happen.ò 
197 See for example NSW Future Transport Strategy FutureTransportStrategy2056.pdf and Transport for NSW Connected and Autonomous Vehicles Plan 
Connected_and_Automated_Vehicles_Plan_0.pdf; Queensland Department of Transport and Main Roads Cooperative and Automated Vehicle Initiative (CAVI) Cooperative 
and Automated Vehicle Initiative | Transport and motoring | Queensland Government (www.qld.gov.au); South Australia Department of Planning, Transport and Infrastructure 
Future Mobility Lab Driverless Vehicles (dpti.sa.gov.au) 
198 Department of Main Roads and Transport, ñCooperative Intelligence Transport Systems (C-ITS) Pilot.ò 

automation will look like 
in heavy vehicles. 

Regulation 
and 
standards 

Matters to be determined include the 
communication standards that will 
underpin V2X, with two key ñcompeting 
technologiesò under consideration. 
Dedicated Short-Range Communication 
(DSRC), uses decentralised ad-hoc Wi-Fi 
to enable V2V communication. C-V2X 
uses 4G and 5G to communicate with a 
centralised infrastructure; and defining a 
common standard for data sharing and 
security. 196 

State and territory legislation still generally 
requires drivers to keep their hands on the 
steering wheel, and be able to take over, at all 
times; however, all levels of Australian 
government, like most countries around the world, 
are actively working on accreditation and 
assurance pathways for autonomous road 
vehicles.197 

  

Trials  State and territory governments are 
leading C-ITS research to better 
understand the road safety benefits and 
challenges of C-ITS in Australia in a 
diverse set of locations.  

The Queensland Governmentôs CAVI is 
trialling the capabilities of both automated 
and C-ITS vehicle technology, including 
using C-ITS to send and receive 
messages to automatically perform 
corrective tasks. 198 

Similarly, NSW has established the 
Cooperative Intelligent Transport 
Initiative (CITI) to test V2X 
communications in heavy vehicles. This 

Due to the current legal framework, automated 
vehicle operations have occurred under the 
auspices of trial arrangements. In Australia, states 
and territories are responsible for approving trials 
of automated vehicles, although a national 
framework is in place to support consistency.  

In addition to providing financial, infrastructure 
and/ or regulatory support for the conduct of trials, 
responsible agencies within jurisdictions are also 
partnering directly with universities and industry to 
conduct their own trials in areas of interest to 
them. These include trials of vehicle technology, 
as well as cooperative and connected physical 
and digital infrastructure. As at 2020, there had 

To date, there have 
been no trials of 
automated trucks in 
Australia.   

All shuttle trials have used 
safety drivers or chaperones 
who can take back control of 
the vehicle as a condition of 
their trial approval 

  

Under the NSW Government 
Connected and Automated 
Vehicles Plan, TfNSW and 
the University of Sydney are 
conducting trials of 
automated shuttles ï the 
level 4 electric Navya and 
Easy Mile EZ10 - carrying up 
to 15 passengers at Sydney 

file:///C:/Users/clare/Downloads/FutureTransportStrategy2056.pdf
file:///C:/Users/clare/Downloads/Connected_and_Automated_Vehicles_Plan_0.pdf
https://www.qld.gov.au/transport/projects/cavi/cavi-project
https://www.qld.gov.au/transport/projects/cavi/cavi-project
https://www.dpti.sa.gov.au/driverlessvehicles


Trusted Autonomous Systems  Land Domain 

 

 

199 Transport NSW, ñCooperative Intelligence Transport Initiative (CITI).ò 
200 Productivity Commission, ñNational Transport Regulatory Reform: Productivity Commission Inquiry Report.ò 
201 NTC, ñLessons Learned from Automated Vehicle Trials in Australia.ò 

has seen C-ITS devices fitted to trucks, 
buses, light vehicles, motorcycles, traffic 
signal sites, and roadside units.199  
 
Transport for NSW has also partnered 
with Cubic Transportation Systems to 
develop an Intelligent Congestion 
Management Program, designed to 
enhance Sydneyôs ability to manage its 
roads and public transport system. 
Among other things, this will allow for 
auto-generated congestion alerts that 
allows transport system operators to 
make decisions based on real-time data 
and predictive analytics. 200  

been 32 trials of automated vehicles in 
Australia:201   

¶ number of trials: twenty-two trials have 
involved automated shuttle buses, two 
trials have involved automated pods, six 
trials have involved an automated car, 
one trial has involved a research vehicle, 
and one trial has involved an automated 
ute 

¶ trial locations: trials have taken place in 
every state and territory  

¶ trial features: automated vehicles have 
been tested as ófirst- and last-mile 
solutionsô, operated around 
pedestrianised precincts such as 
waterfronts and campuses, and to 
understand their capability in different 
environments such as CBDs, regional 
roads and urban motorways  

Olympic Park, Armidale and 
Coffs Harbour. 

 

RACQ, a Queensland 
insurer, is running a Smart 
Shuttle program that 
involves a series of phased 
trials over five years at a 
number of locations around 
Queensland. RACQ is 
partnering with different local 
governments in undertaking 
these trials. The Smart 
Shuttle trials also use a level 
4 Easy Mile EZ10 and 
transports up to 12 
passengers.   
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Off-road vehicles and systems 

While automated on-road vehicles are comprised of cars, trucks, buses and shuttles, 
there is greater diversity in their off-road counterparts. The kinds of autonomous 
vehicles and systems used in the off-road space are influenced by a number of factors, 
including commercial drivers and the different regulatory structures that apply to on 
and off-road vehicles.  

Unmanned ground vehicles 
The terms óAGVô and óUGVô usefully capture a range of different off-road vehicles and 
systems,  which broadly are robotic systems that operate on land without a human 
operator, and may be designed specifically as UGVs or based on an existing 
ótraditionalô land vehicle. Some UGVs allow users to choose between manned and 
unmanned operations, or can be remote controlled.  

Depending on what they are used for, key characteristics of UGVs and AGVs include:  

¶ wireless communications required to operate UGVs remotely, as well as to 
relay video footage and sensor data. This may be done by radio frequency 
communications, satellite links, or wireless fibreoptic 

¶ LIDAR sensors, combined with inertial navigation systems and vehicle 
odometry for accurate navigation. Mission-specific sensors and payloads 
include RGS and thermal cameras, manipulator arms, chemical and explosive 
sensors, and weapons systems, and  

¶  for military purposes, equipment carrying, explosive ordnance disposal, 
forward reconnaissance, mobile weapons platforms and capabilities for 
manned and unmanned teaming.202  

 

Enabling technologies like LIDAR will be crucial to the safe operation of both 
automated vehicles, AGVs and UGVs.203   

Mining: Mining operations have been using autonomous vehicles and systems on 
mine sites for more than a decade now. These are usually on private land, roads and 
rail lines. Autonomous vehicles and systems in the mining industry include haul trucks, 
drill rigs,  loaders, underground load-haul-dump (LHD) units, dozers, continuous 
miners feeding trucks or conveyor systems, mobile crushing plants, haulage trains, 
loading and unloading applications.204 These systems generally operate in a ósafety by 
separationô arrangement where humans are physically separated from automated 
equipment operational areas.205 Automation in mining operations can also be 
categorised by the type of mining operation undertaken, which may be surface or 
underground, and the material extracted.  

Agriculture: Agricultural and farming operations increasingly include extensive uses of 
autonomous vehicles and systems. Smaller scale óagribotsô allow the precise delivery 
of agricultural materials in conditions where broad-based farming may consume 
scarce resources unnecessarily. For example, the use of agribots and automated 
weed detection allows the precise delivery of chemicals onto weeds and requires far 

 

202 AAUS, ñAustralian Association for Uncrewed Systems.ò 
203 ñAustralian Lidar Firm Baraja Raises $31 Mln in Funding | Reuters.ò 
204 Department of Mines and Petroleum, ñCode of Practice: Safe Mobile Autonomous Mining in Western 
Australia.ò 
205 Corke et al., ñMining Robotics.ò 
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less material than would be used with traditional weed spraying where every plant is 
treated, including weeds.206 Other uses include planting, precision watering, growth 
monitoring, precision fertiliser application, remote farm monitoring, harvesting, baling 
and quality control.  

Emergency service vehicles and systems: Autonomous emergency and essential 
service response robotics include UGVs are used by diverse emergency services, 
such as police services, fire services, and disaster relief, and operate either exclusively 
off-road or with some on-road operational component. Increasingly, these 
organisations are operating in complex environments where risks to humans are high. 
This has driven the development of a range of different autonomous, robotic and 
unmanned systems, including land policing robots, bomb disposal equipment, 
deployable automated firefighting devices and rescue robots.  

 

Rail 
The regulatory framework for rail in Australia does not impose barriers to the 
automation of trains, and automated trains are now being used in a range of different 
settings, including for commercial purposes, such as mining, and for public transport. 
In 2018, Rio Tinto established the first automated heavy-haul long distance rail 
network in the world in the Pilbara in 2018, and in NSW, the Sydney Metro driverless 
passenger trains have commenced operations.207  

 

  

 

206 ñAutonomous Tractors and Self-Driving Farm Equipmentò; ñThe Future of Farming Technology | John 
Deere.ò 
207 Productivity Commission, ñNational Transport Regulatory Reform: Productivity Commission Inquiry 
Report.ò 
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Defence  

Defence has and will continue to be an important user of 
a variety of autonomous vehicles and systems, and its 
operations traverse on and off-road operations. 
Automation may be of a vehicle, used to transport 
something, or of a weapon, or of an entire system such 
as an automated defence network. Specific applications 
of land-based autonomy in defence include mobile, fixed, 
and loitering autonomous platforms:  

¶ loitering land-based platforms include ground 
launched defensive ordinance and 
reconnaissance along with more traditional 
automatic defensive systems such as mines and 
passive detection 

¶ fixed autonomous platforms may include 
automated radar installations, robotic sentry, and 
some fixed communications equipment,208 and  

¶ mobile automated and UGV systems may include 
larger armoured vehicles, such as logistics 
vehicles, mobile gun platforms, mobile air defence 
systems, 209 electronic warfare systems, 210 
personnel carriers,211 and close in weapon 
systems,212 whereas smaller RAS and UGVs can 
take a range of other forms.213  

 
Autonomous robotic systems may be wheeled,214 
tracked, legged, or may use alternate forms of 
locomotion.215 Increasingly the use of bio-mimetics is 
being integrated into smaller systems to avoid detection 
by potential adversaries.216 In Australia, defence primes 
are also involved in development of smaller autonomous 
or automated systems, including in partnership with 
smaller firms. An example of this collaboration on the 
development of a prototype UGV to be used for counter 
IED activities is included below.  

 

208 Rafael, ñThor.ò 
209 Thales, ñAdvanced Air Defence | Thales Groupò; Rheinmetall, ñRheinmetall Defence - Stationary Air 
Defence.ò 
210 US CRS, ñGround Electronic Warfare: Background and Issues for Congress.ò 
211 BAE Systems, ñAutonomy Pivotal for a Future Ready Australian Army.ò 
212 Army Recognition, ñC-RAM Centurion Land-Based Weapon System Phalanx Data Fact Sheet.ò 
213 ñMAARS Weaponized Robot.ò 
214 Green Car Congress, ñRheinmetall Partners with DST, CSIRO, QUT and RMIT to Develop New 
Automated Military Vehicle Capability.ò 
215 Xiaohan et al., ñPaper-Based Pneumatic Locomotive Robot with Sticky Actuatorô MATEC Web of 
Conferences.ò 
216 However, these are often remotely operated rather than autonomous. See, Military by Nature 
Biomimetic Inspiration for Future Armies 

MUSKITO UGV 

WHO: Downer Defence Systems 
awarded $3m through Defence 
Innovation Hub to partner with other 
firms to develop the Muskito prototype 
and technology demonstration for 
Defence. Muskito is based on US 
made HDT Hunter Wolf, a six wheeled 
vehicle developed for the US military 

WHAT: Muskito is an integrated 
counter IED concept, using aerial and 
ground-based autonomous systems 
and machine learning to detect threats 
above and below ground. Information 
drawn from sensors is displayed on a 
visual interface to support the 
commanderôs decision-making 

PURPOSE: route clearance (including 
searching for buried mines and IEDs) a 
serious change - UGVs can be used for 
route clearing rather than soldiers on 
foot clearing mines with mine detectors 

SPECIFICATIONS: equipped with 
ground penetrating radar, day and 
night cameras, onboard quadcopter 
drone, and able to go out on its own to 
survey the roads for buried mines or 
IEDs 

TESTING AND EVALUATION: 
Muskito undergoing trials at EPE 
MILTECS facility  

LEVEL OF AUTONOMY: initially 
intended for semi-autonomous 
operations under guidance of operator, 
will eventually be capable of going out 
on its own to scan and map particular 
route  

 

Figure 2: Muskito UGV prototype 
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Common operational models for systems 

Given the diverse kinds of autonomous vehicles and systems, there is an equally 
varied range of models that support their operation. This is a reflection of a number of 
factors: that the technology is continuing to evolve, as is the way it will be 
commercialised, and that there is a need for óoptionalityô in the operational models to 
adhere to regulation now and in the future.  

The term óautonomousô is used broadly in relation to vessels, vehicles, and aircraft 
with elements of autonomy. However, this encompasses a broad spectrum of 
capability, with remote controlled and partly autonomous operations on the one end 
continuing to play an important role; while use of advanced AI and machine learning 
underpinning full autonomy on the other end continuing to inform trials and testing 
around the world. In the off-road sector, there are a range of different taxonomies and 
structures for considering levels of automation. For example, the ADFôs Concept for 
Robotic and Autonomous Systems report217 includes one possible ócategorisation 
modelô for considering autonomous systems that can be broadly applied. It 
distinguishes between two ócontextsô ï ótechnicalô and ócontrolô ï and highlights the 
graduating spectrum of levels of autonomy.  

It is against these structures that current operational models can be considered: 
ñapplications such as mining, freight handling and rail offer relatively immediate scope 
for the adoption of autonomous transport technologies.ò218 These industries have 
already been using increasing levels of automation for some time, and generally lend 
themselves to óhuman on the loopô operations.  By contrast, ñfully autonomous heavy 
vehicles on public roads are potentially many decades from implementation due to the 
technology, the state of infrastructure, social acceptability and regulatory 
impedimentsò.219  

Meanwhile, Defence is chiefly considering how to incorporate RAS into Defence 
capability: that is, to enhance, augment or replace existing capability. This is informing 
a range of different operational models and may require a ñnew Future Joint Operating 
Concept (FJOC)ò to determine what changes Defence should make to the way it 
conducts operations.220  

Operational models - automated vehicles  
The National Transport Commission (NTC) has predicted that there are two major 
markets for automated cars: vehicles privately owned by a household, and a market 
for rides (for example, taxis, rideshare or public bus services).221    

In Australia, trials have centred around buses and shuttles, with automated car trials 
limited to government programs where the vehicle in question has served more of a 
óresearch platformô where different kinds of operation are tested, but without a view to 
necessarily being incorporated into a particular model of operation.  

As noted above, Australian trials have focussed on level 3 (conditional automation) 
and level 4 (high automation), with most involving a human operator as a condition of 
the trial approval. Proposed regulatory arrangements include arrangements to provide 

 

217 Department of Defence, ñADF Concept for Future Robotics and Autonomous Systems.ò 
218 Horne, Putland, and Brady, ñRegulating Trusted Autonomous Systems in Australia.ò 
219 Productivity Commission, ñNational Transport Regulatory Reform: Productivity Commission Inquiry 
Report.ò 
220 Department of Defence, ñADF Concept for Future Robotics and Autonomous Systems.ò 
221 NTC, ñDecision Regulation Impact Statement: In-Service Safety for Automated Vehicles.ò 
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for a óhuman on the loopô through remote controlled operation of automated vehicles, 
as well as the use of a ófallback ready userô who can take back control of certain 
elements of the dynamic driving task in a level 3 automated vehicle.  

 

Key issues   

There are a range of issues that are important to understanding the operational models 
that are, can or may be employed by on and off-road vehicles. 

 

Levels of autonomy 
The levels of autonomy present in vehicles and systems across the domain are varied, 
and dependent on the context in which they are being used. In the Defence space, 
UGVs and AGVs being developed involve a graduating level of autonomy that 
provides the user with optionality, from remote control, óoptionally mannedô vehicles, 
through to autonomous operations.  Using the example of counter-IED route clearance 
vehicles within Defence, which replace humans in searching for underground mines 
and IEDs, remote controlled route clearance has been available for some time.222  
 
However, Defence is partnering with industry to identify how to shift to partly and fully 
autonomous route clearance vehicles. óLeader-followerô convoy models whereby one 
manned vehicle followed by unmanned vehicles have also been trialled in both the 
Australian Army and overseas. In the shorter term, AI tools will be key to decision 
support, with machines able to rapidly analyse huge volumes of data, see patterns 
and make observations and recommendations.223 
 

Digital infrastructure  
Spectrum management is key to all areas of automation given the extent to which 
autonomous systems rely on technologies that transmit and receive huge amounts of 
data when operating.224 This will be important to facilitating a range of autonomous 
operations; from remote operation centres (ROCs) that allow humans to control, 
supervise or monitor autonomous operations, to C-ITS infrastructure; to 
interoperability between vehicles and systems. Equally, it has been pointed out that in 
military and mining contexts, connected vehicle technology will still be important; 
however, given the complex and unstructured environments in which they operate, 
there has and will demand for UGVs and AGVs that are enabled with technologies 
that allow operations in GPS-denied environments (for example, indoor and 
underground).225  

 

User interface  

 

222 Downer, ñDowner Awarded Defence Innovation Hub Contract for Muskito.ò 
223 Australian Army, ñRobotic & Autonomous Systems Strategy.ò 
224 Spectrum is allocated in Australia by ACMA under the Australian Radiofrequency Spectrum Plan 
2017 (the Spectrum Plan), which divides the Australian radiofrequency spectrum into a number of 
frequency bands and specifies the general purposes for which the bands may be used. 
225 ASI Robots, ñAutonomous Solutions, Inc (ASI) Offers GPS Denied Navigation Solution for Indoor 
and Outdoor Applications | ASI.ò 
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This will feed to into broader consideration of the overarching digital architecture for 
autonomous systems within Defence, and integration with soldier systems for 
operating them within the field. As operational models continue to develop, the user 
interfaces that reduce the need for user training and share information in an accessible 
manner will be important. For example, in the Defence context, this has manifested in 
the development of a ócommonô or óuniversalô controller that will allow soldiers to control 
a range of different autonomous systems and is central to interoperability and human 
machine teaming.226  

 

Human-machine teaming and interoperability  
The concept of  ñRevolution in Military Affairsò (RMA) is the development of ñswarmsò. 
That is, the combination of multiple unmanned systems, of the same or different type, 
to execute a mission to overwhelm enemy defences.227 Swarming and interoperability 
between a range of different applications clearly has value in complex, unstructured 
environments that confront military forces and emergency services authorities. 
ñGenerating mass and scalable effects through human machine teamingò is one of five 
key fields Army has identified as wanting to use technologies to gain advantage in 
immediate or intermediate future, noting that ñteaming humans with RAS machines 
can significantly increase combat effect and mass without the need to grow the human 
workforceò.228  

 

Shift to machine learning  
Broadly, autonomous vehicles and systems make decisions based on data gathered 
by vehicleôs different sensors and cameras, which is then collected and interpreted by 
the driving system. This is already a feature of ADAS within cars now. Accordingly, a 
key issue for the safe and effective deployment of autonomous vehicles and systems 
is to ensure that objects are correctly classified through perception and understanding 
based on sensor and camera data.229 Through improved and more generalised training 
of machine learning models, driving systems can improve perception and identify 
objects with greater accuracy. Training the system by giving it more varied inputs on 
the key parameters on which it makes decisions will help to better validate data and 
ensure that what it is being trained on is representative of as many real scenarios as 
possible.  Accordingly, both simulated and real-life trials, testing and evaluation, based 
on close collaboration between private firms with different elements of expertise in 
relation to AI and machine learning, will be key.  

Limitations and challenges for technology  

Autonomous systems, the underlying technology, and the way that they are used, are 
continuing to evolve. In this process limitations and challenges will be identified, 
particularly as potential use cases expand and expectations for the performance and 
capability of autonomous systems increase (for example, the level of performance 
required in a combat scenario may be higher than in a civilian context).  

 

226 EPE, ñQ&A: EPE and Defence Connect | EPE.ò 
227 Army Technology, ñUnmanned Ground Vehicles: Technology Trends.ò 
228 Australian Army, ñRobotic & Autonomous Systems Strategy.ò 
229 Australian Army. 
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However, it is important to building and maintaining trust in autonomous systems that 
there is a clear understanding of how these óshortcomingsô will be mitigated or 
overcome. Limitations and challenges can be considered in technical and non-
technical terms ï that is, those operational issues associated directly with individual 
vessel systems and sub-systems on the one hand, and overarching strategic, 
regulatory, commercial and infrastructure issues that may impede or hamper the use 
of autonomous vessels and systems in more complex or dynamic scenarios.   

While this section does not provide ósolutionsô to overcoming these challenges and 
limitations, the themes that are pursued throughout this work ï collaborative 
partnerships between key stakeholders, the need to strengthen testing and evaluation 
facilities and methodologies, investment in digital infrastructure that provides for 
sophisticated vessel monitoring and management, the increasing role of remote 
operations centres, enhanced understanding of AI and complementary technologies, 
and the imperative to create regulation and funding frameworks to drive industry 
certainty for investment and innovation ï will be key.230   

 

Technical and operational  

Some of the limitations and challenges associated with autonomous vehicles and 
systems are discussed above.  

In both the on and off-road sub-domains, technical and operational challenges can be 
contextualised in terms of their desired or intended use, or level of autonomy. Complex 
autonomous and robotic systems comprise a number of sub-systems that are each 
critical to their overall capability. Each of these are critical to ensuring the effective and 
reliable performance of autonomous vehicles. Given these considerations, there are 
a range of specific limitations associated with autonomous vessels and systems, 
including:  

¶ cybersecurity: enhancements to cybersecurity arrangements will be essential 
to expanded use of autonomous vehicles in both the on and off-road sectors. 
ñ(A)lgorithms and data are areas of critical vulnerabilityò for all autonomous 
systems and ñmust be secured from external interferenceò.231 Clearly, the ability 
for automated vehicles to be óhijackedô to commit crimes must be guarded 
against in order for them to be deployed on public roads; while Defence has 
noted that it requires the ability to securely store and disseminate data for use 
by RAS as a precondition to its implementation.232 Currently, the imperative to 
do this is on individual firms and operators to ensure, which does not 
necessarily provide for secure interoperability or large-scale deployment 

¶ weather, traffic, and road conditions: to date, research and data analysis 
shows that variables in the vehicleôs operational area may have important 
impacts on the effective operation of the vehicle and its systems, including 
LIDAR, GPS, and cameras. These highlight the need for testing of automated 
vehicles in particular in a range of different and more complex environments to 
provide confidence in their ability to respond consistently and safely to varying 
conditions. Additionally, the óuniqueô nature of Australian road infrastructure 

 

230 OôBrien, ñKey Advantages and Disadvantages of Ship Autonomy - SAFETY4SEA.ò 
231 Maritime Journal, ñOvercoming the Challenges of Autonomous Vessels.ò 
232 Department of Defence, ñADF Concept for Future Robotics and Autonomous Systems.ò 
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(such as road camber) will necessitate the development of software systems 
that cater specifically for the Australian market. This may slow investment in 
autonomous heavy vehicles or trucks in particular, given that the potential 
benefits of autonomous road freight vehicles is dependent on them being able 
to travel long haul freight routes on a variety of different roads233 234 

¶ power and energy: the progression of autonomous vehicles will be closely 
linked to investment and improvement in electric and hydrogen vehicles, battery 
storage, and associated physical and digital infrastructure. 235 Autonomous 
vehicles must have sufficient power resources to operate effectively and run 
their sensors and subsystems for prolonged periods of time. In the on-road 
environment, this means that sufficient energy is required to power air-
conditioning and entertainment; while in an off-road environment, power may 
be required for electronic devices carried by soldiers.236 Smaller UGVs have 
limited space available and have to accommodate a variety of sensors such as 
ña day camera, Infra-Red camera, GPS, telecommunications, navigation, and 
steering systemsò.237 Another factor that will influence the size of a RAS 
capability and how it will be used is the provision of power including for 
propulsion, which in turn is reliant on power density, endurance of batteries and 
alternative fuel sources. For example, the Australian Army RAS Strategy 
provides that example that a small ISR robot should ñrun near silent with long 
endurance whereas a larger fire support platform or ótrusted wingmanô RAS may 
use a hybrid solutionò.  In the future, the demand for power will increase 
significantly and future platforms must be enabled to provide power to the 
multitude of deployed systems.238   

o The successful take-up and use of autonomous electric and hydrogen 
vehicles will also hinge on the availability of appropriate charging 
infrastructure. Charging infrastructure will need to structure to support a 
variety of models and uses for autonomous vehicles, requiring 
collaboration between road managers, electricity network operators, 
vehicle manufacturers, and technology companies. Data sharing will be 
critical to ensuring that these parties can prepare for trends in energy 
demand.239 

 

233 Zang et al., ñThe Impact of Adverse Weather Conditions on Autonomous Vehicles.ò 
234 See also IEEE P2846 ï Assumptions for Models in Safety-Related Automated Vehicle Behaviour. 
235 Marshall, ñThe Intersection Between Self-Driving Cars and Electric Cars | WIREDò; Stricker et al., 
ñElectric and Autonomous Vehicles.ò 
236 Army Technology, ñUnmanned Ground Vehicles: Technology Trends.ò 
237 Army Technology. 
238 Department of Defence, ñADF Concept for Future Robotics and Autonomous Systems.ò 
239 Stricker et al., ñElectric and Autonomous Vehicles.ò 
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¶ sensor technology: sensors generally constitute the perception system of an 
autonomous vehicle and has to detect all obstacles and identify them. While 
they are critical to the future of autonomous vehicles, sensor technology is still 
in its relatively formative stages, although it is being tested extensively in both 
on and off-road vehicles. There are two key ways that perception system can 
create errors: false negatives, or blind spots, and false positives, or identifying 
ghost objects. LIDAR technology is the standard anti-collision system for 
autonomous vehicles, and increasingly, it is being used in robotics. However, 
LIDAR sensors have been described as ñboth bulky and expensiveò.240 These 
issues will need to be addressed for level 4 and level 5 vehicles to be 
commercially viable and operationally practicable, particularly in complex 
military or emergency environments where there is an impetus for smaller, 
nimble UGVs.241  

 

  

 

240 Koetsier, ñLidar CEO: Elon Musk Made The Right Choice 5 Years Ago ... Not Today.ò 
241 Sensor fusion, whereby multiple sensors ócoordinate informationô, and silicon photonics technology, 
whereby data is transferred among computer chips by lasers rather than electrical conductors, can 
reduce the size and cost of LIDAR systems 

FORD: Ford plans to transition to battery-electric self-driving cars in the longer term. 
However, its testing shows that more than 50 percent of a battery-electric vehicleôs 
range would be used by the computing power demanded by self-driving software 
alone.  Ford also believes that the fast charging required to run a fleet of self-driving 
cars would degrade the electric battery too quickly. Additionally, time spent charging 
electric vehicles is time that could be otherwise spent transporting paying 
passengers. This highlights the intersection between technological challenges and 
commercial challenges. 
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Defence context  

Like Navy, Army may be described as in an ñexperimentalò or ñevolutionaryò phase 
with autonomous vessels and systems.242 While autonomous systems will play ñcritical 
rolesò for future land warfare, they must first become ñtrusted assetsò that ñcomplement 
the organisational culture and existing capabilityò of the Defence Force.243 The Army 
RAS Strategy states that  

(u)sers must be able to trust that RAS capabilities will function as intended, not 
behave unexpectedly, can operate in contested and congested environments, 
and can operate when there is limited network availability. This includes the 
ability to continue to operate or shut down at times where there is no network 
and where a human has no back up controls.  

 
According to the RAS Strategy, this will require: 

¶ an open and extensible communications architecture 

¶ RAS capabilities that are ñflexible and adaptable to changes in the 
communication environment (whether degraded or denied)ò, and a wide 
range of platforms that can connect to the network, and  

¶ adept use of AI. Without it, ñRAS will reach autonomous limits quicklyò and 
remain ñremote controlled and automatic at bestò.244  

 
This provides a useful lens through which to consider the challenges and limitations 
of autonomous technology set out aboveï the issue may be less with the technical 
capability of individual systems and sub-systems, and more with the overarching 
infrastructure needed to support integration and interoperability. That is, while 
ñrobotics control systems are becoming more capableé the user or organisation may 
not be prepared for their effective integration and employmentò.245 For example: 
detection of threat objects integration has become a serious challenge in defence and 
national security environments. Individual sensor systems used to detect different 
aspects of these threat objects through a variety of sensor technology, including 
acoustic, chemical, electromagnetic, hyper-spectral have been incorporated into multi-
sensor platforms with human operators.  In these systems, human operators must 
correctly identify the nature of the threat objects based on multiple individual sensor 
outputs and then choose appropriate course of action. Due to the complexity of this 
task, there is need for intelligent decision-support systems to assist human operators 
to make decisions based on all available data sources.246 Again, Defence is still 
considering how to effectively use decision support systems in conjunction with 
autonomous technology. 

This focus on greater integration and interoperability sees Defence increasingly 
interested in is a common data exchange format structure based on a non-proprietary 
or óagnosticô framework that allows for cooperative arrangements in which different 
countries systems can leave and join. The Armyôs Robotics and Autonomous Systems 
Implementation Office (RICO) is already working with the Land Network Integration 

 

242 Abeynayake, C., ñDecision Support System Architecture for Threat Object Detection in Defence 
Environments.ò 
243 Keane and Joiner, ñExperimental Test and Evaluation of Autonomous Underwater Vehicles.ò 
244 Department of Defence, ñADF Concept for Future Robotics and Autonomous Systems.ò 
245 Department of Defence. 
246 Abeynayake, C., ñDecision Support System Architecture for Threat Object Detection in Defence 
Environments.ò 
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Centre (LNIC) to develop the structure of a higher level Generic RAS Architecture 
(GRASA).  

 

Other issues  

Clearly, there are a range of challenges and limitations associated with autonomous 
vessels and systems. These should not be seen as insurmountable; and there are 
advanced efforts across a range of areas to enhance the performance of autonomous 
systems and underlying technologies. Autonomous systems are the ósum of many 
partsô in that they are comprised of and driven by a range of different technologies and 
infrastructure. It will be important to avoid ósilo-ingô in these efforts ï that is, addressing 
particular technical or operational challenges in a piecemeal manner. This highlights 
the importance of cohesive strategic approaches to regulation, funding, infrastructure, 
research, testing and evaluation to ensure consistency, certainty and innovation and 
investment. 
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Case studies 

Four case studies have been prepared to illustrate the information provided in this 
section, and to deep dive into specific areas of interest. A summary of these case 
studies is included below. The case studies are: 

¶ United States Armed Forces: Approach to autonomous systems and associated 
technologies 

¶ Australian Army and Robotics and Autonomous Systems Coordination Office 
(RICO) 

¶ Australian firm EPE, an example of SMEs engaged in RASAI for Defence and 
civilian environments 

¶ Queensland Cooperative and Automated Vehicle Institute (CAVI), Part 1 
 

Comparative study: United States Armed Forces: Approach to 
autonomous systems and associated technologies 

This comparative study examines the United States 
Armed Forceôs approach to the development and use of 
autonomous systems and associated technologies, 
noting its importance to informing and shaping 
Australiaôs military direction when it comes to autonomy.  

The use, application and investment in autonomous 
vessels and systems by military forces is likely to be an 
important driver of technological advances going forward. 
In its Joint Concept for Robotic and Autonomous Systems 
released in 2020, the Australian Defence Force identified 
that it must be able to:  

integrate robotic and autonomous systems with 
major platforms and be interoperable with selected 
allies. A common control architecture for RAS that 
is interoperable with allies will allow Australia to 
share its RAS with partners and also allow us to 
utilise the RAS of allies.247   

Accordingly, it is useful to examine and understand the technology that international 
defence forces are investing in and planning for around the world ï specifically, the 
United States of America. As Australiaôs key military ally,  the approach that the United 
States Armed Forces, including the US Army, is taking to investment in autonomous 
technologies in this respect will carry significant implications for Australia in the 
medium and long term. However, it is also instructive to consider the strategic posture 
that the US has taken to the challenge of modernisation more broadly, and how this 
facilitates the órapidô integration of new technologies into the battlefield environment. 
Examination of Australian Armyôs approach to land-based autonomy (and 
interoperability with other domains) is contained in a separate case study below. 

Context: The US Army Robotic and Autonomous Systems Strategy (RAS strategy) 
follows the US National Military Strategy. identifies three key challenges ï increased 

 

247 Australian Defence Force (2020) Concept for Robotic and Autonomous Systems   

The US Army Robotic and 
Autonomous Systems Strategy 
(RAS strategy) follows the US 
National Military Strategy. 
identifies three key challenges ï 
increased speed of adversary 
actions, including greater standoff 
distances; increased use of RAS 
by adversaries; increased 
congestion in dense urban 
environments where 
communications s will be 
stretched to breaking point. The 
RAS Strategy proposes to counter 
this, or óovermatchô adversaries 
through five capability objectives 
to guide technology development 
and employment of UGVs and 
UAS. 
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speed of adversary actions, including greater standoff distances; increased use of 
RAS by adversaries; increased congestion in dense urban environments where 
communications s will be stretched to breaking point. The RAS Strategy proposes to 
counter this, or óovermatchô adversaries through five capability objectives to guide 
technology development and employment of UGVs and UAS:248 

1. Increased situational awareness: complex terrain and enemy 

countermeasures limit soldiersô abilities to see and fight at the battalion level 

and below. Advancements in RAS allow for persistent surveillance and 

reconnaissance over wide areas, often going where manned systems cannot, 

thereby increasing standoff distances, survivability and reaction time for 

commanders 

2. Lighten soldiersô physical and cognitive workloads: excessive equipment 

requirements reduce stamina and endurance. Autonomous systems lighten 

equipment loads and increase Soldier speed, mobility, stamina and 

effectiveness. Vast amounts of information overload leadersô ability to make 

decisions. RAS facilitate mission command by collecting, organizing, and 

prioritizing data to facilitate decision-making as well as improving tactical 

mobility while reducing cyber, electronic, and physical signatures 

3. Sustain the force with increased distribution, throughput and efficiency: 

logistics distribution is resource intensive. Soldiers and teams become 

vulnerable at the end of extended supply lines. Air and ground unmanned 

systems and autonomy-based capabilities enhance logistics at every stage of 

supply movement to the most forward tactical resupply points. RAS move 

materiel to the most urgent points of need and provide options for Army 

logistics distribution to the warfighter 

4. Facilitate movement and manoeuvre: ground combat forces will need to be 

capable of outmanoeuvring adversaries physically and cognitively in all 

domains. Through credible forward presence and resilient battle formations, 

future ground forces integrate and synchronize joint, interorganizational, and 

multinational capabilities to create temporary windows of superiority across 

multiple domains; seize, retain, and exploit the initiative; and achieve military 

objectives. Investments in Anti-Access/Area Denial (A2AD) capabilities allows 

future enemies to engage Army forces earlier and at greater distances. In 

addition, adversaries will look to emplace obstacles to threaten movement and 

maneuver across extended avenues of advance. As a counter, Army forces 

employ RAS to extend the depth of the area of operations and to provide 

responses to enemy action. RAS expand the time and space at which Army 

forces can operate and improve the ability to overcome obstacles 

5. Protect the force: the congested and contested future operational 

environment (OE) increases Soldiersô exposure to hazardous situations. RAS 

technologies will enhance Soldiersô survivability by providing greater 

 

248 United States Army (2017) Robotics and Autonomous Systems Strategy See also Uppal, R, ñĐS 
Armyôs Robotic and autonomous systems (RAS) strategy for gaining overmatch in future high intensity 
conflictsò International Defence, Security & Technology In, 9 March 2021 
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standoff distance from enemy formations, rockets, artillery, and mortars as well 

as placing less Soldiers at risk during convoy operations 

Key horizons in relation to the achievement of these priorities include:  

¶ near term 2017-2020: increase situational awareness and lighten soldierôs 

physical load 

¶ mid term 2021-2030: priority to improve sustainment and soldier protection with 

automated convoy operations, will transfer to many other future intiaitves such 

as unmanned combat vehicles, and  

¶ far term 2031-2040:  priority is to facilitate manoeuvre with unmanned combat 

vehicles, which will increase capabilities within brigade combat teams. 249 

The  RAS Strategy also supports the Army Strategy and Army Modernisation Strategy 
which identify six key strategic priorities for ñgenerating irreversible momentumò: long 
range precision fires, next generation combat vehicles, next generation combat 
vehicles, future vertical lift, network, air and missile defence and soldier lethality. 250 

Strategy execution: The RAS strategy states that to achieve the identified 
capabilities, Army ñmust invest now and adjust transformation priorities to achieve 
specific goals over the next 25 yearsò.251 Over the next two decades, technological 
advancements across autonomy, AI and common control will be key to the fast and 
cost effective achievement of RAS capability objectives.252  Common control is a key 
concept that will be key to interoperability not only between different systems, and 
applications, but also between different countries. To this end, the Army is prioritising 
the development of a Common Operating Environment (COE) that ñestablishes a 
common foundation of shared components across key systems which make them 
interoperable óout of the boxôò essentially ñputting integration firstò and ñensuring that 
Soldiers can share information across systems and echelons to get the right data at 
the right place at the right timeò that support mission command and simplify the 
network. 253 The COE may be usefully understood as a ñplaybook for how Army IT 
products are built and deployedò and provides standards to unite existing programs 
and new technologies on a common software foundation, simplifying development, 
integration, training, and sustainment. In addition to advancements of autonomy, AI 
and common control, the RAS Strategy also identifies that Army requires 
government-owned architecture, interoperability, common platforms, and 
modular payloads as necessary additional software and hardware. 254 

Key army structures: A key part of the Armyôs approach to RAS and modernisation 
has been to ensure that its organisational structure and funding supports the delivery 
of the identified priorities. This has included:  

¶ establishing an Army Futures Command (AFC) that sits over a number of  

Cross-Functional Teams (CFT) and is designed to ñbring unity of effort to the 

future force development processò.255 Cross-Functional Teams (CFT) ensure 

 

249 United States Army (2017) Robotics and Autonomous Systems Strategy 
250 United States Army (2019) Army modernization strategy: Investing in the future  
251 United States Army (2017) Robotics and Autonomous Systems Strategy 
252 United States Army (2017)  
253 United States Army (2017)  
254 United States Army (2017)  
255 Army Futures Command, Cross Functional Teams Army Futures Command 
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that persons with the right capabilities are involved in projects from the 

conceptualisation phase so that the CFTs can ñalign requirements developers 

with acquisition experts and representatives from the testing, logistics, science 

and technology, and other communitiesò.256 This operates to reduce the time 

span from ñidentification of a capability gap to prototype testing and operational 

experimentationò.257 The US Army Ground Vehicle Systems Centre (GVSC) 

(formerly Tank Automotive Research Centre or TARDEC) is a subordinate 

command of the AFC and serves as the US Armed Forces research and 

development facility for advanced technology in ground systems, and  

¶ establishing Project Convergence to ñaggressively pursue an Artificial 

Intelligence and machine-learning enabled battlefield management systemò. 258 

lt ensures that the Army, as part of the Joint fight, can rapidly and continuously 

integrate or "converge" effects across all domains - air, land, sea, space, and 

cyberspace - to overmatch its adversaries in competition and conflict.259 Project 

Convergence is designed around five core elements: people, weapons 

systems, command and control, information, and terrain.260 

More broadly across the US Armed Forces:  

¶ the US Department of Defence (DoD) aims to field a Joint Force architecture 

by 2030 that will fully integrate robotic and automated systems, supplementing 

and augmenting manned systems and forces in an attempt to counter threats 

from adversaries across multiple domains, 261and  

¶ the Defense Advancement Research Projects Agency (DARPA) plays an 

important role in coordinating action to advance RAS capability, as well as 

driving and investing in innovative technologies to aid the United States military. 

It acts as both a developer and management structure of US military and private 

sector partnerships for the development of innovative technologies. In attempts 

to expedite and streamline the research and development of AI initiatives 

at the US DoD created  the Joint Artificial Intelligence Centre (JAIC) within 

DARPA.262 

RAS initiatives and platforms: Underpinning the execution of the RAS Strategy is a  
óbuy, try, and acquire and decide approachô, with Army asking its commercial partners 
to work toward vehicles with capability to be remotely manned ñright out of the boxò.263 
More broadly, the DoDôs future investments in autonomy focus on developing systems 
that ñwill enhance joint warfighter capability in hazardous and degraded environments, 
heighten speed of action, and provide scalability beyond human capabilityò.264 Its 
research and development program provides a useful óroadmapô of the USô future 

 

256 United States Army (2019) Army modernization strategy: Investing in the future 
257 Army Futures Command, Cross Functional Teams  
258 Army Futures Command, Project Convergence 
259 Army Futures Command 
260 Army Futures Command 
261 United States Army (2019) Army modernization strategy: Investing in the future 
262 Defence Advanced Research Projects Agency, AI Next Campaign DARPA, accessed 25 August 
2021  
263 United States Army (2017) Robotics and Autonomous Systems Strategy 
264 United States Army  
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direction, noting that ñautonomy is not a single-threaded R&D program, but rather a 
collection of smaller programs and demonstrationsò.  

These include:  

¶ the Automated Ground Resupply program which investigates improved 

operations of manned platforms through the application of a wide variety of 

sensing and autonomy technologies developed for unmanned systems. These 

include manoeuvre and tactical behaviour algorithms, driver assistance 

techniques, autonomy kits, teleoperation, advanced navigation and planning, 

vehicle self-protection, local situational awareness, advanced perception, 

vehicle and pedestrian safety, active safety, and robotic command and control 

¶ the Combat Vehicle Robotics (CoVeR) program researches, designs, and 

develops technologies that enable scalable integration of multi-domain teamed 

robotic and automated system capabilities supporting Army combat formations. 

It also investigates, researches, and evaluates ground vehicle technologies for 

both military and commercial applications in collaboration with industry, 

universities, and other government agencies 

¶ the Research in Vehicle Mobility program is working to develop human 

cognitive models to represent behavioural dynamics to work side-by-side with 

control algorithms in a semi-automated robotic system engaged in extreme 

mobility scenarios, thereby replacing the need for real human-in-the-loop 

assessments 

¶ developing multiple vehicle demonstration programs in support of its 2030 Joint 

Force architecture goal and to improve DoDôs Non-Tactical Vehicle (NTV) 

mobility options, including:  

o Off Road Autonomy: This effort will look at several new techniques for 

executing off road autonomy built onto the current Army ground 

autonomy architecture. This effort focuses on developing new path 

planning and perception techniques with the intent of increasing 

reliability and performance for off-road unmanned manoeuvre systems 

for Robotics Combat Vehicle (RCV) and other platforms, and  

o Situational Awareness in Dynamic Environments: This research 

investigates and establishes the components required for embodied 

intelligent ground robotic systems to achieve understanding of dynamic, 

highly unstructured environment to support reasoning over time and 

space given multi-modal sensory input.   
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Case study: Australian firm EPE 

This case study considers the Australian firm EPE 
as an example of local small and medium 
enterprise applying their expertise in robotics, AI, 
and machine learning in both Defence and non-
Defence environments.  

Defenceôs key strategic documents increasingly 
flag the need for investment in emerging and 
disruptive technologies and specific capabilities in 
autonomy, cyber-security, and artificial 
intelligence.  

Across Navy, Army, and the Airforce careful 
consideration is occurring of how autonomous 
systems can be effectively deployed to support 
missions in complex environments, in the short, 
medium, and long term. In addition to broader 
issues around a modern force architecture, this 
includes identifying use cases; regulatory, 
physical, and digital infrastructure needed to 
support interoperability; and testing and 
evaluation standards for autonomy and AI. 
Defence has enlisted industry to assist it in moving 
forward on these critical matters, with structured 
programs that align funding grants with Defence 
priorities.  

The Defence Innovation Hub, Next Generation 
Technologies Fund and Sovereign Industry 
Capability Priorities(SIC-P) provide targeted 
funding to drive and harness industry innovation 
to support Defence capability. These programs 
create opportunities for Australian small and 
medium enterprise (SMEs) with expertise in 
robotics, AI and machine learning that are likely to 
expand as Defenceôs approach to the acquisition 
and use of autonomy matures. To this end, EPE is an Australian firm that develops 
robotics vehicles, equipment, and systems, primarily for Defence and emergency 
services agencies, and has embraced the opportunities that Defence has provided to 
develop integrated autonomous capability in both unmanned ground vehicles and 
unmanned aerial vehicles (UAVs).   

This case study examines the role firms like EPE are playing in not only supplying 
Defence but shaping the environment in which they operate by forging best practice 
approaches to testing and evaluation that will ultimately contribute to and enhance 
Australian and Defence capability in autonomous systems.  

 

About EPE: EPE describes itself as delivering the ñbroadest range of response 
roboticsò configured to support Counter-IED, Explosive Ordnance Disposal (EOD), 
Chemical, biological, radiological and nuclear (CBRN) and intelligence, surveillance 

EPE describes itself as delivering the 
ñbroadest range of response roboticsò 
configured to support Counter-IED, 
Explosive Ordnance Disposal (EOD), 
Chemical, biological, radiological and 
nuclear (CBRN) and intelligence, 
surveillance and reconnaissance (ISR) 
missions to clients in Australia, New 
Zealand, United States and the Asia 
Pacific region.1 It supports a fleet of 
more than 180 robots, including UGVs 
and AUVs, for the Australian and New 
Zealand Defence and Police Forces, 
with a focus on human machine 
teaming to optimise protection . Fifty-
five percent of EPEôs workforce are  
Defence veterans, enabling it to assist 
Army and Defence to visualise how 
technology can be deployed. 

Figure 4: Image of Military Test, 
Evaluation, Certification and Systems 
Assurance (MILTECS) facility. Credit: 
EPE, ñSICP grant delivering critical 
Defence sovereign capability outcomesò, 
EPE 6 August 2021 
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and reconnaissance (ISR) missions to clients in Australia, New Zealand, United States 
and the Asia Pacific region.265 It supports a fleet of more than 180 robots, including 
UGVs and AUVs, for the Australian and New Zealand Defence and Police Forces, with 
a focus on human machine teaming to optimise protection. Fifty-five percent of EPEôs 
workforce  are Defence veterans, enabling it to assist Army and Defence to visualise 
how technology can be deployed. 266 

 

Importance of funding partnerships: EPE has secured Defence funding grants 
independently and in partnership with other organisations, highlighting the importance 
of collaboration in relation to autonomous vehicles and systems. Typically, these have 
been for TRL 7-9 level projects; however, EPE is working with Defence to engage on 
lower TRL projects at the research and development phase. Funding has not only 
been provided for specific vehicles and equipment, but also to support the 
development of critical testing infrastructure and systems assurance within Australia; 
and EPE secured a significant grant under the SIC-P to develop its Brisbane-based 
Military Training, Evaluation, Certification and Systems Assurance (MILTECS) testing 
and evaluation facility (see below). Extending funding programs to provide Australian 
firms with support from the conceptualisation phase of a project will be important to 
complementing and strengthen initiatives aimed at sovereign Australian industry 
capability  when it comes to innovation geared at new technologies. 

 

Common control and interoperability: EPE has strong domain knowledge of threats 
in combat environments and the range of different capabilities that soldiers require, of 
which autonomy is one. EPE is involved in the development and assessment of 
common control solutions that can be used by soldiers to operate a range of different 
machines, enhancing the accessibility and interoperability of autonomous vehicles and 
systems. This is important in battlefield scenarios, reducing the cognitive load on the 
solider through intuitive user interfaces that allow them to easily swap between 
different capabilities, saving on training and certification and reducing the time and 
cost for Defence to acquire support and capabilities. A common architecture means 
that integration work only needs to be done once, and the future development of a 
generic unmanned systems architecture within Defence and the Australian Army that 
can support a range of different, interoperable platforms will underscore the 
importance of common control and the capability that autonomous vehicles and 
systems can provide.  

 

Testing and evaluation:  Testing and evaluation is critical to the greater uptake of 
autonomous technologies, particularly in the Defence context where testing capability 
in mission-specific scenarios is key to delivering on end-usersô needs. However, there 
has been a lack of both regulatory frameworks for testing and evaluation, as well as 
digital and physical infrastructure in this respect.  As outlined in Defenceôs 2020 Test 
and Evaluation Plan; test, evaluation and certification of Defence platforms and 
systems is a shared industry and Defence role.  These assurance activities ensure 
Defence equipment is safe and fit-for-purpose for the Australian operating 

 
265 EPE The Company EPE, accessed 25 August 2021  

266 EPE 
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environment, operationally ready and secure, and able to be sustained for maximum 
benefit over its service life.  As a provider of essential life-saving capability, EPE has 
shown significant leadership in  this sphere.In the absence of designated Australian 
or global standards for testing and protocols that are associated with UGVs and UAVs, 
EPE elected to design and build its MILTECS testing and evaluation facility in Brisbane 
to National Institute of Science and Technology (NIST) testing standards through a 
partnership with the CSIRO and Data61. NIST provides international standardised 
testing methods for unmanned systems and EOD operators, informing the design of 
different mission-specific proving grounds within MILTECS. The facility is comprised 
of three different proving grounds to test a range of different capabilities, including 
access to the CSIRO Robot Innovation Centre, which focuses on testing machine 
learning in complex outdoor environments. Being able to test this technology gives 
momentum to EPEôs efforts to shift away from remote-controlled arrangements and 
provide machines with greater autonomy.  

 

Opportunities for regulatory change: While EPEôs alignment with NIST standards 
highlights that industry-led approaches are currently working well, the lack of 
designated testing and evaluation frameworks highlights the fragmented regulatory 
environment in the land domain for off-road vehicles in Australia, particularly those 
operating in unstructured environments. This may operate to undermine innovation 
and investment, as well as limit consistency and interoperability of underpinning 
systems architecture within Defence, which leans heavily on civilian regulatory 
frameworks for assurance and accreditation. While the workplace health and safety 
model of regulation is useful for ensuring humans can operate safely around 
machines, the outcomes-based approach that underpins WHS does not provide 
guidance or structure for underlying systems. Further structure and direction are 
needed around AI performance and cyber assurance, with a focus on interoperable 
platforms.  
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Case study: Queensland Cooperative and Automated Vehicle 
Institute (CAVI), Part 1 

This case study considers the Queensland Governmentôs Department of Transport 
and Main Roadsô (TMR) Cooperative and Automated Vehicle Initiative (CAVI), which 
is comprised of two key pilot programs: the Connected and Highly Automated Driving 
(CHAD) pilot, and the Cooperative Intelligent Transport System (C-ITS) pilot.  

The future regulation of automated vehicles is centred on a national approach through 
the planned new automated vehicle safety law (AVSL) and automated vehicle safety 
regulator (AVSR). Under this framework, states and territories will likely retain, or gain, 
a range of powers and functions in respect to automated vehicles, and coordination 
and alignment in this respect will be important to the success of the national model. 
The KPMG 2020 Autonomous Vehicle Readiness Index surmises that in relation to 
efforts to prepare for automated vehicles, ñthe ideal is for both national and city (or 
state) governments to have a strong AV focus and work together, with governments 
increasing public acceptance by providing useful and innovative new servicesò.267  

While there are a range of coordinated federal, state and territory initiatives underway, 
including the NTCôs Automated Vehicle Program (AVP), it is instructive to consider 
best practice approaches by individual states and territories in preparing for 
autonomous transport technologies, including in relation to enabling digital and 
physical infrastructure. To this end, this case study focuses on Queensland and its 
Cooperative and Automated Vehicle Initiative (CAVI). In particular, it explores both 
the details of the two key pilots that comprise the CAVI, as well as key learnings and 
opportunities that may inform coordinated action by states and territories going forward 
in both the on and off-road sectors.  

 

About the CAVI: The CAVI is being delivered by TMR to help prepare for the arrival 
of new vehicle technologies with safety, mobility and environmental benefits. It is 
comprised of two major pilot programs:  

¶ Ipswich Connected Vehicle (C-ITS) pilot, and 

¶ Cooperative and Highly Automated Driving (CHAD) pilot  

Learnings from the CHAD and C-ITS pilots are passed from the CAVI team to policy 
and operational areas within the Department to inform appropriate action, including to 
feed into intergovernmental processes. While the CHAD and C-ITS pilots are 
separate, both involve work packages that consider the interaction between the two, 
noting that ultimately, the technologies will converge. The significant scale and size of 
the C-ITS trial reflects the more immediate availability and use of connected vehicle 
technology, and its importance to future-proofing Queenslandôs Road network, 
although a crucial part of this future-proofing exercise is enabling the safe and effective 
commercial deployment of automated vehicles. Overarching objectives of the CAVI 
include to:  

¶ validate the impacts and benefits, and user perceptions 

¶ demonstrate technologies and build public awareness and uptake 

¶ grow TMR technical and organisational readiness, and  

 
267KPMG International (2020) 2020 Autonomous Vehicles Readiness Index 
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¶ encourage and build capability in private and public sectors. 268 

 
Key terms: The CAVI employs the following terms, defined as having a range of 
particular characteristics:  

¶ automated vehicles:  

o operates in isolation to others Ą uses sensors to see where other 

vehicles are Ą uses radar, camera, lidar and ultrasonic sensors Ą 

limited detection range  

¶ connected vehicles 

o communicates with nearby vehicles and infrastructure Ą sees around 

corners Ą knows what other connected vehicles are doing Ą operates 

in cooperation with others 

¶ connected and automated vehicle:  

o uses both automated and cooperative vehicle capabilities Ą vehicle 

senses/receives message Ą vehicle automatically performs corrective 

task. 269 

 

Ipswich connected vehicle (C-ITS) pilot 

The C-ITS pilot was focused on testing connected technologies through óuse casesô, 
detailed below, that reflect how these technologies might be used or deployed to 
improve the safety and efficiency of the road network going forward. It involved a 
partnership between Queensland's Motor Accident Insurance Commission (MAIC), 
iMOVE Australia CRC, QUT, Telstra, the City of Ipswich, and Department of 
Infrastructure, Transport, Regional Development, Communications and the Arts 
(DITRDCA). The C-ITS pilot commenced in 2016, with the in-field trial running 
between September 2020-2021 and final reports released in June 2022.  

 

Key features:  

¶ 355 public participants' vehicles were retrofitted with C-ITS equipment including 

a vehicle station, a roof rack with an antenna and a display tablet mounted to 

the windscreen A small number of cyclists and pedestrians have been provided 

with portable units  

¶ 29 traffic lights or roadside stations were fitted with C-ITS equipment  

¶ 300 square kilometre cloud service or central station was developed to 

support the provision of C-ITS messages direct to vehicles270 

¶ C-ITS infrastructure complies with European Telecommunications Standards 

Institute (ETSI) C-ITS standard (ETSI Standards EN 302 571).271 Security of 

communications between devices or stations is premised on PKI technology, a 

 
268 Department of Transport and Main Roads, Cooperative and Automated Vehicle Initiative  

269 Department of Transport and Main Roads  

270  Department of Transport and Main Roads  

271 Australian Communications and Media Authority (2018) Proposed regulatory measures for the 
introduction of C-ITS in Australia This is a requirement of the class licence issued by the Australian 
Communications and Media Authority (ACMA) in relation to C-ITS devices.  



Trusted Autonomous Systems  Land Domain 

 

Page 149 of 322 

 

modified version of internet e-commerce security technology. This required the 

C-ITS pilot to procure a C-ITS security credential management system (SCMS) 

based on the ETSI standards for issuing security credentials to C-ITS 

components, including óon-board unitsô and óroadside unitsô and other tools used 

by traffic management authorities 272  

¶ utilises DSRC technology  

 

Broadly, the following terms are useful to understanding C-ITS infrastructure:  

¶ vehicle based on-board units or vehicle stations: radio transceivers that are built 

into vehicles, either as standard equipment or installed as an aftermarket device 

¶ portable units: transceivers carried by pedestrians or cyclists (possibly 

integrated into mobile phones) rather than installed as part of a vehicle 

¶ road infrastructure based roadside units:  radio transceivers installed into 

roadside infrastructure at fixed locations (e.g. traffic signals) or with temporary 

roadside infrastructure (e.g. roadworks signage or portable traffic signals) 

 

Use cases: The following are use cases for the C-ITS pilot:   

Vehicle to vehicle ï V2V 

VSV was tested in a 

simulated due to the low 

likelihood of in-field 

interactions:  

¶ emergency braking 
warning: alerts the 
driver there is a risk of 
a rear-end collision 
with a vehicle braking 
hard ahead 

¶ stopped or slow vehicle 
warning: alerts the 
driver there is a risk of 
a rear-end collision 
with a slow/ stopped 
vehicle ahead. 

 

Vehicle to infrastructure 

Vehicle to network (V2N) was 

tested in-field: 

 

¶ in-vehicle speed warning: 

provides drivers with 

information about active, 

static or variable speed 

limits 

¶ road works warning: alerts 

drivers if speed is unsafe 

for upcoming road works. 

Also alerts drivers if they 

exceed the speed limit 

within the roadworks 

¶ back of queue warning: 

alerts the driver if their 

current speed is not 

appropriate for a 

downstream back of 

queue (congestion)  

V2I/V2V  

Vehicle to Infrastructure 
(V2I) was tested in-field: 

 

¶ advanced red light 
warning: alerts there 
is a risk of violating 
the red light at a 
signalised 
intersection, unless 
the driver brakes 273 

¶ turning warning for 
vulnerable road 
users: alerts there is 
a risk of a conflict 
with a pedestrian or 
cyclist that is 
crossing at a 
signalised 
intersection 

 

 
272 Integrity Security Services, ñISS delivers Queenslandôs C-ITS Security Credential Management 
Systemò 

273Department of Transport and Main Roads, Cooperative and Automated Vehicle Initiative 
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¶ road hazard warning: 

alerts if the driving speed 

is not appropriate for a 

downstream hazard such 

as a crash of debris. 

 

 

From the pilot and simulator study, these use-cases collectively have the potential to 
reduce crashes by up to 20 per cent when cooperative intelligent transport systems 
cover 100 per cent of the road network. 
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Connected and highly automated vehicle driving (CHAD) pilot 

The CHAD pilot involves a partnership between the Queensland Government, 
VEDECOM, MAIC, iMOVE Australia CRC, and QUT. It centres around two modified 
Renault ZOE vehicles ï ZOE1 and ZOE2, the latter of which has been modified as a 
level 4 connected and highly automated research prototype vehicle by VEDECOM.274 
The CHAD pilot commenced in 2018 and will run until at least 2023 at this stage.  

Key features: Information about the ZOE1 and ZOE2 are set out below. The CHAD 
is not intended to serve as a commercial trial or pilot but provide a óresearch platformô 
that enhances TMRôs understanding of connected and autonomous vehicle 
technologyðincluding Artificial Intelligence (AI) and machine learningðand its ability 
to effectively plan and regulate for it. Importantly, the partnership between TMR, QUT 
and VEDECOM provides for the ZOE2 to be used as an óopen architecture platformô, 
allowing the CHAD team access to all aspects of the vehicle software and hardware. 
This in turn bolsters TMRôs understanding of what the technology is capable ofðand 
what itôs notðwhen developing policy and operational responses. The ZOE2 can be 
operated in various ómodesô of automation, it doesnôt come ópre-loadedô with software 
or underpinning algorithms; rather, the CHAD team develops software and 
underpinning algorithms, then conduct testing and assurance.   

 

ZOE1 research platform  
retrofitted with sensors such as LiDAR, 
Computer Vision, GPS-RTK (Global 
Positioning System ï Real Time 
Kinematic) and IMU (Inertial 
Measurement Unit): 

¶ data collection platform designed for 
collecting data over approximately 
1200Kms of urban and rural roads in 
Southeast Queensland 

¶ not an automated vehicle ï 
controlled by a human driver  

¶ data analysed based on state of the 
art sensor data processing 
algorithms expected in a future 
highly automated vehicle and trained 
by researchers from QUT 

¶ QUT developed/trained algorithms 
used to explore how well automation 
performs compared with a human 
driver's response to static assets 
(such as signs/lines), and where 
they fail 

¶ ADR compliant 275 
 

ZOE2 research platform  
¶ data collection across both public and test 

site roads  
¶ equipped with a range of automated 

vehicle sensor technologies and can be 
driven as a standard vehicle, in data 
recording mode, in simulation mode, in 
highly automated (level 3 and 4 automated) 
modes, or in connected and highly 
automated mode 

¶ ADR equivalent compliance  
¶ can travel up to 50km/h when driven in 

automated modes 
¶ has EU-compliant cooperative intelligent 

transport system (C ITS) equipment, which 
supports the connected automated mode 

¶ collects and makes available all its vehicle 
data 

¶ tests performed by QUT include:  
¶ how a driver responds in the event a 

vehicle requests handover to the driver 
¶ how an automated vehicle responds to 

other road users 
¶ if an automated vehicle is safer in a 

connected transport environment276 

 
274 Department of Transport and Main Roads, Cooperative and Highly Automated Driving Pilot   

275 Department of Transport and Main Roads  

276 Department of Transport and Main Roads  
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Key takeaways 

Much of the public discourse ï and the efforts of Australian state and federal 
governments ï in relation to autonomous vehicles has been focussed on óon roadô 
vehicles, or automated cars (and trucks, to a lesser extent). This is to be expected, 
given the importance of ensuring their safe, orderly and effective deployment, and the 
many potential benefits that they can deliver. However, it is clear that advanced 
autonomous óoff-roadô autonomous vehicles and systems are already providing 
significant safety and productivity dividends both in a Defence context, as well as a 
range of other industries.  

Accordingly, this document highlights the common current uses for autonomous 
vehicles in both on and off-road settings as well as an outline of common operational 
models that demonstrate the sophisticated capability being developed in both sectors. 
The SAE taxonomy provides a helpful foundation for this discussion, as well as aiding 
understanding of the imitations and challenges associated with the current technology, 
the trajectory toward ólevel 5ô autonomy, and the opportunities that existing along the 
way. These limitations and challenges can be understood at several different levels, 
allowing both practical insights into operational challenges, as well as a higher order 
picture of how these flow from a lack of overarching strategic direction-setting in 
relation to autonomous technologies more broadly. Again, this is more acute in the off-
road sector.  

The comparative study between the approaches taken by the Australian and US 
militaries is instructive ï not because it is surprising that the USô autonomous 
capability is greater or further advanced than Australia, but in highlighting that the 
óautonomous futureô has arrived in the defence context. This has important implications 
for Defenceôs short-, medium- and long-term strategic posture. The EPE case study 
illustrates the significant opportunities for innovative Australian firms to work with 
Defence  to unleash autonomous potential in Australia. Finally, the Queensland CAVI 
case study hones in on the role of government and regulators in relation to creating 
an environment supportive to autonomy, including innovative approaches to vehicle 
trials, and connected vehicle technology as a necessary ócondition precedentô or 
enabler.  
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Land Domain: Understanding the industry using autonomous 
systems  

In Australia, the development and take-up of autonomous vehicles and systems, and 
complementary technology, has been industry-led and characterised by meaningful 
collaboration ï from conceptualisation through to commercialisation. However, 
government, including Defence, and academia will play an important enabling role, 
including to help to deliver a common framework that allow for the safe and effective 
deployment of autonomy.  

As set out in this document, autonomous vehicles and systems are playing a being 
used in a variety of different industries and sectors across Australian industry. This 
reflects the diverse range of players who are contributing to more enhanced 
applications of autonomy.  While there are advanced and apparent efforts to prepare 
for the advent of automated vehicles, including cars and buses, there will be some 
time before there is a critical mass of automated vehicles on Australian roads. By 
contrast, the land domain shows maturing uses of off-road vehicles across a range of 
other areas now, including defence, emergency services, mining, and agriculture. 
Industry is driving the progression from an óunevenô use of autonomy across the land 
domain.277 In laying out digital ómegatrendsô the CSIRO highlighted several implications 
for industry, including that: 

¶ the costs of automation are declining and the capabilities of automated systems 
are improving;  

¶ significant advances in sensory systems, machine learning, predictive analytics 
and artificial intelligence will be associated with more widespread deployment 
of automated systems; 

¶ digital technology is being unleashed into every industry and every sphere of 
human activity that is changing whatôs possible; and  

¶ many existing firms are on a óburning platformô for change that is inviting more 
disruption.278  

This document explores the key practices and strengths of industry in the land domain, 
as well as the challenges and weaknesses, with a broad focus on strategic, regulatory, 
and digital infrastructure.  A clear case for autonomy based on safety, sustainability, 
productivity, and social benefits; proactive ófuture-proofingô approach to preparing for 
automated vehicles; growing markets; strong local communities of practice; and 
Defence-led investment are some of the clear strengths for Australian industry. 

However, the regulatory framework for off-road vehicles is fragmented and focuses on 
ótransport centricô approaches to regulation that leaves key gaps around AI and cyber-
security. These challenges obviously highlight key opportunities for industry and how 
they can be recognised. These themes are further explored further in the RAS 
Gateway. 

  

 

277 Horne, Putland, and Brady, ñRegulating Trusted Autonomous Systems in Australia.ò 
278 Hajkowivz and Dawson, ñDigital Megatrends: A Perspective on the Coming Decade of Digital 
Disruption.ò 
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Who are the players in the autonomous systems industry? 

Broadly, the key players in the autonomous systems industry in the land domain 
include the following groups:  

¶ public: owners, drivers, passengers, fallback ready users, other road users  

¶ international governance organisations: these include the United Nations 
Economic Commission for Europe (UNECE), which includes the UNECE World 
Forum for Harmonization of Vehicle Regulations (WP 29) and Global Forum for 
Road Safety (WP 1)  

¶ government and government organisations: these include Australian, state 
and territory government departments, statutory authorities, regulatory 
agencies, and research agencies. These organisations are responsible for a 
range of functions, including passing laws, creating, and agreeing policy, road 
management and infrastructure, issuing accreditation and permissioning 
documents, and conducting inspectorate and enforcement functions  

¶ quasi or non-government organisations: these include national and 
international standards development agencies. In Australia, Standards 
Australia facilitates the development of new and existing Australian Standards, 
and the adoption of international standards. Internationally, key examples 
include the International Standards Organization (ISO) and the International 
Electrotechnical Commission (IEC), which facilitates world trade by developing 
common standards among different countries  

¶ technology developers: these are firms developing platform agnostic 
technology for autonomous operations, rather than being involved in 
manufacturing the artefact. These may include ófull stackô solutions, or 
components of technology, for example, sensor technology, software solutions 
and digital infrastructure  

¶ owners and operators: these are firms that own or operate autonomous 
vehicles and systems  

¶ ADSEs: these are autonomous driving system entities and are responsible for 
ADSs. A manufacturer may, but will not always be an ADSE  

¶ manufacturers: firms involved in the design and construction of autonomous 
vehicles. These may include the original equipment manufacturer (OEM) or 
components/parts manufacturers  

¶ defence organisations: these include Defence, including the Australian Army, 
the Department of Defence, and key related organisations like TAS. It is also 
important to understand internal structures within organisations like Defence, 
as these have critical implications for how autonomy is conceptualised, 
developed, procured, tested, and applied 

¶ assurance organisations: traditional assurance organisations, as well as 
technology assurance firms providing RegTech and other technology based 
regulatory solutions  

¶ industry groups: peak industry groups, including professional associations, 
employer associations, and employee associations  

¶ academia: these include universities, research organisations, think tanks, 
testing facilities  

¶ insurers: insurers include those providing compulsory third-party insurance for 
on-road vehicles, as well as Commonwealth workersô compensation insurers  
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¶ telecommunications: these include telecommunication service carriers and 
service providers, as well as regulators such as the Australian Communications 
and Media Authority (ACMA). These parties are important given the role 
spectrum management will play in the autonomous ecosystem to support 
connected vehicles sending large amounts of data to and from the cloud  

 

Key practices and strengths 

Safety, productivity, sustainability and social: Autonomous vehicles and systems 
present clear safety, sustainability, productivity, and social benefits that are being 
harnessed by stakeholders across industry. These both contribute to building trust 
amongst the broader public, illuminating use cases for autonomy, incentivising 
innovation in industry, and driving efforts by key stakeholders to work in a collaborative 
to remove barriers that may prevent or slow these benefits being recognised.  

¶ Safety: driver-related factors, including inattention, distraction, risk-taking, drug 
and alcohol use, and inexperience are the major cause of road accidents in 
Australia.279 The potential of autonomy to reduce human factors as a cause of 
road accidents is clearly driving the new technologies. The NTC has identified 
that through minimising accidents automated vehicles may in turn reduce the 
economic burden of road accidents.280 In addition to improving road safety, 
there are clear workplace health and safety benefits from removing people from 
dangerous work environments. In 2017, Safe Work Australia reported that the 
transport sector accounted for the highest number of worker fatalities and 
therefore automating all or part of the óhigh-risk taskô could provide significant 
benefits.281 It has also been noted that automation provides the ability to 
respond to hazards instantaneously and enables a quicker response when 
safety incidents do occur. 

¶ Sustainability: research and modelling indicate that automated vehicles would 
deliver environmental benefits through a number of aspects, including 
expediting a shift to electric vehicles and the use of carbon neutral energy 
sources, including batteries. Additionally, automation of trucks may allow for 
them to be long, and carry more mass, potentially reducing the number of heavy 
vehicle journeys. Together, these factors may allow for growth without 
expanding the land-use footprint of existing infrastructure. 

¶ Productivity: removing the need for human operators will reduce some labour 
costs and eliminate the need for fatigue management. Automation also enables 
vehicles to travel closer together, and automatically find optimal routes. 
Communications between connected vehicles and road-side infrastructure 
could allow traffic management to be optimised, reducing congestion and 
pollution. Automated vehicles could also be summoned on-demand for more 
convenient first and last mile trips. 

 

279 Productivity Commission, ñNational Transport Regulatory Reform: Productivity Commission Inquiry 
Report.ò 
280 Tranter, ñThe Challenges of Autonomous Motor Vehicles for Queensland Road and Criminal Laws.ò 
281 Productivity Commission, ñNational Transport Regulatory Reform: Productivity Commission Inquiry 
Report.ò 
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¶ Social: automated vehicles enhance mobility options for young people, elderly 
people, and people with a disability. Fleet operated vehicles may offer a fast 
and convenient transport option for lower income people and households, 
improving access to education, jobs, goods, and services.282  

 

Communities of practice based on industry collaboration: The range of Australian 
firms delivering autonomous capability in the land domain, or complementary 
technologies, is growing. They are in turn partnering with other Australian and 
international firms to develop new platforms and solutions, with an increasing focus on 
interoperability and integration. This collaboration is not limited to private firms, with 
most state and territory led connected and autonomous vehicle pilots have been 
conducted in collaboration with university and industry partners. In the off-road space, 
high quality testing and evaluation facilities are key to enabling Australian firms to 
secure contracts with Defence and government agencies. To this end, Australian firms 
are leading the way in developing purpose-built testing and evaluation facilities, 
leveraging off partnerships with defence and government players.  

Some good examples of government funding programs to further foster these 
communities of practice include the Automotive Innovation Labs program to assist 
automotive-related companies to design and test new automotive products at 
established commercial and research facilities. This includes allowing products 
designed for export markets to be fully tested to international standards. Additionally, 
the Industry 4.0 Testlabs for Australia pilot program establishes Industry 4.0 Testlabs 
at six Australian universities to improve collaboration between SMEs and the research 
and education sector in areas of innovation, including autonomous, hydrogen and 
electric and autonomous vehicle technologies.283  

Government strategic framework: Having a well-developed strategic architecture 
founded on strong stakeholder engagement plays an important role in signifying the 
importance of an issue, creating common frameworks and priorities, and providing 
foundations for more targeted actions. Australian, state and territory governments 
have been proactive in putting in place the architecture necessary to support the 
development of appropriate regulatory and infrastructure programs for automated 
vehicles, as well as policies action plans and funding programs that allow for 
innovation and investment by industry. These include the Australian Government 
Digital Economy Strategy,284 which provides the framework for the development of 
Australiaôs AI Action Plan,285 AI Technology Roadmap, and AI Standards Roadmap 
which are collectively intended to create an integrated set of Australian priorities for AI 
that inform and align to international approaches where possible.  The Infrastructure 
and Transport Ministers Meeting (ITMM)-led Australian Land Transport Technology 
Policy Framework sets out an action plan that coordinate the delivery of necessary 
tasks to create an end-to-end framework for automated vehicles.286  To varying 

 

282 NTC, ñDecision Regulation Impact Statement: In-Service Safety for Automated Vehicles.ò 
283 Department of Industry, Innovation and Science, ñAustralian Automotive Industry: Transition 
Following the End of Australian Motor Vehicle Production.ò 
284 Department of Prime Minister and Cabinet, ñData and the Digital Economy | Australiaôs Digital 
Economy.ò 
285 Department of Industry, ñAustraliaôs Artificial Intelligence Action Plan.ò 
286 Department of Infrastructure, Transport, Regional Development, and Communication, ñNational 
Land Transport Technology Action Plan.ò 
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degrees, individual states and territories are also playing a leading role in developing 
future-focused strategic frameworks to support both on and off-road vehicles and 
systems, including through complementing national approaches to regulation of 
automated vehiclesï such as sophisticated trials and pilots, and enhanced physical 
and digital road infrastructure.  

International standards: International standards developed by the ISO and IEC have 
been critical in providing a standards framework for aspects of autonomous 
technology. Some are industry specific ï for example, to road vehicles, or to mining 
and agricultural vehicles and systems ï as well as for overarching technologies critical 
to connected and autonomous systems more broadly.  For example, ISO/IEC 15408 
ï Common criteria for information technology security evaluation (Common Criteria) 
is a computer security certification system which is used to provide assurance as to 
how an entity has managed its cybersecurity risks.287 Compliance with these standards 
is often adopted as a matter of contract, or corporate good practice; and Australian 
Government AI roadmaps identify the importance of providing a mechanism for 
Australian stakeholders to be able to make submissions to international standards 
organisations about their priorities for the content of standards.  

Defence industry and investment: Defence has indicated that it sees significant 
opportunity to make investments in órobotics and autonomous systemsô; specifically, 
that it could:  

enhance its combat capability within planned resources by employing RAS in 
human commanded teams to improve efficiency, increase mass and achieve 
decision superiority while decreasing risk to personnel. Defence will develop 
RAS that are optimised to roles which enhance, augment or replace current 
capabilities.288 

Defence has a long history of engaging with industry to meet its capability 
requirements and there are projects through which this can continue in relation to 
autonomous vessels and systems. Going forward, Defence has a number of  strategic 
imperatives backed by funding programs, including its Defence Innovation Hub, Next 
Generation Technologies Fund and Sovereign Industry Capability Program, as 
well as technology roadmaps, that industry may be able to leverage off to obtain 
greater  certainty around investment and planning for autonomous vehicles and 
systems.289  The Office of Defence Industry Support (ODIS) provides a range of 
support to SMEs interested in supplying to Defence. 

Growing markets: In the automated vehicles space, Australia has been identified as 
an attractive destination to international companies to trial and operate automated 
vehicles, given its high levels of urbanisation, extensive freight routes and high-quality 
road infrastructure. While Australia no longer manufactures cars, it still has a strong, 
and in some areas growing large truck bus and caravan manufacturing industry that 
supply to both Australian and overseas markets. Additionally, there is an ñinnovative 
and resilient local supply chainò with strengths in emerging areas of light weight 
components, battery recharging and cooling and elements of autonomous vehicle 
development, which can allow for a óre-purposingô of the passenger movement vehicle 

 

287 Thales, ñWhat Is PKI?ò; Thales, ñWhat Are óCommon Criteriaô? | Thales.ò 
288 Department of Defence, ñADF Concept for Future Robotics and Autonomous Systems.ò 
289 Department of Defence, ñ2020 Defence Strategic Update.ò 
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OE supply chain.290 In the off-road space, there are a growing range of opportunities 
for firms not only to work with Defence, but the range of other industries that are 
embracing autonomy as a key source of capability in complex and unstructured 
environments. Continuing to align Australiaôs regulatory frameworks with international 
frameworks in relation to development of standards for vehicle design, on-road safety, 
AI, and cybersecurity will also allow more Australian companies greater access to 
overseas markets.   

Clear pathway for regulatory reform for automated vehicles: Australian, state and 
territory governments have worked closely and proactively to provide an end to end 
regulatory roadmap for the introduction and regulation of automated vehicles, with the 
aim being to ensure that reforms are outcomes based; neutral as to the technologies, 
applications and business-models that industry develop; and nationally consistent and 
internationally aligned.291 Agreement to establish a national automated vehicle law and 
automated vehicle regulator is a crucial step toward an integrated autonomy 
framework. Key agencies, including the NTC, have built upon an increasingly 
harmonised approach to transport regulation in Australia to drive targeted reforms to 
support the reform of automated vehicles. At the Commonwealth level, the dedicated 
Office of Future Transport Technologies coordinates broader Australian Government 
efforts to prepare for automated vehicles and position Australia for the early and safe 
deployment of transport technology through the development of a nationally consistent 
policy and regulatory framework, supporting technological developments which are 
interoperable to enable the broadest range of applications.  Finally, the development 
of national trial guidelines by the NTC and Ausroads to support a consistent approach 
to automated vehicle trials in Australia in the meantime has been an important step in 
supporting state and territories in administering trials.  

Digital and physical infrastructure: All levels of Australian governments are working 
together to ensure that connected vehicles in Australia are interoperable, regardless 
of the applications or ITS stations being used. This will be achieved through a 
domestically consistent and internationally harmonised approach to standards, as well 
as enforcing compliance as these emerging tensions are resolved.292 Australia is well 
placed to conduct connected and automated vehicle trials and deployments requiring 
positioning accuracy and availability, as it has visibility of all next-generation Global 
Navigation Satellite System (GNSS) satellites, as well as two Regional Navigation 
Satellite Systems (RNSS). This means Australia has very high continuity and 
availability of satellite signals, enabling accurate and reliable positioning. A key 
principle underpinning Australia's approach is enabling interoperable, open standards-
based technology which is vendor-neutral. Additionally,  both DSRC and cellular V2X 
are being trialled in Australia.  

  

 

290 Productivity Commission, ñNational Transport Regulatory Reform: Productivity Commission Inquiry 
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Key restraints and challenges  

Transport-centric regulatory approaches: Effective regulation of autonomous 
vehicles and systems requires a move away from ótraditionalô transport legislation 
focussed on vehicles and persons, and shift to frameworks for systems regulation, 
including AI, machine learning and cyber-security. Failure of these frameworks to 
maintain pace with technological deployment could significantly undermine public 
confidence and trust in autonomy.  For example, as vehicles become increasingly 
automated, there are more opportunities for a cyber intrusion to occur. A cyber attack 
compromising the back-end servers of the ADS could disrupt the whole automated 
fleet or actively control the entire driving task to commit crimes.293 In addition to threats 
to road user safety, cyber intrusions and other data security breaches could result in 
the unauthorised disclosure of sensitive personal information. At a federal level, the 
Australian government has a role in working with industry in creating a common 
framework for cyber-security regulation. Further, individual states and territories will 
continue to have a range of responsibilities in relation to automated vehicles, including 
in relation to compliance and enforcement. It will be important that they are able to 
accommodate this shift and concentrate efforts on the different risks and hazards 
associated with autonomy.  

Lack of AI regulation and regulatory capability: The lack of transparency, or 
óopaquenessô of AI makes it difficult to identify and prove possible breaches of laws, 
ñincluding legal provisions that protect fundamental rights, attribute liability, and meet 
the conditions to claim compensation.ò294 This drives other challenges, including a lack 
of regulatory ability when it comes to conducting compliance and enforcement in 
relation to AI.  There is no clear national approach to how Australia regulates AI and 
benchmarks AI safety, with a lack of suitable guidelines and regulations governing AI 
research, including the development of AI-enabled systems and the data they are 
trained on. The absence of clarity in turn drives a range of issues, including potential 
lack of sovereign autonomous systems capabilityï that is, what key critical 
technologies that Australia needs to invest in to get sovereign capability; the 
development of regulatory infrastructure and technologies around testing the 
effectiveness of autonomous systems; and challenges with workforce planning and 
capability development around AI in regulators. It will be important to fill these gaps 
and ensure more comprehensive representation at key international forums to 
promote Australiaôs security interests, Australiaôs trade and investment agenda, and 
Australiaôs evolving values.295  

Fragmented off-road regulatory framework:  In Australia, there are limited or no 
specific assurance and accreditation pathway for off-road autonomous vehicles and 
systems, with heavy reliance on WHS frameworks to guide interaction between 
humans and machines in workplace settings. While WHS provides an ideal 
mechanism for regulating autonomous technology, as it is outcomes based and 
provides for a ósystems safetyô focussed approach that starts at the design and 
manufacture phase, the WHS framework currently provides almost no prescription on 
how duty holders can discharge their duties in relation to autonomous vehicles and 

 

293 NTC, ñDecision Regulation Impact Statement: Safety Assurance for Automated Driving Systems.ò 
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295 Standards Australia, ñAn Artificial Intelligence Standards Roadmap: Making Australiaôs Voice Heard.ò 
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systems. This creates uncertainty around the conduct of testing and evaluation, and 
safety standards that need to be met. As noted above, the lack of defined frameworks 
for AI and cyber-security further contribute to uncertainty, which can hamper public 
trust, and well as investment and innovation.   

Lack of clear Defence use cases: A number of stakeholders reported difficulties in 
partnering with Defence, citing the absence of clear óuse casesô as to how Defence 
wants to employ autonomy, AI and machine learning. In turn, this has fed perceived 
inconsistency in Defence messaging around the ótechnical readiness levelô that it is 
seeking from industry through its innovation and technology focussed funding 
programs.  This includes suggestions that Defence does not provide adequate funding 
to support lower TRL level projects that would óinviteô industry in at the 
óconceptualisationô stage of projects, or support research and development by 
Australian firms.  To this end, Defence has established a number of initiatives 
designed to enhance its ability to engage with SMEs and ensure that its overarching 
approach to procurement is gaining capability that aligns with Defence priorities.296 

Perceived new safety risks: Delay in putting in place key regulatory frameworks may 
allow for perceived new safety risks to undermine or diminish public trust in autonomy. 
Like any technology, autonomous systems can fail, and international experience 
suggests ñthat some significant public safety issues exist during the trial phase and 
early adoption, when technologies and protocols are still being developedò. The 
number of collisions due to autonomous trial vehicles in the United States is increasing 
over time as more trials are undertaken, with some fatalities involving level 3 
automated vehicles operated by Tesla, and a pedestrian fatality caused by an Uber 
level 4 automated vehicle. The greatest level of concern seems to be around level 3 
vehicles and the expectations and requirements around the fallback ready user 
driver297  

Disincentives to automation: Currently, certain vehicles, including heavy vehicles, 
require approval from state, territory and/or local government road mangers before 
they are permitted to access certain routes.  This has created a  complex and time 
consuming óaccess schemeô that could, if applied to automated vehicles, undermine 
any gains made by a national regulatory approach to automated vehicle regulation. It 
will be important that where a vehicle is approved at first supply to operate in a 
particular ODD, states and territories do not seek to create a secondary accreditation 
scheme through the use of access requirements. Other disincentives to automated 
vehicles are discussed in the RAS Gateway.  

Diffusion of responsibility: Across the land domain, there are significant efforts 
underway to develop appropriate and integrated accreditation and assurance 
frameworks, ranging from vehicle design, construction, and operation; road 
management and infrastructure; data requirements; automated driving systems, and 
standards for AI, machine learning and cyber-security; entities responsible for ADSEs; 
and the interaction between autonomous vehicles and systems with traditional 
vehicles. The success of new frameworks will, in turn, rely on cohesive execution by 
a range of different government and industry players. While proposed new automated 
vehicle safety law and new automated vehicle safety regulator is a step in the right 

 

296 Productivity Commission, ñNational Transport Regulatory Reform: Productivity Commission Inquiry 
Report.ò 
297 Szymkowski, ñAudi Hangs up Hopes for Level 3 Partial Automation System.ò 
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direction, there is a risk that without a clear mandate in relation to be a broad-ranging 
regulator in relation to autonomous systems and AI, the new regulator merely further 
crowds an existing regulatory ecosystem rather than adding clarity and confidence.  

Shifting risk appetites and approach to risk management: There is a lack of 
consistent policy direction across governments, as well as uncertainty about risk 
management expectation, and difficulty ótrustingô technology that is not well 
understood or in common use. In turn, this has resulted in a lack of consistent risk 
management methodologies and frameworks and excessively cautious decision 
making. This may mean that it is not feasible to conduct the development or operation 
of an autonomous system because it is excessively expensive or slow to comply with 
the mitigations required. While the regulation of automated technology is in its early 
days, tensions are already emerging between traditional public governance structures 
and the code-based decision-making processes of automated technology.298 
Regulators are adapting existing regulatory frameworks, often using short term 
accreditation tools, such as exemptions, to enable autonomous vessel operators to 
operate under specific conditions. These often involve ad hoc, slow, expensive 
approval processes, and require an understanding of complex, unfamiliar regulatory 
processes, and frameworks. Additionally, they are deterministic, and compliance 
focussed, rather than regulatory sandboxes or innovation offices, which are designed 
to prompt lessons learned that informs future improvements in products and policies.   

Lack of digital and physical testing facilities and infrastructure: There is a lack of 
access to good quality data to support development of autonomous systems; as well 
as limited affordable, accessible digital infrastructure for developers to use to develop 
and test algorithms, and to digitally test the whole-system operation. Accessing data 
is as important for regulators as for industry, as it will underpin a risk-based approach 
and drive RegTech development and uptake. Equally, a range of accessible testing 
areas will be important. While ópurpose-builtô facilities should be part of a testing 
strategy, a flexible approach to designation of testing areas, using a range of test 
instrumentation, is needed. This points to the role of government being focussed on 
doing what industry cannot, including coordinating a diverse range of government and 
non-government stakeholders to gain necessary agreements and approvals, and 
supporting co-investment.  

  

 

298 Productivity Commission, ñNational Transport Regulatory Reform: Productivity Commission Inquiry 
Report.ò 
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Case studies 

Case studies have been prepared to illustrate the information provided in this section, 
and to deep dive into specific areas of interest.  

Case study: Cyborg Dynamic Engineering 

This case study considers the Australian SME Cyborg Dynamic Engineering as an 
example of the ónew generationô of Australian technology firms that are partnering with 
Defence to help identify and deliver on its burgeoning investment in robotic and 
autonomous systems.  

As both defence and civilian players seek to harness the benefits of autonomous 
systems, they are turning to a new generation of technology firms using robotics and 
AI for innovative solutions and products. Through collaborative partnerships, 
Australian SMEs are playing a leading role in conceptualising how new technologies 
can be effectively integrated and applied in the field.  This case study focuses on 
Cyborg Dynamics Engineering (Cyborg) as an example of the dynamism of Australian 
industry, and how its enabling technology is enhancing the accessibility of AI.  

 

About Cyborg: Cyborg is a Brisbane-based firm that brings engineering expertise to 
create integrated control systems for robotic platforms. It has also partnered with 
another firm, Skyborne Technologies, to start Athena AI, which provides an óAI 
decision support toolkitô integrated with their control systems. The result is a largely 

Figure 1: Image of Warfighter UGV. Cyborg Dynamics Engineering, Projects Accessed on 1 August 2021, 
Cyborg Dynamics Engineering 
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vertically integrated Australian AI solution. While Cyborg has focussed significantly on 
Defence work, its systems can be tailored to specific óuse casesô, Defence or 
otherwise.  

 

Defence partnerships: The increased focus on AI and autonomy centred capabilities 
in Defenceôs strategic priorities, together with funding programs designed to support 
those priorities, has provided important opportunities for Cyborg, which welcomes 
Defenceôs efforts to seek out SMEs directly to assist in a more nimble approach to 
developing and acquiring autonomous capability. While SMEs have previously been 
limited to subcontracting to defence primes, Defence is becoming more open to 
partnering with SMEs to pursue novel proposals where it aligns with their 
requirements. To this end, Cyborg generally engages with Defence at the TRL 5-7 
level, which ensures that it can undertake rigorous internal testing and prototyping 
before submitting a tender or applying for grant funding. Going forward, there are 
opportunities for Defence to extend its funding programs so that it can partner with 
Australian SMEs on lower TRL projects, providing a funding runway from 
conceptualisation through to acquisition. Not only would this foster Australian 
capability and allow Australian firms to competitively tender by reducing the immense 
financial risks associated with delays in acquisition, but it could also shorten the time 
span from identification of a capability gap or need to prototype testing and operational 
experimentation. 

Integrated AI and accessible user interfaces: In the Army and land forces context, 
reducing the cognitive and physical loads on soldiers is a priority, which has in turn 
driven a focus on enabling common or universal control of multiple vehicles or robots 
with increasingly advanced instrumentation and capabilities. To this end, Cyborg 
control systems can be operated through a smartphone, essentially turning it into a 
ócommon controllerô of multiple different vehicles or robots.  When used in conjunction 
with Athena AI, the effectiveness of both the human operator and relevant platforms 
is significantly enhanced. Essentially, Athena AI is a óvision-based AI systemô 
optimised for human in the loop operations that combines AI computer vision, AI 
enabled decision support and display of the AI information on a user interface. It is 
able to operate based on relevant legal considerations producing ñnovel hierarchical 
neural networksò for each specific decision support use case to optimise both speed 
and accuracy and is able to automate reports based on information from sensors, 
cameras and video feeds and provides real time target tracking for CCTV and military 
applications.  299 

Warfighter UGV: Using a grant from the Sovereign Industry Capability Program (SIC-
P), Cyborg has partnered with another Australian firm, BIA5, to support the design, 
materials and equipment outlays and testing of the Warfighter UGV.  The Warfighter 
is a semi-autonomous sub one-tonne UGV that highlights the versatility that is 
expected and required of autonomous vehicles and systems by Defence for land 
combat purposes and the broad range of roles they may be required to play or support. 
The Warfighter is  designed to be able to carry a wide range of mission systems and 
payloads to address specific operational requirements, including anti-tank functions,  
it can operate for up to 72 hours and its instrumentation includes intelligent route 
planning tools, collision avoidance, GPS denied navigation and a datalink with the 

 

299 Athena AI, Capabilities Athena AI, accessed 25 August 2021 
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launch control unit out to around 5km.300 It is anticipated that it will be interoperable 
with other systems, including drones, operating off the same network. For Cyborg, 
which is responsible for the overarching control system, this illustrates the potential 
complexity associated with increasingly sophisticated UGVs operating in human-
machine teaming scenarios. The continued integration of AI to reduce the cognitive 
load on the human operator will clearly be important to the use of UGVs at scale.   

Opportunities for regulatory change: There are limited regulatory frameworks for 
AI, big data, and cyber-security in Australia, with firms like Cyborg choosing to align 
with international standards frameworks as a matter of good practice, including those 
adopted or required by defence forces in the United Kingdom and United States. 
Aligning with international standards not only enables Australian firms to export to 
overseas markets, but partner with overseas firms and organisations. However, the 
absence of designated regulatory frameworks in Australia does operate to create 
uncertainty around innovation and investment: it is challenging for firms to tender for 
projects without a clear understanding of the relevant regulatory parameters, including 
for AI and cyber-security. Government and Defence may have a role in harnessing the 
existing industry-led approaches into a common framework that supports a trusted 
autonomous ecosystem in which collaboration and interoperability is key.  

  

 

300 Cyborg Dynamics Engineering, Warfighter UGV Cyborg Dynamics Engineering, accessed 25 August 
2021; Wong, K ñLand Forces 2021: Cyborg Dynamics Engineering unveils ATGM-equipped Warfighter 
UGV conceptò, Janes, 1 June 2021 
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Key takeaways 

This document highlights that there are a diverse range of stakeholders in the 
autonomous vehicle industry in Australia that are, in many instances, working 
effectively together to create formidable partnerships and ócommunities of practiceô 
that will bolster Australiaôs technology credentials and allow it to take advantage of the 
safety, productivity and social benefits that autonomy delivers.  Private firms are at the 
forefront of this effort, and in many instances showing leadership in the development 
of testing facilities and adoption of best practice safety approaches. These 
partnerships, communities and networks are proving to be important to overcoming 
some of the key restraints for industry ï many of which stem from an absence of clear 
strategic and regulatory direction in the off-road sector, which in turn feed uncertainty 
around funding and innovation.   

The industry-led nature of autonomous industries, often in partnership with Defence, 
is a consistent theme throughout this Body of Knowledge, and is the source of both 
challenges and limitations ï Defence is a key driver for industry innovation, but 
stakeholder feedback remains that greater support is needed for research and 
development to support Australian-based projects at lower TRL.  However, what 
clearly emerges is that there are major opportunities to help both private firms to 
partner with Defence more easily and confidently. The case study on Cyborg 
Dynamics Engineering provides useful insights into the internal óconditions 
precedentô required to support successful autonomous operations in Australia, 
including firms enhancing their own digital capabilities. 
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Land domain: Current Australian framework for assurance and 
accreditation of autonomous systems  

Transport safety regulation in Australia 

Autonomous transport systems, like non-
autonomous transport systems, are subject to a 
suite of regulations at the federal, state and 
territory level. This document focusses primarily 
on transport safety regulation, although 
consideration is also given to a number of other 
ancillary areas that affect accreditation 
arrangements. It is important to understand 
which parts of the Australian, state and territory 
governments is responsible for the regulation of 
each transport domain. As a result of the COAG 
Seamless National Economy initiatives, the 
objects of transport safety legislation expanded 
to include considerations around productivity and 
innovation.  

A key element of these initiatives included 
establishing a single national regulator for each of the maritime, heavy vehicle and 
rail sectors. Consequently, there has been significant harmonisation of transport 
regulation in Australia, with the role of individual state and territory regulatory 
regimes diminished. However, because of constitutional and other related issues, 
most transport safety regulations revolve around cooperative schemes and the 
retention by states and territories of some key regulatory functions.  

This means that frequent discussion and negotiation between the Australian, state 
and territory governments is required in relation to the content and application of the 
legislative, regulatory, standard and code of practice level. Given this, the Council of 
Australian Government framework has been used to encourage the adoption of a 
uniform approach centred on risk-based, data-led regulation.301  

 

Key players in automated vehicle reforms   

Infrastructure and Transport Ministers Meeting (ITMM) Comprised of 
Commonwealth, state and territory government ministers à sets national reform 
priorities, makes decisions to improve efficiency and productivity of Australianôs 
infrastructure and transport systems, and agrees changes to existing legislative 
schemes  

Australian Government agencies DITRDC is the key agency, which includes the 
Office of Future Transport Technology à responsible for coordination across portfolios, 
including developing land transport technology policy framework and action plan, 
regulation of  importation and first supply of automated vehicles,  reviews of Australian 
Design Rules, and international standards harmonisation 

 
301 Productivity Commission, ñNational Transport Regulatory Reform: Productivity Commission Inquiry 
Report.ò 

Previously, regulation of rail, heavy vehicles 
and light vehicles was the responsibility of the 
states and territories.  

Following the implementation of the Single 
National Economy initiatives, implemented 
initially through the intergovernmental 
agreements and then through legislation, 
responsibility for safety regulation shifted 
toward national regulators, which were 
empowered to administer either national 
legislation passed by the Australian 
Parliament, or applied legislation.   

For an overview of regulation across Land, 
Air, and Maritime domains, see the Resource 
Hub in RAS-G. 
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State and territory government agencies Include road transport, road management, 
licensing and registration, and enforcement agencies à responsibilities include in-
service vehicle regulation, vehicle registration, road rules and driver licensing, road 
management, and  approval/regulation of automated vehicle trials 

National Transport Commission Develops and proposes national law reform to 
enable the commercial deployment of automated vehicles à leads AVP projects, 
including in-service safety for automated vehicles, government access to vehicle 
generated data, motor accident injury insurance and automated vehicles, and review 
of automated vehicle trial guidelines 

Austroads Conducts research to inform policy development and guidance on the 
design, construction and management of the road network and its infrastructure à 
Current automated vehicle projects include road authority data for connected and 
automated vehicles, interaction of automated steering systems and road 
infrastructure, and integrating advanced driver assistance systems in driver education 
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Accreditation frameworks within the land domain  

The current accreditation framework for autonomous vehicles and systems is made 
up of a number of different parts that can be broadly grouped under the headings of 
óroadô and óoff-roadô vehicles. In relation to the former,  it is  well-established that the 
existing framework is premised on a human driver being in charge of the vehicle, 
potentially with the assistance of automated driving features, and that this requirement 
is the main barrier to the lawful operation of autonomous land vehicles and systems 
being used.  
 
However, there are advanced reforms underway that 

¶ recognise that a system, rather than a person, may be partly or fully in 
control of a vehicle 

¶ provide a framework for legislative barriers to be removed 

¶ provide that a new national law and national regulator will be established to 
regulate ADSEs 

¶ that other laws and rules will need to change as a result, and  

¶ ensure that in the meantime, trials of automated vehicles can proceed.   
 
Where a vehicle is not operated on a public road ï for example, on mine sites, farms, 
Defence sites, and for emergency services purposes ï there are fewer legislative 
barriers centred around human operation. Rather, the issue is that regulatory 
frameworks are highly fragmented, lack overarching coordination and are not 
necessarily fit for purpose or geared toward facilitating, supporting or encouraging the 
safe and commercial deployment of autonomous vehicles and systems.  
 
This document: 

¶ briefly considers the current accreditation frameworks for automated vehicles 
to provide understanding of what areas will be changing, and what will remain 
the same or subject to reform at a later stage 

¶ sets out the approach to accreditation frameworks that will be put in place under 
the arrangements agreed by Transport Ministers to date for automated 
vehicles, and the roles of federal, state and territory and national regulators 
under this scheme.  

¶ sets out the approach to accreditation frameworks in place for off-road vehicles 
not captured through the automated vehicle reforms 

¶ other relevant regulatory schemes, including for cyber-security and AI  

¶ flexibility mechanisms that allow for trials, testing and evaluation, and   

¶ other approaches to accreditation frameworks, including under international 
laws, and within Defence.  
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Accreditation of on-road vehicles  

Broadly, the accreditation framework for on-road vehicles relate to import and 
manufacture, registration and licensing, safety and road infrastructure. WHS laws, and 
other industry specific legislation (for example, to commercial passenger vehicles, 
public buses, etc).  

Responsibility for vehicle regulation is shared between the Australian Government and 
the states and territories. The Australian Government maintains power over 
importation and vehicle standards in Australia for all on-road vehicles through the 
Road Vehicles Standards Act 2018 (RVSA) and the Australian Design Rules 
(ADRs) , so that new road vehicles must meet the ADRs before they can be offered 
to the market for use in transport.302  

Once a vehicle is approved and supplied to the Australian market, regulation passes 
to the relevant state or territory government, or to the National Heavy Vehicle 
Regulator (NHVR), which are variously responsible for in-service requirements such 
as registration, licensing, roadworthiness and vehicle modifications and upgrades.303 
In-service vehicle standards and rules require that vehicles continue to comply with 
the ADRs, implemented at state and territory level in the Australian Light Vehicle 
Rules (ALVR).304  

Given the multiple levels of government involved in the regulation of on-road vehicles, 
the NTC and Austroads have long played an important coordination role, working as 
an effective óarmô of Transport Ministers and the COAG process to lead the reform and 
maintenance of key frameworks and requirements, including the ALVR and the 
Australian Road Rules (ARR), and reviews of the applied law schemes in the heavy 
vehicle and rail sub-domains.305  

Accordingly, the NTC was well-placed to develop and coordinate strategic, policy and 
operational arrangements for the deployment of automated vehicles in Australia 
through its AVP. The AVP provides a roadmap to establishing a regulatory regime that 
allows for the ósafe and commercial deployment of automated vehiclesô. This involves 
a mixed approach of both adapting existing regulations, and expanding the powers 
and functions of existing regulators; as well as establishing new legislation, and a new 
regulator to administer it.  

 

 

  

 
302 Department of Infrastructure, Transport, Regional Development and Communications, ñAustralian 
Design Rules.ò 
303 Australian state and territory governments are also responsible for registration and licensing of heavy 
vehicles. 
304 Department of Infrastructure, Transport, Regional Development and Communications, ñAustralian 
Design Rules.ò 
305 NTC, ñAutomated Vehicle Program Approach.ò 
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National Transport Commission Automated Vehicles Program 

In November 2017, Transport Ministers, as members of the then Transport 
Infrastructure Council (now ITMM), endorsed the goal of an óend to endô regulatory 
system to support the safe, commercial deployment of automated vehicles at all levels 
of automation.306 This framework encapsulated all areas of regulation relating to 
vehicles and drivers across all levels of government, which were then captured in 
projects as set out in Figure 1 below.  
 
These projects enabled Australiaôs transport ministers to make a number of key policy 
decisions in relation to automated vehicles, providing a roadmap through to 2026 
culminating in a new national law for automated vehicles, administered by a dedicated 
national automated vehicle regulator, and comprehensive changes to federal, state 
and territory legislation.  
 
In the interim period, the NTC and Austroads have developed national guidelines for 
the to guide the consistent conduct of automated vehicle trials by state and territory 
governments and the NHVR. New South Wales, Victoria and South Australia have put 
in place specific legislation for vehicle trials, while other jurisdictions manage trials by 
providing exemptions or temporary permits under existing legislation.307 
 
 
 

 
 

 
306 NTC. 
307 NTC, ñDecision Regulation Impact Statement: In-Service Safety for Automated Vehicles.ò 

 

Australian Design Rules, Australian Road Rules, 
and Australian Light Vehicle Standards Rules  

The Australian Design Rules are national standards for vehicle safety, anti-theft and 
emission controls and cover issues such as occupant protection, lighting, noise, engine 
exhaust emissions and braking. The Australian Government can exempt new and 
imported vehicles from the ADRs.  

The Australian Light Vehicle Standards Rules form the basis for state and territory 
road rules and vehicle standard requirements.  

The Australian Road Rules promote road safety by establishing uniform rules of the 
road for drivers and riders of motor vehicles, riders of bicycles, pedestrians and 
passengers.  
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Figure 6: National Transport Commission ï End to end regulation for road vehicles 
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Status of Automated Vehicle Program work   

Transport Ministers, through TIC and ITMM, have already a number of key policy 
decisions in relation to automated vehicles:  

¶ control: that the ADSE is legally in control of a vehicle when the ADS is 
operating. A ófallback ready userô, able to take control of certain aspects of the 
dynamic driving task in a level 3 automated vehicle, will have specific 
legislative obligations, as will óremote controlô drivers308  

¶ safety at first supply: Australia will incorporate a self-certification approach 
for ADSs into existing Commonwealth vehicle regulations.309 This means that 
DITRDC will be the ófirst supplyô regulator, as it is for vehicles without ADSs, 
separate from the new AVSR. DITRDC will be responsible for progressing 
amendments to the RVSA and other legislation, as well as ensuring that ADRs 
are expeditiously updated to include new international standards for automated 
vehicles as they are made, and  

¶ in-service safety: that Australiaôs automated vehicle national safety law will 
establish a national regulator. The law will place a general safety duty on 
ADSEs and require ADSE executive officers to exercise due diligence. Remote 
drivers will also be regulated. Other prescriptive powers and requirements, 
including the development of new road rules for automated vehicles, will also 
be developed under the AVSL.310  
 

Going forward, a number of key decisions are still required in relation to:  

¶ the form of the new AVSL ï that is, whether it will be an applied law or a national 
law 

¶ the range of compliance and enforcement powers that the AVSL will include to 
facilitate a risk-based compliance and enforcement approach, and the 
implications and requirements for interaction and engagement required 
between the AVSR and other agencies, include state and territory enforcement 
agencies, and   

¶ access to information and data by the new AVSR, the purposes that it will be 
used for, and information exchanges and flows with other regulators and 
agencies.  

  

 
308 NTC, ñA National In-Service Safety Law for Automated Vehicles.ò 
309 National Transport Commission (2018) Decision regulation impact statement: Safety assurance for 
automated driving systemsInitially, the preferred approach was to establish a new first supply regulator 
with responsibility for some in-service functions. However, following stakeholder feedback, it was 
determined that it would be more appropriate for DITRDC to extend its existing role 
310 NTC, ñEstablishing an In-Service Safety Regulatory Regime for Automated Vehicles.ò 
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Prescriptive rules for in-service matters not related to the general safety duty  

While the general safety duty will be the ócentrepieceô of the new AVSL, providing the 
AVSL with an óoutcomes-based foundationô, Transport Ministers have also agreed that 
there are other areas where more prescriptive rules could be warranted, and that the 
AVSL should provide a head of power for such regulation should it become necessary.  

Examples of where prescriptive rules may be required in the AVSL include regulating 
the dynamic driving task when performed by ADSs, just as the ARRs prescribe 
how the driving task should be performed by human drivers and will ensure ADS 
behaviour is predictable for other road users. Given the ñinfancy and noveltyò of the 
industry,311 it is challenging to predict all areas that may require prescriptive rules; 
however, it is likely that other areas will emerge. Other areas that the NTC has flagged 
may require prescriptive regulation in the AVSR or in state, territory or national 
regulator legislation include:  

¶ motor accident injury insurance and automated vehicles: Transport 
Ministers agreed that all jurisdictionsô motor accident injury insurance schemes 
should provide access for injuries and deaths caused when ADSs are engaged. 
Consideration of the detail in this area is ongoing. Access to data (powers and 
privacy protections) by motor accident injury insurers to assess liability will also 
be considered at a later stage of the in-service safety work after state and 
territory jurisdictions have considered whether existing regulation supports their 
access to data to assess liability for crashes;  

¶ vehicle-generated data: the NTC has consulted on a framework for 
government access to and use of data generated by vehicles, including 
automated vehicles separate from the purpose of compliance and enforcement 
for automated vehicle safety. This data has the potential to help road transport 

 
311 NTC, ñA National In-Service Safety Law for Automated Vehicles.ò 

Why was a separate AVSL/AVSR needed?  
¶ The risks associated with automated vehicles are different. A new Act designed around 

these new concepts and risks and the new principles developed to regulate them would 
provide a more efficient, effective, comprehensive and future-proof approach  

¶ It provides the opportunity to start afresh and create nationally consistent, purpose built 
legislation that would minimise confusion  

¶ Standalone legislation would provide greater certainty and make it easier for the public, 
manufacturers and enforcement agencies to understand compliance requirements  

¶ Standalone legislation provides the opportunity to address a range of issues as a 
packageðfor example, updates, data collection and privacy. It would also allow the 
ósmart fleetô (automated vehicles) to be regulated separately, allowing introduction 
issues to be coordinated efficiently (a state transport department) 

¶ Existing driving legislation is complex and lengthy and requires modernisation and 
updating. Attempting to accommodate automated vehicles within this existing 
legislation may lead to creating an unnecessarily complex legislative model, could be 
costly and produce unintended outcomes  

¶ Existing legislation is aimed at modifying the behaviour of human drivers to address 
risks associated with human drivers. This is not appropriate for automated vehicles 
because the risks associated with an ADS are likely to be differentðfor example, 
software errors of malfunctioning hardware  
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agencies create public value by enhancing network operations, investment, 
maintenance, planning and improving road safety. Consideration of the detail 
in this area is ongoing; 

¶ licensing and registration data:  Austroads is considering the registration 
system data points required to meet the needs of road regulators and service 
providers (e.g. motor accident injury insurers). The AVSR will require access to 
registration system data on automated vehicles; and  

¶ interaction with the HVNL: discussed below.  
 

Heavy vehicles  

It is likely that automated heavy vehicles will be captured under proposed new 
arrangements for safety of heavy vehicles at first supply and in-service, as well as 
under the HVNL. Like the proposed new AVSL, the HVNL imposes primary safety 
duties on parties in the chain of responsibility, and through prescriptive requirements 
around vehicle design, loading and access. It is possible that a party in the chain of 
responsibility, like an operator, could also be an ADSE subject to the HVNL.  

The HVNL also provides for the NHVR to register óindustry codes of practiceô, which 
are industry specific guidance documents designed to provide practical information on 
how a party in the chain of responsibility can discharge its primary safety duty. As 
under WHS, the code of practice may be used as evidence that the party in question 
understood the extent of their duty. This may provide a useful initial tool for industry to 
develop a common approach to how ADSEs can discharge safety duties under the 
HVNL. This could align with or inform how ADSEs meet general safety duties under 
the proposed new AVSL.  

The HVNL is currently under review, with a focus on amending it to deliver 
performance-based and outcome-focused regulation that effectively manages risk. 
This may support the use of new technology in heavy vehicles, including increased 
levels of automation, and change or limit the role that the AVSL plays in relation to the 
regulation of automated heavy vehicles.    
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Registration and licensing  

State and territory road transport and road management agencies, together with local 
government road managers, will continue to be responsible for allowing access to the 
road network, vehicle registration and human driver licensing requirements.  

 

  

 
312 NTC. 

Table 1: Registration and licensing in Australia 

Access, registration, and licensing312 

Access to the road 
network  

S&T and local road 
managers  

S&T road 
management 
legislation  

Road users 

Vehicle registration  S&T road transport 
agencies  

S&T road safety 
legislation, motor 
vehicle registration 
legislation  

Registered 
owner/driver  

Vehicle identification  S&T road safety 
legislation 

Human driver 
licensing 
requirements  

Human driver  

Human driver trainer 
requirements  

Human driver trainers  
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Key players  

¶ state, territory, and local government road managers: state, territory and 
local governments are road owners, and provide approvals for certain kinds of 
vehicles to operate on certain roads based on local conditions and road 
infrastructure. These approvals are most relevant to heavy vehicles due to the 
special characteristics of large trucks, their potential impacts on road 
infrastructure, and the need to manage interactions with other road users  

¶ state and territory road transport agencies: state and territory road transport 
agencies are responsible for driver licensing and registration of vehicles, and 
will retain these roles in relation to both automated and traditional vehicles, and   

¶ NHVR: the NHVR is not a road owner and does not make access decision on 
road managersô behalf. Rather, it is responsible for liaising directly with road 
managers to support applications for and the issue of permits. The issue of 
access permits and notices often depends directly on other approvals and 
permits heavy vehicles are required to obtain from the HVNL under the NVHR, 
including compliance with vehicle standards, and mass and loading 
requirements. The NHVR has developed notices, which provide óas of right 
accessô to certain routes, and route maps to reduce the need for individual 
access applications.  

 

Key features  

In relation to these matters: 

¶ licensing: driversô licensing schemes will need to change to reflect the different 
roles that humans will play, and the skills that they will require, to operate 
autonomous transport technologies. This includes rules for regulating 
teleoperation and remote driving, and the obligations of fallback-ready 
users, and  

¶ vehicle access: in relation to vehicle access arrangements, which are primarily 
focussed on ensuring that road infrastructure can safely accommodate heavy 
vehicles, it has been stated that there will be no change to heavy vehicle access 
arrangements for automated vehicles under the HVNL at this stage; that is, an 
automated B double will be permitted to access the same routes as a non-
automated B double when the new AVSL commences. Further consideration 
of road infrastructure requirements, and the potential for a more consistent 
approach across states and territories to road access requirements for 
automated vehicles, will likely occur as the technology and operational models 
associated with automated heavy vehicles evolve.  

 
More work is being undertaken in relation to registration, licensing, and road 
infrastructure by the NTC and Austroads. 
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Accreditation of off-road vehicles 

óOff-roadô vehicles and systems are generally regulated through a combination of 
industry specific legislation, workplace health and safety (WHS) or occupational health 
and safety (OHS) laws, or a combination of both. Each state and territory has passed 
its own WHS/OHS laws, based on the Work Health Safety Act 2011 (Cth) (the Model 
WHS Act), as well as jurisdiction specific mining, emergency services and agricultural 
legislation.  
 
Depending on the operations it is undertaking, Defence, as a Commonwealth 
workplace, will be subject to the Model WHS Act. Where off-road vehicles are required 
to access public roads, requirements under state and territory road safety laws, and 
the HVNL, may apply. Other standards, including those developed by the ISO, may 
also be invoked either on an industry-led basis or because they are incorporated into 
one of the instruments.313   
 
 

Work health and safety framework 

Key players 

¶ state and territory responsible ministers: state and territory ministers are 
responsible for approving codes of practice codes of practice before they apply 
in their respective jurisdiction  

¶ state and territory WHS/OHS regulators: state and territory WHS and OHS 
regulators are responsible for the administration of state and territory 
WHS/OHS laws, including monitoring and enforcing compliance, and providing 
advice and information on WHS duties 

¶ Comcare: Comcare is the Commonwealth WHS regulator under the Model 
WHS Act insofar as it applies to Commonwealth workplaces. It has the same 
broad responsibilities as state and territory regulators 

¶ Safe Work Australia: SWA is an Australian government statutory body 
established to develop national policy relating to WHS and workersô 
compensation, working with governments, employers and employees. It is not 
a regulator.  
 

In Australia, workplaces are subject to WHS or OHS laws, including workplaces where 
autonomous vehicles and systems are used. These are likely to fall under the definition 
of óplantô314.315 It should be noted at the outset that there are limited specific examples 

 
313 It should be noted that government and regulators are cautious about imposing a requirement to 
comply with an external standard ï such as those developed by Standards Australia or ISO ï because 
of costs associated with accessing them, and the burden on industry of maintaining compliance as 
standards are updated and changed. 
314 Safe work Australia, ñPlant Design, Supply and Registration | Safe Work Australia.ò 
315 Plant includes any machinery, equipment, appliance, container, implement and tool, and includes 
any component or anything fitted or connected to any of those things. Plant includes items as diverse 
as lifts, cranes, computers, machinery, conveyors, forklifts, vehicles, power tools and amusement 
devices. Plant that relies exclusively on manual power for its operation and is designed to be primarily 
supported by hand, for example a screw driver, is not covered by the WHS Regulations. The general 
duty of care under the WHS Act applies to this type of plant. Certain kinds of plant, such as forklifts, 
cranes and some pressure equipment, require a licence from the WHS regulator to operate and some 
high-risk plant must also be registered with the WHS regulator. 
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of how WHS will apply in relation to autonomous vehicles and systems, or the extent 
of the duties owed by duty holders in this respect. It is also unclear how WHS laws 
apply to non-physical ósystemsô or digital infrastructure that humans interact with in the 
workplace. 
 

Prescriptive requirements for managing risks in the workplace   

The Model WHS Regulations imposes some specific obligations in relation to plant, 
including:  

¶ certain items of plant and types of plant designs must be registered. This 
includes design registration, which is the registration of a completed design, 
and item registration, which applies to specific items of plant.  In order to have 
an item of plant registered, it must be inspected and a statement provided by a 
competent person stating that plant is safe to operate 

¶ that operators have a high risk work licence to operate certain types of plant,316 
and  

¶ that competent persons are required to perform certain roles, including in 
relation to installing or commissioning plant, altering the plant or design of the 
plant, changing the way it is used or change a system of work associated with 
the plant, or using plant in a different way or for a purpose that it was designed 
for. Maintenance, inspection and testing of plant must be carried out by a 
competent person in accordance with manufacturerôs recommendations, or if 
those arenôt available, in accordance with recommendations of a competent 
person.317  

 
The Model WHS Regulations capture óamusement devicesô ï broadly, amusement 
rides and structures ï and specify a range of broad requirements that may be 
instructive to duty-holders in relation to certain autonomous vehicles and systems. 
These include the person with management or control of the amusement device must 
ensure  

¶ that it is checked and operated before it is used 

¶ that daily checks of the device are recorded in the log book for the device  

¶ that a record of the operator having completed instruction and training and 
being determined as competent to operate the device be included in the log 
book for the device  

¶ that if the device is to be installed, assembled, constructed, commissioned, 
decommissioned, dismantled or stored, details of the competent person or 
persons carrying out this work is recorded in the log book for the device  

¶ that maintenance, inspection and testing is carried out by competent persons  

¶ that the device is stored appropriately,   

¶ that a detailed annual inspection is carried out at least every 12 months, and  

¶ that there is a major inspection every ten years. 318   
 

 
316 There are 29 classes of high risk work licences to use the following types of plant and equipment, 
including scaffolding, forklifts, hoists, cranes, pressure equipment, rigging and dogging equipment and 
elevating work platforms. 
317 Model WHS Regulations, regulation5: Competent person means a person who has acquired through 
training, qualification or experience the knowledge and skills to carry out the task. 
318 Safe work Australia, ñGeneral Guide for Amusement Devices.ò 
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WHS codes of practice  

Codes of practice developed by Safe Work Australia and approved by Transport 
Ministers, provide practical guidance on how duty holders, such as PCBUs, can 
discharge their duty so far as reasonably practicable.319 Under WHS legislation, a duty 
holder must comply with an approved code of practice or follow another method, such 
as a technical or industry standard, if it provides an equivalent or higher standard of 
WHS than the standard required by the code of practice.320  

Codes of practice are admissible in court proceedings as evidence of what was known 
about a hazard, risk or control and may rely on the code in determining what is 
reasonably practicable in the circumstances to which the code relates.  Safe Work 
Australia has developed a model code of practice, Managing the risks of plant in the 
workplace that provides general guidance on the requirements that the Model WHS 
Act imposes in relation to plant, and how duty holders can manage their obligations in 
this respect. There have been no specific codes of practice developed that relate to 
autonomous vehicles and systems. However, it is possible that the development of 
model codes of practice by Safe Work Australia in relation to certain aspects of 
autonomous vehicles and systems could be useful to providing practical guidance on 
how duty holders can manage the hazards and risks that may be associated with them.  

 

Flexibility mechanisms 

WHS legislation generally allows for PCBUs to take a órisk-basedô or óoutcomes basedô 
approach to managing the hazards and risks of using plant in a workplace by requiring 
duty holders to ensure safety óso far as reasonably practicableô. This underpins the 
general safety duties approach taken in the on-road sector regulating ADSEs, and is 
well-suited to managing the diverse range of risks and hazards that are found in 
equally diverse workplaces.  
 
Accordingly, WHS laws provide significant flexibility to duty holders to identify and 
manage the risks associated with autonomous vehicles and systems in workplaces. 
To the extent that further prescription is required, the further development of Australian 
Standards and ISO safety standards will continue to fill gaps in this respect, particularly 
if those standards are adopted through nascent industry schemes.  
  

 
319 Safe Work Australia also develops model codes of practice to provide practical guidance for 
PCBUs who have duties under WHS legislation in relation to particular matters. To have legal effect in 
a jurisdiction, the model code of practice must be approved as a code of practice in that jurisdiction.  
320 Model WHS Act, section 274. For example, an ISO standard. Codes of practice often refer to ISO 
standards that have been developed to manage particular risks and hazards. 
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Industry specific frameworks  

Industry specific legislation will generally apply in addition to WHS laws (noting that 
the latter only apply to óworkplacesô). This section explores accreditation frameworks 
in industries which have increasing uses of autonomous vessels and systems.  

Police and emergency services 

Relevant frameworks: WHS laws, state and territory emergency services laws, state 
and territory road safety laws  

(It should be noted at the outset that emergency services vehicles and systems may 
operate both on and off-road. However, due to the different regulatory treatment that 
they receive, and the evolving nature of emergency service equipment and vehicles, 
they have been included here.) Where emergency services use autonomous vehicles 
and systems in a workplace,  WHS laws will generally apply.  For example, the Work 
Health and Safety Act 2011 (Qld), applies to emergency service PCBUs; however, 
there do not appear to be specific codes of practice or policies  under that Act that 
apply specifically to the risks from equipment to emergency service workers.321  
Specific emergency services and public safety functions and powers are set out in 
state and territory legislation. For example, in Queensland, emergency and public 
safety functions are authorised by the Police Service Administration Act 1990 (Qld) 
(Queensland Police Service), Fire and Emergency Services Act 1990 (Qld), and the 
Ambulance Service Act 1991 (Qld). Under this legislation, these services may acquire, 
use and dispose of assets and equipment. In relation to risks to the general public 
from equipment used in emergencies, this legislation specifies that the state is liable 
for injury to the general public from an officer performing duties under the Act.322 There 
are no accreditation pathways within these establishing Acts for equipment and 
assets. Emergency service vehicles are exempt from a range of key requirements 
under the HVNL.323 This indicates that organisational rules and protocols will guide the 
accreditation of autonomous vehicles and systems.   

Agriculture 

Relevant frameworks: WHS laws, HVNL, ISO standards  
 
Where autonomous vehicles and systems are used in an agricultural óworkplaceô, 
WHS laws will generally apply. The risks to workers from óplantô in farm settings is 
well recognised and established. In Queensland, there are two ópreservedô codes of 
practice in this respect: the Rural Plant Code of Practice that establishes a system of 
hazard identification, harm minimizing and worker training to manage dangers from 
agricultural equipment; and the Safe Design and Operation of Tractor Code of 

 
321 While there are no specific Australian standards in the United Statesô National Institute of Standards 
and Technology (NIST) undertakes testing and evaluation of emergency response robotics according 
to the ASTM International Standard Test Methods. 
322 Ambulance Service Act 1991 (Qld), section 39 
323 Under HVNL section 197 the NHVR may exempt a heavy vehicle or the driver or operator of a 
heavy vehicle from a prescribed requirement if the Regulator is satisfied of certain conditions. See 
National Heavy Vehicle Standards (Emergency Services Speed Limiting) Exemption Notice 2018 
(No.1) National Heavy Vehicle Standards (Emergency Services Speed Limiting) Exemption Notice 
2018 (No. 1) (nhvr.gov.au)  

https://www.nhvr.gov.au/files/c2018g00460-national-hv-standards-emergency-services-speed-limiting-exemption-notice-2018-no1.pdf
https://www.nhvr.gov.au/files/c2018g00460-national-hv-standards-emergency-services-speed-limiting-exemption-notice-2018-no1.pdf
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Practice.324 These do not contain any information or guidance about autonomous or 
automated vehicles or systems. There are a number of ISO standards for heavy 
agricultural equipment, including:  

¶ 18497 Agricultural machinery and tractors ï Safety of highly automated 
agricultural machines ï Principles for design 

¶ 25119-1 Tractors and machinery for agriculture and forestry ï Safety-related 
parts of control systems ï Part 1: General principles for design and 
development, and  

¶  10975 Tractors and machinery for agriculture ï Auto-guidance systems for 
operator-controlled tractors and self-propelled machines ï Safety 
requirements 

 
In addition to WHS laws, agricultural vehicles and systems will be captured by the 
HVNL where they cross public roads. This includes complying with mass and loading 
requirements, and access permits.325  

 

Mining  

Relevant frameworks: Mining legislation, HVNL, ISO standards  

Workplace health and safety in the mining industry is regulated by each state and 
territory. This is captured in mining specific legislation in a number of jurisdictions, 
which reflects the specific hazards and risks associated with mining operations. For 
example, in Queensland:  

¶ mining sites are predominantly regulated by the conditions on specific mining 
leases 

¶ operators have a general obligation to provide the ósafety and health of persons 
at mines or affected by operationsô,326 and  

¶ a separate, parallel regime exists for coal mining.327  
 

Western Australia has, in addition to mining specific WHS legislation, has also 
developed a code of practice for Safe mobile autonomous mining in Western 
Australia328. It has the same status as a code of practice made under WHS legislation, 
and in addition to setting out how particular duty holders can manage specific risks 
and hazards associated with autonomous and partly autonomous systems on mine 
sites, it lists examples of Australian and international standards and other guidance 
that may apply. While it has relatively limited application, this code of practice provides 
a useful model for clearly integrating WHS and international standards in relation to 

 
324 Workplace Health and Safety Queensland (2004) Code of practice: Rural plant Available from Rural 
Plant Code of Practice 2004 (worksafe.qld.gov.au); Workplace Health and Safety Queensland (2005) 
Code of practice: Safe design and operation of tractors. Available from Safe Design and Operation of 
Tractors Code of Practice 2005 (worksafe.qld.gov.au) Under the WHS framework, states and territories 
could ópreserveô certain codes of practice that applied in their respective jurisdictions before the 
commencement of the Model WHS Act. These ópreservedô codes of practice only apply in the 
jurisdictions in which they were made. 
325 Productivity Commission, ñRegulation of Australian Agriculture.ò 
326 Mining and Quarrying Safety and Health Act 1999 (Qld), section 6 
327 See Coal Mining Safety and Health Act 1999 (Qld), and Coal Mining Safety and Health Regulation 
2001 (Qld). 
328 Department of Mines and Petroleum, ñCode of Practice: Safe Mobile Autonomous Mining in Western 
Australia.ò 

https://www.worksafe.qld.gov.au/__data/assets/pdf_file/0019/16552/rural-plant-cop-2004.pdf#:~:text=The%20Rural%20plant%20Code%20of%20Practice%20is%20an,Health%20and%20Safety%20Regulation%202011%20%28the%20WHS%20Regulation%29.
https://www.worksafe.qld.gov.au/__data/assets/pdf_file/0019/16552/rural-plant-cop-2004.pdf#:~:text=The%20Rural%20plant%20Code%20of%20Practice%20is%20an,Health%20and%20Safety%20Regulation%202011%20%28the%20WHS%20Regulation%29.
https://www.worksafe.qld.gov.au/__data/assets/pdf_file/0023/21596/safe-design-operation-tractor-cop-2005.pdf
https://www.worksafe.qld.gov.au/__data/assets/pdf_file/0023/21596/safe-design-operation-tractor-cop-2005.pdf
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autonomous vehicles and systems in industry specific settings. Generally, under 
mining safety legislation, demonstrated compliance of equipment with ISO standards 
can discharge the duty holderôs safety obligation. Relevant ISO Standards in relation 
to heavy autonomous mining equipment are: 

¶ 17757 Earth-moving machinery and mining ï Autonomous and semi-
autonomous machine system safety 

¶ 19014 Earth-moving machinery ï Functional safety ï Part 1: Methodology to 
determine safety-related parts of the control system and performance 
requirements, and  

¶ 16001 Earth-moving machinery ï Object detection systems and visibility aids 
ï Performance requirements and tests. 

 
In addition to WHS laws, mining vehicles and systems will be captured by the HVNL 
where they cross public roads. This includes complying with mass and loading 
requirements, and access permits.329330 

 

Rail and the Office of the National Rail Safety Regulator  

Regulatory frameworks: Rail Safety National Law, WHS laws  

Rail is regulated under the Rail Safety National Law (RSNL), which is an applied law 
administered by the Office of the National Rail Safety Regulator (ONRSR). ONRSR 
has responsibility for accreditation of rail assets (locomotives, rolling stock and 
infrastructure) and the safe operation of railways. This includes powers and functions 
relating to compliance and enforcement, and a crash and incident investigation 
function. The RSNL applies to public railways, private railways (for example privately 
owned and operated mining branch lines), heritage, theme park and hobby railways, 
and light rail (passenger tramways). State and territory WHS laws , including mining 
safety laws, are enforced alongside the RSNL. Both systems require duty holders to 
eliminate or minimise risk generally. Memoranda of understanding between ONRSR 
and the various WHS regulators promote a ócollaborative approach to the 
administration of rail safety and WHS regulationô. Unlike light and heavy vehicles, there 
are no regulatory barriers to automated rail (including light rail) in Australia, and the 
ONRSR has approved autonomous freight rail systems.  ONRSR employs co-
regulatory arrangements already accommodate for new technologies as seen with the 
recent introduction of driverless trains. As it is a risk-based model, new technologies 
can be assessed, with risks identified and managed with rules, processes, and 
procedures, supported by training and development. The current regulatory 
arrangements for rail therefore appear acceptable for managing the risks of emerging, 
autonomous technologies.  

 
329 Ausroads, ñVehicles as a Workplace: Work Helath & Safety Guide.ò 
330 See also HVNL, section 18 which provides that if a provision of the HNVL and a provision of a 
WHS law deal with the same thing, and it is possible to comply with both provisions, a person must 
comply with both provisions (section 18(1)). However, if it is not possible to comply with both, the 
person must comply with the provision of the primary WHS law (section 18(1A)).  
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Other relevant frameworks 

In addition to traditional transport and WHS frameworks, there are emerging 
frameworks that deal with the specific risks of connected and autonomous vehicles.  
 

Cybersecurity 

To date, addressing cybersecurity in vehicles has  largely been a matter of corporate 
good practice; however, it will be increasingly become part of the suite of accreditation 
requirements for automated vehicles.  Under the proposed new arrangements for first 
supply of automated vehicles in Australia, ADSEs will be required to self-certify ADSs 
against 11 safety criteria that will be set out in the new ADR 90/01. One of these is 
ócybersecurityô - specifically, an ñADS must be designed, developed and maintained to 
minimise cybersecurity threats and vulnerabilities and the consequences of cyber 
intrusion.ò331 Under the proposed approach, the ADSE must demonstrate:  

¶ the capacity and competency of the ADS to minimise cybersecurity threats and 
vulnerabilities, including risks of cyber intrusion and other data security 
breaches 

¶ the ADSôs ability to detect and minimise the consequences of cyber intrusions 
and data security breaches that occur. Relevant consequences include those 
on road user safety and consequences for individual privacy following a data 
breach. One way to minimise negative effects on safety could be to include a 
manual override mechanism, and  

¶ the applicantôs processes for maintaining the ADSôs capacity and competency 
to minimise cybersecurity threats, vulnerabilities and consequences of 
intrusions and breaches over the life of the ADS. The applicant should refer to 
relevant legislation, industry standards and guidance for vehicle cybersecurity 
(domestic and international) and explain how it has incorporated these into its 
processes for designing, developing, and maintaining the ADS.332  

 
The UNECE 2P 29 has now adopted regulation R155 for Cybersecurity Management 
Systems, which provide a framework for automotive companies to: 

¶ identify and manage cybersecurity risks in vehicle design 

¶ verify that risks are managed 

¶ make sure risk assessments are kept current 

¶ monitor attacks and respond to them 

¶ analyse successful or attempted attacks 

¶ review cybersecurity measures in the light of new threats, and  

¶ ensure security lifecycle management (across the development, production, 
and post-production phases). 333 

 
There are no specific cyber-security accreditation frameworks for off-road autonomous 
vehicles and systems; although as noted above, various industry schemes, guidelines, 
standards, and contractual practices may see ISO and IEC standards applied. The 

 
331 NTC, ñDecision Regulation Impact Statement: Safety Assurance for Automated Driving Systems,ò 
2018. 
332 Department of Infrastructure, Transport, Regional Development and Communications, Explanatory 
Statement: ADR 90/01 ï Steering Systems 
333 Thales, ñA Single Automotive Cybersecurity Standard Is Coming at Last.ò 
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Office of the Australian Information Commissioner has recommended that security 
risks should be assessed in the early stages of a project by conducting an information 
security risk assessment (as well as a privacy impact assessment if personal 
information is involved).334 Such strategies are intended to ensure that an organisation 
is aware of cybersecurity weaknesses, as well as strategies to mitigate those 
vulnerabilities through technology design. While any kind of risk assessment process 
is valuable, it is particularly important in the context of technology systems where 
ñcybersecurity is a process of closing hundreds of doors, where a vulnerability in any 
one door can let a hacker into the systemò. In this context, implementing cybersecurity 
by design can have a massive impact in increasing cyber resilience for the whole 
system. This concept of cybersecurity by design is a recommendation of the 
International Transport Forum in its report Safer Roads with Automated Vehicles? The 
report recommends that safety-critical systems in autonomous vehicles should be 
isolated from non-critical components and independent of connectivity to external 
networks. This means that connectivity issues are far less likely to affect the 
performance of safety-critical systems. 
 

Artificial intelligence   

There are no specific laws in Australia that regulate the use and adoption of AI, big 
data and machine learning by businesses are subject to a range of existing 
requirements.335 In the meantime, there are a number of other relevant laws that 
copyright, including intellectual property rights,336 data protection, including to protect 
personal information and create a notifiable data breach scheme,337 national security 
risks to Australiaôs telecommunications network and facilities. However, the potential 
for AI technologies to be misused has been widely acknowledged in both Australia 
and globally. The Australian Government has developed the AI Ethics Framework to 
promote responsible use of AI technologies by firms when designing, developing, 
integrating or using AI.  

Regarding development of AI standards, the OAIC recommends that standards must 
draw on domestic and international privacy and related frameworks to ensure 
alignment.338 The Joint Technical Committee (JTC) 1 is the major joint ISO and 
International Electrotechnical Commission (IEC) ICT-focused Standards Committee 
and was established to provide a forum for standards development in relation to ICT 
and has developed commonly used standards including standards on data 
governance and cybersecurity.339 Through national delegations which include 
representatives of NSBs, private companies, consumer groups, researchers, and 
other stakeholders, JTC 1 provides opportunities to shape the development of fit-for-
purpose standards. It might present a forum for Australian stakeholders to not only 
refine international standards-based content, based on their specific expertise, but to 

 
334 ñStrengthening Australiaôs Cybersecurity Regulations and Incentives.ò 
335 Global Legal Insights, ñAI, Machine Learning & Big Data Laws and Regulations - Australia.ò 
336 Copyright Act 1968   
337 Privacy Act 1988 
338 Office of the Australian Information Commissioner, ñArtificial Intelligence.ò 
339 Standards Australia, ñAn Artificial Intelligence Standards Roadmap: Making Australiaôs Voice Heard.ò 

https://www.itf-oecd.org/safer-roads-automated-vehicles-0
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shape the development of new Standards-based solutions to issues identified, based 
on local models that emerge over time.  

Given that Australia is already a participating member in ISO/IEC/JTC 1/SC 42, this 
call to action might be best read as a call to contribute both specific expertise (by 
sector of the economy, or by technical specialisation) and to contribute novel ideas to 
International Standards development activities.  
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Requirement to trial autonomous vehicles 

Trials have and will continue to play an important role in the introduction of safe, 
commercial automated vehicles. It has been noted that while much of the expected 
productivity benefit of automation is likely to be associated with mature technologies, 
international experience suggests that some ñsignificant public safety issuesò exist 
during the trial phase and early adoption, when technologies and protocols are still in 
development. At the same time, these early phases are key in ensuring investment in 
such technologies and associated infrastructure.340 Accordingly, accreditation and 
assurance arrangements for trials is important to ensure that trials ensure safety and 
operate to build and strengthen public trust.  
 

Approvals  

All states and territories have the power to issue exemptions or permits in relation to 
road rules, traffic laws and in-service vehicle standards that would otherwise prevent 
an automated vehicle trial to proceed, although NSW, Victoria and South Australia 
have passed specific legislation to authorised trials.341 Trialling organisations may also 
require exemptions from the Australian Government to import vehicles for a trial if they 
do not comply with the ADRs.  
 

National trial guidelines  

The NTC released the Guidelines for trials of automated vehicles in Australia (the 
national guidelines) for automated vehicle trials in 2017 following a request from 
Transport Ministers, with a subsequent and current version released in 2020.342 State 
and territory road transport agencies will apply the national guidelines as a óconditionô 
of an exemption or trial permit.  
 

Purpose of the national trial guidelines  

The purpose of the national trial guidelines are to:   

¶ support nationally consistent conditions for automated vehicle trials in Australia, 
including cross-border trials; 

¶ provide certainty and clarity to industry regarding expectations when trialling in 
Australia; 

¶ help road transport agencies manage trials in their own state as well as across 
state borders;  

¶ establish minimum safety standards of safety;  

¶ help assure the public that roads are being used safely; and  

¶ help raise awareness and acceptance of automated vehicles in the community.  
 
Ultimately, trial approvals are at the discretion of each state and territory. Different 
jurisdictions may wish to focus on different kinds of trials, including where transport 
agencies partner with private organisations. 

 
340 Productivity Commission, ñNational Transport Regulatory Reform: Productivity Commission Inquiry 
Report.ò 
341 NTC, ñLessons Learned from Automated Vehicle Trials in Australia.ò 
342 NTC, ñGuidelines for Trials of Autonomated Vehicles in Australia 2020.ò 
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Trial requirements  

Under the guidelines, trialling organisations are required to  

¶ provide key information on the proposed trial, including trial location, 
description of the technology being trialled, traffic management plan, 
infrastructure or network requirements, engagement with the public and other 
organisations, managing changes to the vehicle or infrastructure over the 
course of a trial and accessibility  

¶ provide a safety management plan that should address risks to the occupants, 
behaviour of other road users, interaction with enforcement and emergency 
services, security of the automated system, risks to other users, risk to road 
infrastructure, system failure, operation within operational design domain, pre-
trial testing, fitness for duty, appropriate transition processes, whether there is 
a human driver or operator and the training they will receive,  

¶ have appropriate insurance in place, which may include compulsory third 
party insurance, comprehensive vehicle insurance, public liability insurance, 
product liability insurance, self-insurance and work or occupational health and 
safety insurance, and  

¶ agree to provide certain data, including data recording and sharing capability, 
and provision of data and information for serious incidents.  

 
It is unclear how trial arrangements will proceed after the new AVSL and AVSR are in 
place; that is, whether states and territories will continue to be responsible for 
approving trials, or whether this function will shift to the AVSR given it will have 
responsibility for regulating ADSEs.  

 

Trials of other vehicles  

There are no specific requirements for the conduct of testing and evaluation of off-
road autonomous vehicles and systems in Australia. As discussed in relation to the 
WHS framework, certain obligations apply to PCBUs, including designers and 
manufacturers, in relation to the testing of plant. However, the WHS framework does 
not contain or apply standards for testing and evaluation. The WA code of practice for 
autonomous mining provides some advice for ósystem buildersô and applies ISO 
standards.343 Firms are voluntarily using ISO standards, as well as those developed 
by other standards organisations like NIST. These standards provide ómissionô or 
óscenarioô specific testing standards and requirements that allow testing organisations 
to ensure that autonomous vehicles and systems meet end usersô needs.  
 

  

 
343 For example: IS0 5006 Earth-moving machinery ï Operatorôs field of view ï Test method and 
performance criteria; ISO 16001 ï Earth-moving machinery ï Hazard detection systems and visual aids 
ï Performance requirements and test 

What is an automated vehicle trial? A trial of prototype or development automated driving 
systems on public roads for the purpose of testing and assuring the safe operation of the system.  

What is a trialling organisation? Any company, organisation or individual who wishes to run an 
automated vehicle trial on Australian roads.  

What is a road transport agency? State and territory governments are road transport agencies 
and are responsible for roads and road transport within their jurisdiction (see section 8 for contact 
details).  

What is a local government agency? Local government agencies are the third tier of government 
in Australia and are responsible for local roads and related infrastructure that link homes to schools 
and shops and to arterial roads and national highways. 
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Other methods of assurance and accreditation   

 

International accreditation frameworks 

Automated vehicles  

Discussion of the accreditation frameworks and requirements for autonomous vessels 
and systems is incomplete without consideration of international approaches, and their 
bearing on what happens in Australia. Australia is a secondary and relatively small 
market in global terms. 344 Accordingly, a key imperative for the Australian automotive 
industry has been to ensure the ongoing effectiveness of a nationally consistent 
system of technical regulations for vehicle design, which are closely aligned, wherever 
appropriate with leading international standards. National regulations or mandatory 
standards should be consistent with Australiaôs international obligations.345 Continuing 
this alignment in relation to Australiaôs automated vehicle approach will be important. 
The Australian Government is a signatory to the United Nations Convention on Road 
Traffic, which is administered by UNECE. The two key UNECE forums are:  

¶ the Global Forum on Road Traffic Safety (WP.1), which is aimed at 
establishing standard traffic rules to improve international road safety, and  

¶ the World Forum for Harmonization of Vehicle Regulations (WP.29), which 
develops international vehicle standards. WP.29 has prioritised development of 
comprehensive vehicle standards for level 3 automation. 

 
Driver regulations developed by WP.1 are complementary to the vehicle standards 
developed by WP.29. Australia also monitors legislative reform in other key automotive 
markets, such as the United States and Europe. The RVSA incorporates vehicle 
standards agreed at WP.29 and implemented by Australia. As noted above, the 
approach to the safety of automated vehicles at first supply is for an ADSE to obtain 
approval under the RVSA.   If Australia imposes standards for automated vehicles that 
are inconsistent with international regulation, manufacturers may not make their 
automated vehicles available in Australia. This would ñdeprive Australiansò of some of 
the benefits of automated vehicles or delay these benefits.346 Having said that, it has 
been suggested that the international regulatory framework is, however, insufficient to 
provide for in-service safety for the following reasons:  

¶ international agreements will not address many in-service safety issues, such 
as allocating responsibility for controlling a vehicle or the duty of care owed by 
ADSEs to road users under Australian law 

¶ liability issues are outside of the conventions and are for individual countries to 
determine ï that is, WP.1 nor WP.29 will establish the legal consequences for 
automated vehicles that fail to operate at an acceptable level of safety in service 

¶ to have domestic legal effect, internationally agreed standards need to be 
implemented by legislation in Australia, and  

¶ despite progress to changes on international law governing driving and vehicle 
standards, international regulatory reform takes considerable time. If Australia 
waits for international developments to settle before beginning its regulatory 

 
344 NTC, ñAutomated Vehicle Program Approach.ò 
345 NTC, ñA National In-Service Safety Law for Automated Vehicles.ò 
346 NTC. 
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reform process, achieving national consensus, and changing laws could take 
years and still fail to address all relevant issues. Reform work at the national 
level needs to occur alongside international developments.  

 
Of course, Australiaôs framework needs to be flexible to accommodate international 
regulatory decisions and technological advancements as they develop.347 Due to 
Australiaôs federation and the role of states and territories in regulating vehicle use, 
developing the legal arrangements for automated vehicles is a uniquely Australian 
challenge. States and territories will need to be satisfied that automated vehicles have 
an ongoing, locally enforceable obligation to operate at an acceptable level of safety 
before they will allow those vehicles to operate in automated mode on their road 
network.348 
 

Other vehicles and systems  

Other standards frameworks developed by international standards organisations are 
being imposed and used in a range of ways, including voluntarily; as part of contractual 
arrangements; stipulated as part of industry schemes; or required by government. 
These include:  

¶ ACMA requirements for devices used for C-ITS, which may then inform the 
cyber-security management systems for communications between devices 
(See Queensland CAVI case study); 

¶ standards for testing and evaluation (See EPE case study); and 

¶ IEEE, ISO and IEC standards for autonomous systems and AI.  
 
Compliance with these standards imposes a range of industry-led accreditation 
frameworks.  
 
 

  

 
347 NTC, ñDecision Regulation Impact Statement: Safety Assurance for Automated Driving Systems,ò 
2018. 
348 NTC, ñDecision Regulation Impact Statement: In-Service Safety for Automated Vehicles.ò 
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Defence accreditation frameworks  

The Defence Landworthiness system is focused on  
synchronising the delivery and sustainment of the Fundamental Inputs to 
Capability and on the physical, functional and digital integration of materiel 
systems. The Landworthiness system provides assurance that Land 
Capabilities deliver the expected operational effect, in the expected 
environments, while being safe for the Land Force.349 

 
The Defence Landworthiness Authority is responsible for the Defence Road 
Transport Manual (the DRT Manual). The DRT Manual  

establishes an enterprise-wide system of control, through regulations for the 
management of Vehicle Operations, driver training and the risks in the 
achievement of road transport functions required by Defence. 350 

 
It informs actions and decisions on the nature and scope of employment of vehicles, 
including, but not limited to responsibilities, legislative requirements, documentation, 
utilisation, carriage and training of personnel and the Defence B Vehicle licensing 
system.351 Briefly, the DRT Manual, and the Defence Landworthiness system 
leverages heavily off civilian regulatory frameworks, and aligns broadly with the Model 
WHS Act, the HVNL, and the relevant road rules in a particular jurisdiction depending 
on the kind of vehicle being used. Each of these schemes variously provide 
exemptions, or other flexibility mechanisms for Defence. As discussed above, no 
codes of practice have been prepared under the Model WHS Act that relate to 
autonomous vehicles and systems.  
 

Article 36 reviews  

As a party to Article 36 of the Additional Protocol I of the Geneva Convention, Australia 
supports and undertakes a review of any proposed new weapon, means or method of 
warfare. Article 36 reviews are an important component in ensuring compliance with 
international humanitarian law on the battlefield. All weapons systems developed and 
deployed by Army and the broader Defence Force will be compliant with Australiaôs 
obligations under international law.352  Army will also monitor the ongoing UN 
discussions on Lethal Autonomous Weapons (LAWS) in conjunction with Department 
of Foreign Affairs and Trade.353  
 

  

 
349 Department of Defence, ñDefence Road Transport Manual.ò 
350 Department of Defence. 
351 Department of Defence, ñGeneral Service B Vehicle Fleet.ò 
352 Australian Army, ñRobotic & Autonomous Systems Strategy.ò 
353 KPMG, ñ2020 Autonomous Vehicles Readiness Index.ò 
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Case studies 

Four case studies have been prepared to illustrate the information provided in this 
section, and to deep dive into specific areas of interest. A summary of the case studies 
is included below.  

Comparative study ï Preparedness for autonomous vehicles 

The framework for the traditional regulation of vehicles and advanced manufacturing 
ï including vehicle safety standards and road rules - has long been centred in 
international standards.  

Going forward, the imperative to align with international approaches will continue. This 
comparative case study considers how other countries are preparing for automated 
vehicles through the lens of the KPMG Autonomous Vehicles Index.  It also then 
focuses on how two of the worldôs largest economies, the United States and the 
European Union, have approached the regulation of AI.  

Preparedness for autonomous vehicles  
The KPMG 2020 Autonomous Vehicles Readiness Index assesses the preparedness 
of 30 countries and jurisdictions in the ñraceò for autonomous vehicles. It represents a 
ñcomposite index that combines 28 individual measures from a range of sources into 
a single scoreò.354 While the focus is on preparedness for automated vehicles as at 
2020, the measures provide insights into how other countries are approaching matters 
relevant to the land domain more broadly, including AI and cyber-security, digital 
infrastructure.  Additionally, the Index also highlights the importance of non-regulatory 
matters to preparing for the advent of new technologies more broadly.  
 
Countries: The countries included in the AVRI are Singapore, The Netherlands, 
Norway, United States, Finland, Sweden, South Korea, United Arab Emirates, United 
Kingdom, Denmark, Japan, Canada, Taiwan, Germany, Australia, Israel, New 
Zealand, Austria, France, China, Belgium, Spain, Czech Republic, Italy, Hungary, 
Russia, Chile, Mexico, India, Brazil 
 
Pillars: the 28 measures sit under for key pillars:  

¶ policy and legislation: AV regulations, government-funded AV pilots and AV- 
focused agency; government readiness for change; future orientation of 
government and efficiency of the legal system in challenging regulations; data 
sharing environment 

¶ technology and innovation: industry partnerships; AV technology firm 
headquarters; AV-related patents; industry investment in AV; availability of the 
latest technologies; innovation capability; cybersecurity; assessment of cloud 
computing, AI and internet of things 

¶ infrastructure: EV charging stations; 4G coverage; quality of roads; technology 
infrastructure change readiness; mobile connection speed; broadband 

¶ consumer acceptance: population living near test aeras; civil society technology 
use; consumer ICT adoption and digital skills; individual readiness; online ride-
hailing market penetration 355 

 

 
354 Army Futures Command, Project Convergence  
355 Army Futures Command, Project Convergence  
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Key insights: The report makes the point that the ñthe ideal is for both national and 
city governments to have a strong AV focus and work together, with governments 
increasing public acceptance by providing useful and innovative new servicesò.356 This 
provides support for a model whereby national regulatory frameworks are flanked by 
state, territory and local governments taking a coordinated operational approach to 
matters that they retain responsibility for, including road infrastructure. Other 
measures that the AVRI placed emphasis on included innovative and collaborative 
industry partnerships between óoldô and ónewô industries; expanding trials beyond 
limited test zones; and advanced plans for connectivity and digital infrastructure.   
 
Australia was rated fifteenth of 30 and was one of ñjust four countries receiving the 
highest score for its AV regulationsò with specific recognition of the NTCôs Automated 
Vehicle Program in providing forward momentum, and business certainty, pointing to 
the fact that the business cases for major infrastructure contemplates the potential 
impacts of automated vehicles. However, while Australiaôs national approach to trial 
guidelines is praised, it highlights that there are more opportunities for industry to 
engage the public ñin advance of technology becoming widely availableò. Singapore 
was rated number one. Despite having difficulty attracting vehicle manufacturing due 
to its small size, it has significant strengths, including  

¶ AI performance benchmarking standards 

¶ extensive testing areas to cover ten percent of the total roads, rather 
than limiting to closed or small areas 

¶ expanded number of electric vehicle charging points and incentive 
schemes 

¶ strong public acceptance  
 
The United States was ranked fourth. On policy and regulatory pillars, it ranked lower 
ï the federal government has focussed more on ódirection-settingô, allowing states to 
take the lead. As a result, states have ócompetedô for trials, resulting in a wide range 
of automated vehicle trials across a number of jurisdictions. It is noted that ñwhile state 
and city work can be more agile and tailored to local circumstances, it can lead to less 
standardisation.ò357 It also ranked highly on technology and innovation, noting that its 
technology companies, including Apple and Googleôs Waymo, together with large 
vehicle makers, have dominated AV development and have provided for strong 
industry-government partnerships. Canada was ranked twelfth, and was assessed as 
having the ñhighest rating for government AV pilots and industry partnershipsò with a 
number of collaborative initiatives designed to leverage and bring together industry 
expertise on autonomy, connectivity, electric and alternative fuels on the one hand, 
and the large vehicle parts manufacturing sector on the other. China ranked twentieth, 
rating highly for its approach to industry partnerships, and early introduction of 5G 
networking together with work to develop digital road infrastructure. However, it has a 
dearth of policies and standards, and poor arrangements for data sharing.   
 
EU and US approaches to regulating AI  
The United States and European Union are two of the worldôs largest economies. They 
have major impacts on the international regulatory regime. This work is 
complementary to work being undertaken in relation to autonomous transport systems.   

 
356 Army Futures Command, Project Convergence  
357 Army Futures Command, Project Convergence  
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While AI regulation is in its formative stages, they appear to be moving in different 
overarching directions: whereas the EU is moving quickly to craft concrete proposals 
for the EU wide regulation of data, digital services, and AI, the US has followed a 
slower and more fragmented approach  with a focus on óprinciples-based approachesô 
for the national framework, with states being responsible for ñputting guardrails on AIò. 

358 However, both recognise the importance of flexibility as technology continues to 
evolve, frameworks for applying regulation to óhigh risk AIô and the need for standards 
development.  

 

United States  

The United States approach to AI has been characterised as industry-led or ñfree 
marketò, with a focus on ódirection-settingô and encouraging the development of 
standards by standards organisations. 359 While work has been underway on AI 
regulatory frameworks since around 2010, these efforts appear to be crystallising.  

Federal government approach: In 2019, the then US President released Executive 
Order 13859 on Maintaining American Leadership in Artificial Intelligence, setting a 
plan of action for US AI policies and launching the óAmerican AI initiativeô to explain 
the role the US government plays in facilitating AI research and development; 
promoting trust; training people for a changing workforce; protecting national interests; 
and collaboration with foreign partners and allies.360 To this end, the US has adopted 
the OECD AI Recommendations, first intergovernmental standard for AI, which 
included five complementary values based principles and give recommendations to 
government. The NIST was subsequently commissioned by the US government to 
develop a Roadmap on AI Standards, a plan for federal government engagement in 
the ñdevelopment of technical standards and related tools in support of reliable, robust 
and trustworthy systems that use AI technologiesò.361 The Roadmap identifies areas of 
strategic focus for standardisation, including:  the importance of co-ordination in 
relation to standards-setting, and the importance of  strategic engagement with 
international parties to óadvance AI Standards for US economic and national security 
needsô. Industry responded with submissions during this process, some of which 
emphasised the importance of the standards being developed by ISO/IEC JTC 1/SC 
42.362  

 

AI Principles: The White House subsequently released AI Principles that apply to 
Executive Departments and Government Agencies. The Principles document 
proposed, in relation to non-regulatory approaches, that:  

Agencies should give a preference to voluntary consensus standards but may 
also avail themselves of independent standards-setting organizations and 

 
358 Centre for Strategic and International Studies ñAI Regulation: Europeôs Latest Proposal is a Wake-
up Call for the United States 
359 Centre for Strategic and International Studies  
360 Standards Australia (2020) Final report: An Artificial Intelligence Standards Roadmap: Making 
Australiaôs Voice Heard; Nantais, J ñFederal Government Regulation of AIò Toward Data Science, 21 
January 2020 
361 Standards Australia  
362 Standards Australia  
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consider the robustness of their standards when evaluating the need for or 
developing related regulations.363  

A summary of the principles is set out below:   

¶ public trust in AI: any government regulation of public sector AI must encourage 

ñreliable, robust and trustworthy AIò  

¶ public participation: agencies should leverage existing mechanism to allow for 

public oversight and participation in any AI regulations or rules  

¶ scientific integrity and information quality: agencies must engage with and rely 

on quality scientific research and information when designing regulations on AI 

¶ risk assessment and management: government should approach AI from a risk-

based perspective, with a focus on AI which poses ñunacceptable harm, or 

harm with greater harm than benefitsò  

¶ benefits and costs: agencies should only pursue rules if the intended benefits 

of the regulations outweigh the costs  

¶ flexibility: where regulation is required, agencies should focus on using 

performance-based regulation that is flexible to accommodate rapid growth and 

changes in AI  

¶ fairness and non-discrimination  

¶ disclosure and transparency: requirements for regulation of transparency must 

be context based  

¶ safety and security:  agency regulations must focus on the controls over 

confidentiality, integrity and availability of the data used in an AI application 

¶ interagency coordination: agencies should share information to ensure 

consistency between agenciesô regulations.364 

 

US states: At the state level, lawmakers are considering AIôs benefits and challenges. 
While most legislation is still ópendingô, this legislation broadly focuses on protecting 
against privacy breaches and discrimination, including enhancing the transparency of 
AI when used to inform government decisionðmaking, as well as requiring products 
and services that contain an algorithmic decision system to adhere to óresponsible AI 
standardsô and specifying the content of responsible standards, including avoidance 
of harm, commitment to transparency and fairness, and evaluation of a systemôs 
impacts and risks. 365  

 

European Union  

For the EU, addressing the absence of a ñcommon European frameworkò for AI has 
been a priority, and the European Commission, the EUôs executive body, has indicated 

 

363 AI Trends White House releases 10 AI principles for agencies to follow 9 January 2020 
364 AI Trends  
365 National Conference of State Legislatures Legislature related to artificial intelligence, NCSL, 
accessed on 25 August 2021 
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that it is eager to avoid fragmentation of approaches by different member countries.366 
It is instructive to consider two key developments: the EU 2020 White Paper On 
Artificial Intelligence ï A European approach to excellence and trust (the White Paper); 
and the subsequent draft Artificial Intelligence Act (AIA), developed following the White 
Paper.367 While it is expected that the AIA will be subject to substantial consultation 
and negotiation, these documents provide important insights into the key purpose and 
features of EU priorities for AI regulation.  

Rationale: The rationale for regulation is that through policy and regulatory 
frameworks, the EU can develop an ñAI ecosystemò that brings the benefits of the 
technology to the whole of European society and economy. This would in turn drive 
private and public partnerships, as well as create trust among consumers in 
businesses in AI, speeding up the uptake of technology and enhance Europeôs 
innovative capacity and competitiveness.  On the regulatory framework, consumers 
expect same level of safety and respect of their rights regardless of whether system 
relies on AI or not. Accordingly, it is necessary to examine whether current legislation 
is able to address risks of AI and can be effectively enforced; whether adaptation of 
existing legislation is needed; or whether new legislation is required,  

Opportunities for improvement: in terms of the existing framework, there are five 
potential improvements that could be made to address or ensure:  

effective application and enforcement of existing EU and national legislation 

limitations of scope of existing EU legislation in relation to AI changing 
functionality of AI systems create new risks uncertainty as to the allocation of 
responsibilities between different operators in the supply chain, and changes to 
concept of safety. 368 

Future regulatory framework: Specific AI legislation would need to take a risk-based 
approach important to ensure regulatory intervention is proportionate. This requires 
clear criteria to differentiate between different AI applications in particular whether they 
are high risk and thus necessitating regulation. The White Paper suggests that an AI 
application would be high risk if it was: employed in a sector where given the 
characteristics of activities undertaken, significant risks would be expected to occur; 
and  the AI application in the sector in question is used in such a manner that 
significant risks would be likely to arise. The AIA preserves this focus on óhigh riskô AI, 
with proposed ótotal prohibitionsô only applicable to a set of specific applications ñAI 
incompatible with EU valuesò.369 To address concerns from stakeholders that a lack of 
clarity around the definition of high risk AI applications would stifle innovation and 
create uncertainty, it has been proposed that the EC will develop a transparent 
framework for determining whether an AI application poses a significant risk.  

Types of requirements: the types of requirements that may apply to high risk 
applications, which ñmay be further specified through standardsò include: 

¶ training data 

 
366 European Commission (2020) White Paper: On Artificial Intelligence ï A European approach to 
excellent and trust; Mueller, B, ñThe Artificial Intelligence Act: A Quick Explainerò Center for Data 
Innovation, 4 May 2021  
367 Mueller, B, ñThe Artificial Intelligence Act: A Quick Explainerò Center for Data Innovation 
368 European Commission (2020) White Paper: On Artificial Intelligence ï A European approach to 
excellent and trust  
369 Mueller, B, ñThe Artificial Intelligence Act: A Quick Explainerò Center for Data Innovation 
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¶ data and record keeping 

¶ information to be provided 

¶ robustness and accuracy 

¶ human oversight, and  

¶ specific requirements for certain particular AI applications. 370 

Compliance and enforcement: compliance and enforcement in relation to AI would 
require the development of procedures for testing, inspection and/or certification, 
involving checks of algorithms and of data sets used in development phase 371 

Governance: in addition to avoiding fragmentation of the regulatory framework, the 
overarching governance framework would include building capabilities of member 
states and make sure Europe equips itself progressively with capacity needed for 
testing and certification of AI-enabled products and services. Governance structure 
could have variety of tasks, including as a forum for exchange of information and best 
practice; identifying emerging trends and advising on standardisation activity as well 
as best practice. 372 

 
 

 

  

 
370 Mueller, B  
371 Mueller, B  
372 Mueller, B 



Trusted Autonomous Systems  Land Domain 

 

Page 203 of 322 

 

Case study ï Queensland Cooperative and Automated Vehicle 
Initiative (CAVI), Part 2 

This case study considers Queenslandôs Cooperative and Automated Vehicle Initiative 
(CAVI) and how such programs can inform and provide learnings for future regulatory 
approaches to autonomy.   

The future regulation of automated vehicles is centred on a national approach through 
the planned new AVSL and automated vehicle safety regulator (AVSR). Under this 
framework, states and territories will likely retain, or gain, a range of powers and 
functions in respect to automated vehicles, and coordination and alignment in this 
respect will be important to the success of the national model. The KPMG 2020 
Autonomous Vehicle Readiness Index surmises that in relation to efforts to prepare 
for automated vehicles, ñthe ideal is for both national and city (or state) governments 
to have a strong AV focus and work together, with governments increasing public 
acceptance by providing useful and innovative new servicesò.373 While there are a 
range of coordinated federal, state and territory initiatives underway, including the 
NTCôs Automated Vehicle Program,  it is instructive to consider best practice 
approaches by individual states and territories in preparing for autonomous transport 
technologies, including in relation to enabling digital and physical infrastructure.  

To this end, this case study focuses on Queensland and its Cooperative and 
Automated Vehicle Initiative (CAVI). In particular, it explores both the details of the 
two key pilots that comprise the CAVI, as well as key learnings and opportunities that 
may inform coordinated action by states and territories going forward in both the on 
and off-road sectors.  

 
373KPMG International (2020) 2020 Autonomous Vehicles Readiness Index 



Body of Knowledge: Land domain 

204 
 

 

CAVI ï Policy considerations  

Key drivers behind CAVI: Concerted efforts by federal, state and territory policy-
makers to consider how to prepare for automated vehicles began in Australian in 
around 2016. The Land Transport Technology Policy Framework and associated three 
year action plans operates as a useful means to identify and coordinate federal, state 
and territory policy action.374 It highlights the role of states and territories in trials of 
both connected and automated vehicle technology. While the NTC has usefully 
developed national guidelines for the conduct and approval of automated vehicle trials, 
each state and territory has taken a different approach to how it has used or prioritised 
trials and pilots. In Queensland, TMRôs approach  to trials was underpinned by the 
premise that as a ótechnology enablerô responsible for delivering and regulating 
connected and automated vehicle technologies, it must have a deep understanding of 
them.  This involved consideration of how TMR could be assured (and in turn assure 
the public) that the technology was safe; the impacts and requirements for digital and 
physical road infrastructure; and implications for government and industry systems, 
resources and capabilities. Accordingly, this guided the establishment of the CAVI, 
and its two key components, the C-ITS pilot and the CHAD pilot.  These pilots provide 
a range of insights and learnings and highlight opportunities that may inform how 
Queensland and other jurisdictions can work to support the new national approach to 
automated vehicle safety from 2026. This will likely occur through programs of work in 
place consistent with the Land Transport Technology Policy Framework, including the 
AVP and related Austroads projects.   

 
374 Department of Infrastructure, Transport, Regional Development and Communication, Preparing for 
Automated Vehicles  

Figure 7: Interior console of the Renault ZOE2. Queensland Department of Transport and Main Roadsô 
Cooperative and Automated Vehicle Initiative (CAVI) 
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¶ Informing future regulatory approaches: in order to encourage international 

players to supply to and operate in Australia, interoperability of connected and 

automated vehicles across Australia will be key. Currently, states and territories 

are responsible for approving trials of automated vehicles within their 

jurisdictions. It is unclear whether this will change following the commencement 

of the new AVSL and the establishment of the AVSR. In any case, there are 

opportunities to build upon the regulator-led trials such as the CAVI to inform 

the approach taken by the new AVSR. In particular, this could include using 

trials and pilots to validate regulatory settings by testing technologies such as 

AI and machine learning against proposed regulatory standards or 

requirements. CAVI insights into the behaviour of systems and underpinning AI 

could inform development of compliance and enforcement policies and 

protocols  

¶ Harmonisation of C-ITS standards: The C-ITS pilot is one of the largest to be 

conducted in Australia to date, and ñwill provide a core data set to build a 

standardised analysis methodology and evaluate the benefits of C-ITSò.375 The 

findings can then be used by transport agencies (local, state and federal) to 

inform the investment of infrastructure both digital and physical that supports 

the emerging C-ITS need While the new arrangements for first supply and in-

service safety in the AVSL will provide for the regulation of ADSEs,  the CAVI 

highlights that there is also a need for consistency in approach to connected 

vehicle infrastructure. While it is increasingly well-established that Australian 

vehicle standards should be harmonised with international standards, this 

should be extended to C-ITS standards. The C-ITS pilot team played an 

important role in forging a harmonised approach to C-ITS cyber-security in a 

relatively formative environment, working with the US firm ISS to develop the 

first C-ITS SCMS based on ETSI standards.376 Interoperability will be assisted 

by a national approach to C-ITS cyber-security, as well as to the overarching 

communications infrastructure ï that is, DSRC or C-V2X.     

¶ Australian input into international standard-setting: Aligning Australian 

frameworks for connected and automated vehicle regulation is important and 

must form a centrepiece of Australiaôs future regulatory framework for 

automated transport technologies.  However, for this to work effectively, 

Australian government and industry stakeholders must have the opportunity to 

provide coordinated input into the development of those standards. These 

standards are being developed by a range of different organisations, not all of 

which provide clear channels for this input to occur. For example, the new AVSL 

will include a requirement that ADSEs manage safety ñso far as reasonably 

practicableò. This, together with similar approaches taken by other countries, 

has prompted ADSEs and other industry players to work through the Institute 

of Electrical and Electronics Engineers (IEEE) to develop a standard designed 

to assist with demonstrating that the óSFARBô test has been met.  IEEEE P2846 

 
375 iMove Australia, Connected Vehicle Pilot: Safety and perceptions evaluation iMove CRC 
376 Integrity Security Services. ISS describes its CMS as the óde facto standard and global leaderô for 
connected vehicle projects 
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Assumptions for Models in Safety-Related Automated Vehicles Behaviour  

would, if made, describe the minimum set of reasonable assumptions used in 

foreseeable scenarios to be considered for road vehicles in the development of 

safety-related models that are part of automated driving systems; and could be 

relied up on to demonstrate that an ADSE had managed safety: ñso far as 

reasonably practicableòé(It would also identify) methods that may be used to 

verify whether an implementation conforms to the minimum set of required 

reasonable assumptions used in foreseeable scenarios, and defines an 

example model conformant with the standard.377 

Clearly, federal, state and territory government contributions into such a standard 
would be important if it is to be accepted or invoked by the AVSL In light of the new 
national framework. However, there are limited current opportunities for state and 
territory governments or departments to do this.  

  

 
377 IEEE, P2846 ï Assumptions for Models in Safety-Related Automated Vehicle Behaviour , IEEE 



Trusted Autonomous Systems  Land Domain 

 

Page 207 of 322 

 

Key takeaways 

It is apparent from this document that there are significant efforts underway to adapt 
the existing regulatory framework for automated vehicles in Australia to support the 
safe, orderly, and effective deployment operation in Australia. These efforts are 
occurring at multiple levels of Australian Government, as well as through Australiaôs 
participation in UN and international standard-setting bodies and have been 
recognised internationally.  However, the regulatory framework for off-road 
autonomous vehicles remains highly fragmented, with Defence and key industry 
players forging their own direction to some extent when it comes to regulatory 
compliance. Across both sectors, it will be crucial for regulatory effort in  ótraditionalô 
areas of transport regulation to ensuring that overarching strategic direction allows for 
reform work to align with and leverage off developments in relation to the regulation of 
autonomy and complementary technologies, including AI, cyber-security, and data use 
and storage more broadly.  

The second Queensland CAVI case study reiterates the opportunities that exist for 
Australian governments to collaborate and take a proactive approach in the 
development of standards for autonomous technologies by international standard-
setting bodies like the IEEE, as well as serving as a salient reminder to government 
and other key stakeholders of the ongoing importance of rigorous test and trialling. 
Finally, the comparative study on the approaches being taken by the US and EU 
respectively toward the regulation of AI again underscores the need for Australian 
government, industry and defence stakeholders alike to pursue autonomy and 
complementary technologies in a consistent fashion.  
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Air domain: Understanding autonomous systems in the sector 

 

Scope of this analysis 

This Body of Knowledge considers the role of autonomy in the Air Domain. Autonomy, 
which can be thought of as:  

ñthe capacity of a system to achieve goals while operating independently from 
external controlò378  

Under this definition, autonomy already exists in some capacity for some functions in 
any current aircraft operation. To tailor this first analysis in the air domain into 
something digestible, the following narrowing scoping assumptions will be held. 

This Body of Knowledge focuses on: 

¶ Uncrewed aircraft systems (UAS) in general in Sections 8 and 9, including 

remotely piloted aircraft systems (RPAS) and autonomous aircraft (or swarms 

of aircraft that act as a single entity). 

¶ Complex UAS operations that require a Remotely Piloted Operating Certificate 

and additional approvals under Part 101 in Section 10. 

It should be noted that the risk-based concepts and assurance practices could be 
translated into crewed operations, unmanned traffic management, and other aspects 
of the aviation domain, however, the prime focus will be on UAS. 

This first iteration of the Body of Knowledge does not consider:  

¶ Autonomous air traffic management. However, there is an understanding that 

this is a key enabler for operations in low level airspace into the future. 

 
378 NASA, ñNASA Technology Roadmaps: Introduction, Crosscutting Technologies, and Index.ò 

This document provides a snapshot of the current state of autonomy for uncrewed aircraft 
systems in Australia 

¶ 1.0 ï Scopes the analysis contained to uncrewed aircraft systems and attempts to 
give some justification of this. Describes a useful paper by Clothier, Williams, and 
Perez for visualising the true extent of autonomous operations, in order to give a 
method for gauging the current extent of operations against this theoretical extent. 

¶ 2.0-4.0 ï Provides the reader with some understanding of the size, scale, and 
scope of the UAS industry as it stands today. To do this, it describes some 
common types of operations of UAS that currently occur in different sectors of the 
Australian industry. In addition, as this Body of Knowledge focuses on safety 
assurance and accreditation, it is critical to get a feel for the extant risk that the 
operations of today pose to second and third parties in the air and on the ground. 

¶ 5.0 ï Attempts to understand the current state of autonomy in UAS operations today 
utilising the paper introduced in 1.0 through the level of machine governance and the 
level of functional and implementation complexity of safety critical functions in UAS 
operations. 
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¶ Autonomous systems that do not have any effect on the safety of an operation 

(i.e. mission payloads). 

A useful description of the scope of autonomy  

This body of knowledge draws on a description of autonomy from Clothier et al379, 
which extends the concept of governance (or, who is in control of a function or task 
and who has the authority for decision-making) along two main dimensions: 

¶ The Level of authority, i.e. the entity that is the final arbiter of any 

decisions/choices, measured between full human authority and full machine 

authority; and 

¶ The Level of control, i.e. the extent to which a human can influence/control 

the behaviours of the entity that undertakes the function, measured between 

complete human control to no human control. 

Which is represented as a table, reproduced below: 

 

 

 

 

 

 

 

 
379 Clothier, Williams, and Perez, ñAutonomy from a Safety Certification Perspective.ò 

Figure 1: Degree of Machine System "Self-Governance" (Fig. 2, Clothier et al 2019) 
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There is an important juxtaposition between authority and control that is often missed 
in discussions on levels of autonomy, focusing on one or the other, but not the interplay 
between both and how this increases the overall level of machine governance of a 
function or task: 

 

Figure 2 - Dimensions of machine governance (Modified Fig. 2, Clothier et al 2019) 

 

Clothier et al. further decomposes the complexity of any autonomous system at some 
level governance into the following two criteria: 

¶ Function complexity which is a combination of task complexity (could be stated 

as cognitive complexity, ranging from action, perception, reasoning/knowledge 

representation, and decision making), and the environment complexity (as 

described in Russell and Norvig380, this is termed the ñtask-environment 

complexityò); and 

¶ Implementation complexity, which delineates traditional, model-based learning 

(termed deterministic by Clothier et al.381) and data-based methods (pre-trained 

and adaptive).  

 

 
380 Russell and Norvig, Artificial Intelligence: A Modern Approach. 

381 Note that this is an assumption, Clothier, Williams & Perez delineate the uncertainty of the model 
by use of an uncertainty in implementation criteria, measured at three levels: Deterministic, Non-
Deterministic, and Adaptive Non-Deterministic. It appears that this is somewhat aligned with the level 
of understanding of the underlying algorithm that is implemented. 
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Which is represented as another table, reproduced below: 

 

Figure 3 - Level of uncertainty of machine systems (Fig. 3, Clothier et al 2019) 

 

These criteria allow the correlation between the functional complexity, the 
implementation complexity, and a resultant overall autonomous system complexity. 

Finally, contrasting these dimensions with the risk of the function being implemented 
(the classic likelihood-consequence matrix, the Specific Operations Risk Assessment 
(SORA) Specific Assurance and Integrity Levels (SAIL) levels (5.0) or the aviation 
safety continuum allows us to understand the extent of these autonomous systems 
with respect to the operationôs safety critical functions. 

We believe that this is an effective way to understand the landscape of autonomy as 
this approach allows for more visceral understanding of the current scope of autonomy 
in aviation in comparison to the potential full scope of autonomy. 
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The current state of autonomy in UAS operations 

In this Body of Knowledge, we describe the current state of the UAS industry by the 
current operations that occur, the size and scope of the current industry, the current 
risk profile of these operations, and the extent of autonomy within these operations. 

ñDull, dirty, and dangerousò is a common phrase used to describe the use of UAS to 
complete tasks that are usually completed by machines rather than people. Whilst this 
is nominally a true statement, we attempt to clarify the operational use of highly 
automated and autonomous aircraft by providing real world examples. Some of these 
include: 

¶ Broad scale survey/mapping 

¶ Local area inspection/survey 

¶ Small scale delivery operations 

¶ High Altitude, Long Endurance (HALE) operations 

¶ Emergency services/police 

 

Broad scale survey/mapping 

Broad scale survey/mapping involves surveying or mapping large swathes of land, 
holdings or infrastructure to gain data in order to make better decisions. This task is 
still undertaken by conventionally piloted aircraft as well, which in some circumstances 
will be more cost effective than utilising UAS due to the cost/complexity/time aspects 
of beyond visual line-of-sight operations. 

Industry sectors that undertake these broad scale survey/mapping include: 

¶ Mining 

¶ Agriculture 

¶ Oil and Gas (particularly pipeline inspection/survey) 

Because this type of operation is focused on large tracts of land, it is common to 
require fixed-wing, heavy fuel UAS, such as the Insitu Pacific ScanEagle382 or Textron 
Systems Australia Aerosonde383. These operations will normally need to operate at 
relatively high altitudes compared to other UAS operations, well above the lowest 
flown altitude for fixed wing aircraft outside built up areas (500ft AGL), up to and 
including 5000ft AMSL, meaning that interaction with general aviation aircraft under 
visual flight rules and other aircraft under instrument flight rules are likely and pose a 
significant risk to these operations. 

 

Local area inspection/survey 

Local area inspection or survey is focused on local areas, particular sites, or 
structures. Organisations conducting these operations tend to favour the use of multi-
rotor, electrically powered aircraft, rather than heavy fuel, fixed wing aircraft. This task 

 
382 InstituPacific, ñScanEagle2È System.ò 

383 Textron Systems, ñAerosondeÈ | Textron Systems.ò 
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is not (and usually cannot be) undertaken by conventionally piloted aircraft and is a 
sector where UAS have particularly ñtaken offò in use across Australia. Whilst originally 
under significant control and oversight by a pilot, a section of this industry has begun 
using ñdrone-in-a-boxò solutions. In these operations, highly automated UAS and 
storage/maintenance shelters are left at a specific site and pre-programmed flights are 
undertaken by the UAS, overseen by a flight manager offsite. Because the altitudes 
flown by these types of operation are generally quite low (below 400ft AGL) and occur 
over secure sites, the interaction with other airspace users is extremely rare. Some 
examples of these ñdrone-in-a-boxò solutions include Airobotics384, Skydio385, and 
Percepto386. 

 

Small scale delivery operations 

Small scale delivery of packages has become viable for UAS operations in the last few 
years. Generally, these operations use powered lift aircraft (those that take off 
vertically, but transition into forward flight) that are small, low weight and frangible, in 
order to deliver packages in urban, suburban, or rural environments. 

In most cases these operations are undertaken at low altitude, generally below 1000ft, 
which means that interaction with most general aviation users is low. Examples of 
small-scale (i.e. small packages, not small numbers of aircraft) drone delivery include 
SwoopAero387 and Wing388. 

 

High Altitude, Long Endurance (HALE) Operations 

Satellites in various orbital altitudes above the Earth are commonly used for remote 
sensing or communications. Whilst Low Earth Orbit satellites have a great coverage 
of the Earthôs surface, they are only able to view portions of the Earth for short periods 
of time, making persistent imaging very difficult. For communications satellites at 
higher altitudes, the latencies involved with transmissions can be detrimental to 
operations. With higher resolutions, lower latencies, and persistent performance at a 
fraction of the price of a satellite, pseudo-satellite operations by UAS at altitudes in the 
stratosphere (above 50,000ft AMSL) are extremely attractive. 

This is still a very new region of potential operation, with significant research and 
development still required to truly provide a commercial solution. Due to the extreme 
environmental conditions that occur at these altitudes (i.e. temperature, air density, 
ultraviolet radiation), extremely light, high aspect ratio fixed-wing aircraft or balloons 
are required to operate. Because of the need to operate at extremely high altitudes, 
there is significant effort put into preventing interaction with other airspace users during 
transition up through the atmosphere to their operating altitudes, as well during any 
descent through the troposphere back down to Earth. 

 
384 AirRobotics, ñAutomated Industrial Drones.ò 

385 Skydio, ñSkydio 2+TM and X2TM ï Skydio Inc. | Skydio.ò 

386 Percepto, ñDrone-in-a-Box.ò 

387 Swoop Aero, ñHome - Swoop Aero.ò 

388 Wing, ñWing.ò 
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Examples of these operations include the Google Loon (no longer operational389), the 
Airbus Defence and Space Zephyr and the World View Stratolite. 

 

Emergency Services Operations 

Emergency services, in particular fire, flood, and search and rescue services have an 
incredibly difficult job. Even more so in Australia, where the sheer scale and hostility 
of the environment dwarfs the resources of the industry. UAS can provide much 
needed amplification of the services capability, particularly in the information, 
surveillance, and reconnaissance role, replacing conventionally piloted aircraft 
(surveillance during the day) and enhancing the capability (persistent operations 
during night). Some examples of current uses include Fire Rescue Victoria390, NSW 
National Parks and Wildlife Service391, and the South Australian State Emergency 
Service392. 

Into the future we will be likely to see a significant increase in the use of UAS in 
emergency services operations. After the 2019/2020 Australian bushfires, the 
Australian Royal Commission into National Natural Disaster Arrangement393 clearly 
highlighted the current role of UAS and the future use of UAS, particularly in the 
information gathering and higher danger phases of natural disaster management.  

  

 
389 Westgarth, ñLoonôs Journey Is Coming to an Endé.ò 

390 FRV, ñCertification for Advanced Operations Unmanned Aircraft Systems (UAS) ï Criteria for 
Special Classes.ò 

391 Parks and Wildlife Service, ñEyes in the Sky.ò 

392 South Australian SES, ñSASES - Remotely Piloted Aircraft.ò 

393 Commission, ñRoyal Commission into National Natural Disaster Arrangements.ò 
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Size and scope of the UAS industry 

This section will look across the following three dimensions of the UAS industry: 

¶ the scale of the UAS industry compared to conventionally piloted aviation,  

¶ the variation within the UAS industry in terms of UAS types, sizes, and  

¶ the level of autonomy in the current state of operations 

Which will provide some sense of the overall size and scope of the UAS industry as it 
currently stands.394 

 

Scale of the industry 

Under the Australian legislation, there are effectively three ñkindsò of UAS operation 
that cover the entire scope of UAS operations in Australia: 

¶ Recreational flying of UAS 

¶ Commercial excluded category operations (low risk operations with <2kg UAS, 

segregated from other airspace users and persons on the ground) 

¶ ñIncludedò operations or those operations that require a Remotely Piloted 

Aircraft System Operator Certificate (ReOC). A ReOC is comparable to an Air 

Operators Certificate (noting that most ReOCs are for operations of 

substantially less risk than the average AOC). 

The current estimates for the number of operations and number of aircraft amongst 
these different types are: 

 

Table 1 - Current number of UAS operations and aircraft in Australia 

Type of Operation 
Number of 
Operators/Operations 

Number of Aircraft 

Recreational flying RPAS - More than 130,000395 

Commercial excluded 
category 

Approximately 25,00013 Approximately 25,000396 

ñIncludedò operations under a 
ReOC 

Approximately 2,200 Approximately 4,400397 

 

  

 
394 As of Q4 2021 and Q1 2022 

395 Extrapolated from CASA estimates in 2019. 
https://www.legislation.gov.au/Details/F2019L01027/Explanatory%20Statement/Text 

396 As of 2 November 2021, the number of ReOC holders registered on CASAôs website was 2219. 

397 Assuming that across the range of ReOC holders, the average number of aircraft per ReOC is 2. 

https://www.legislation.gov.au/Details/F2019L01027/Explanatory%20Statement/Text
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To give some comparison for the size of this industry, we can roughly compare these 
UAS numbers with the current number of conventionally piloted aircraft in Australia, 
under the following categories: 

¶ Aircraft registered to Recreational Aviation Australia (RAAus) 

¶ Aircraft on the Australian Civil Register with a certificate of airworthiness (CoA) 

in the Transport or Commuter categories 

¶ Aircraft on the Australian Civil Register that have a CoA in a category other than 

Transport or Commuter categories 

The split between conventional aircraft in the Transport and Commuter categories to 
other types of conventional aircraft reflects a rough delineation of the engineering 
safety requirements in each category. It needs to be noted that there are different 
operational and airspace safety requirements among aircraft of these types, but as a 
crude delineation of aircraft, this suits our purposes: 

 

Table 2 - Current number of conventionally piloted aircraft in Australia 

Type of Operation Number 

Aircraft on the Recreational Aviation 
Australia (RAAus) Register 

Approximately 3,200398 

Aircraft on the Australian Register with an 
active CoA in a category other than the 
transport or commuter categories 

10,245399 

Aircraft on the Australian Register with an 
active CoA in the transport or commuter 
categories 

981400 

 

Figure  compares the current number of conventionally piloted aircraft and UAS in 
Australia. As can be seen, the number of recreational RPAS dwarfs any other 
operation (75% of all aircraft). In order to get some more clarity on, Figure  removes 
recreational drone operations to compare the commercial UAS industry to the total 
conventionally piloted aviation industry.  

 

 
398 RAAus, ñAbout Us.ò 

399 Data from Australian Civil Register as of 29 October 2021, aircraft with an active CoA minus the 
category described in 17 https://www.casa.gov.au/aircraft/civil-aircraft-register 

400 Data from Australian Civil Register as of 29 October 2021, filtered for aircraft with an active CoA in 
the transport or commuter categories (unless the aircraft had a restricted CoA in either category) 
https://www.casa.gov.au/aircraft/civil-aircraft-register 

https://www.casa.gov.au/aircraft/civil-aircraft-register
https://www.casa.gov.au/aircraft/civil-aircraft-register
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Figure 4 - Industry Size Comparison - UAS and Conventionally Piloted Aviation 
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Figure 5 - Industry Size Comparison - UAS and Conventionally Piloted Aviation  
(Excluding Recreational Drones) 
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Even with recreational UAS removed, UAS constitute over 67% of all aircraft in 
Australia. It needs to be noted that this comparison is purely an aircraft number 
comparison, and does not compare the relative operational usage (i.e. flights/hours of 
operation per year), or the significant complexity and risk that exists in an average 
conventional aviation operation (i.e. aerial work with less than 4 persons within the 
aircraft) compared to the average excluded category operation (i.e. <2kg UAS 
segregated from other aircraft and persons on the ground). 

 

The kinds of aircraft used in UAS operations 

We now look to the kinds of aircraft that are used in these UAS operations, particularly 
focusing on: 

¶ The different ñtypesò of UA, 

¶ The size (mass) of UA, and 

¶ The complexity of operations undertaken 

UAs can come in many shapes and sizes, but in general will conform to one of the 
following types of platform:401 

¶ Aeroplanes 

¶ Rotorcraft (single, multirotor) 

¶ Powered Lift 

 

Aeroplanes 

An aeroplane is a heavier-than air-aircraft, that utilises a propulsion device (such as a 
jet engine, propellor, or rocket engine) in conjunction with fixed wings to derive lift 
during forward motion (note that some aircraft have incredibly powerful engines and 
may be able to sustain altitude without the wings providing lift in some regimes).  

aeroplanes are (comparably) simple mechanically to rotary wing, multirotor, or 
powered lift types, and have excellent range, speed, and loiter characteristics. Due to 
the requirement to have enough forward speed to create lift over the wings, aeroplanes 
are not suited to missions that require hovering or extremely precise manoeuvring in 
small areas. Normally aeroplanes require runways for take-off and landing reducing 
their ability to be deployed anywhere, anytime. Recently, however smaller size 
uncrewed aeroplanes will use catapults for take-off and recovery systems that snatch 
the aircraft from the air on recovery. 

 

 

 

 
401 Whilst there are many ways in which you could categorise UAS, then terms used are as per CASA 
categorisation for pilot licencing. See CASA AC 101-01 v3.0 
https://www.casa.gov.au/sites/default/files/101c01.pdf, although due to the lack of airship examples, 
they are not included. 

https://www.casa.gov.au/sites/default/files/101c01.pdf
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Some examples of uncrewed aeroplanes and their characteristics are shown below in 
Table 3: 

Table 3 - Some examples of fixed-wing UAS 

Aircraft Wingspan 
(m) 

Maximum 
Take of 
Weight (kg) 

Cruise 
Speed 
(km/h) 

Range* 
(Endurance) 

Silvertone Flamingo Mk III 

 

4.1 25 105 >1,300km 

(12.5 hours) 

Insitu Pacific CT 220 3.3 21.5 80 >1,500km 

(20+ hours) 

Northrup Grumman Triton 40 14,628 630 >15,000km 

(30+ hours) 

Airbus Defence and Space 
Zephyr 

25 75 55 All of Earth 

(months) 

General Atomics 
Skyguardian 

24 5,670 390 >4,000km 

(40 hours) 

 

*This range calculation is basic (endurance multiplied by cruise speed) and does not 
take into account restrictions based upon C2/C3 link performance etc. 
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Figure 6 - Aeroplane UAS (clockwise from top left: Insitu Pacific CT220402, Silvertone Flamingo Mk3403, 
Airbus Defence and Space Zephyr404, Northrup Grumman Triton405, and General Atomics 
SkyGuardian406) 

  

 
402 InstituPacific, ñCT-220 UAS.ò 

403 Silvertone, ñFlamingo Mk3 - RPAS, Uav, FIxed Wing Unmanned Aircraft - Designer, Manufacturer & 
Systems Integrator ð Silvertone UAV - RPAS, UAV, Fixed Wing Unmanned Aircraft - Designer, 
Manufacturer & Systems Integrator.ò 

404 Airbus, ñThe Airbus Zephyr, Solar High Altitude Platform Station (HAPS) Concludes a Successful 
New Test Flight Campaign in Arizona, USA | Airbus.ò 

405 Janes, ñNorthrop Grumman to Develop Sense-and-Avoid Solution for Triton.ò 

406 GAA, ñGA ASI - MQ-9B SkyGuardian / SeaGuardian.ò 
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Rotorcraft (single-rotor or multi rotor class) 

Rotorcraft are heavier-than-air aircraft that depend principally on the lift generated by 
one or more rotors to sustain flight.407 In general rotorcraft have extremely good 
manoeuvrability characteristics at slow speed, particularly the ability to take-off and 
land vertically, and to hover in place. They do not have the same top speed capability 
as fixed wing aircraft (limited by the speed of the advancing rotor tip and the helicopter 
speed and the speed of sound) and have lower range and loiter characteristics. 

In the conventionally piloted world, rotorcraft have generally limited to one or two 
rotors, however more recently, multirotor designs have been proposed for use in the 
urban air mobility market. 

In the uncrewed and unpersonned world, multirotor designs dominate the design 
space, with quadcopters, hexacopters, and octocopters commonplace. Multirotor 
designs are prized in the UAS world due to the simplicity of design (i.e. simple fixed 
pitch propellers are used instead of complex variable pitch rotors in single rotor 
designs) and increased redundancy in the case of lose engine power (i.e. an 
octocopter can sustain a loss of thrust in one or more engines and still maintain altitude 
and orientation). 

Below are a small sample of the range of rotorcraft that exist in the UAS industry now. 

 

Table 4 - Some examples of rotorcraft (single and multi-rotor) UAS 

Aircraft (number of rotors) Wingspan 
(m) 

Maximum 
Take of 
Weight (kg) 

Cruise 
Speed 
(km/h) 

Max Flight 
Time 
(mins) 

DJI Matrice 600 Pro (6) 1.7 15.5 65 38 

DJI Phantom 4 (4) 3.3 21.5 80 28 

Yamaha R-MAX 3.13 98 - 60 

 

 

 
407 ECFR, ñ14 CFR 1.1 -- General Definitions. Definition for Rotorcraft.ò 
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Figure 7 - Rotorcraft UAS 
(from top to bottom: DJI 
Matrice 600 Pro408, DJI 
Phantom 4409, and Yamaha 
R-MAX410) 

  

 
408 DJI, ñMatrice 600 - DJI.ò 

409 Abbott, ñDJI Phantom 4 Pro V2.0 Review | TechRadar.ò 

410 MacLean, ñDrone Spray Helicopter Flies by Wire.ò 
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Powered lift 

Powered lift aircraft, also known as hybrid aircraft, are aircraft that take the benefits of 
both aeroplanes and rotorcraft and fuse them together. In particular powered lift 
aircraft fuse the vertical take-off and landing, and hovering capability from rotorcraft 
with the fixed wing forward flight speeds, range and loiter capabilities from aeroplanes.  

This can be done in such a way that the wings and/or propulsion devices rotate, such 
as in the V-22 Osprey411, or by using fixed vertical and horizontal propellers and wings 
that are used during the different stages of flight. For UAS, the latter configuration is 
more popular (likely due to the cost and complexity of the rotating, moving machinery, 
compared to using fixed system), as can be seen below with the three aircraft 
represented in Figure 8. 

 

Table 5 - Some examples of powered-lift UAS 

Aircraft Wingspan 
(m) 

Maximum 
Take of 
Weight (kg) 

Cruise 
Speed 
(km/h) 

Range 
(Flight 
Time)* 

SwoopAero Kookaburra 2.4 18 150 120km 

Carbonix Volanti 3.6 8 150 (2 hours) 

Wing Aviation Hummingbird 1 7 104 20km 

 

* it can be difficult to obtain full information on these platforms, only data that can be 
reliably found is provided here. 

 
411 Boeing, ñV-22 Osprey.ò 
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Figure 8 - Powered Lift UAS 
(from top to bottom: Swoop 
Aero Kookaburra412, 
Carbonix Volanti413, Wing 
Hummingbird414)  

 
412 Swoop Aero, ñTweet - Swoop Aero Kookaburra Aircraft.ò 

413 Blain, ñHybrid VTOL Fixed-Wing Drone Flies for 2+ Hours.ò 

414 Brown, A, ñWing Drone Delivery Use Surges during Canberra Covid Lockdown.ò 
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Size (maximum take-off weight) of UAS Platforms 

A key characteristic for risk of UAS operations and a driver of complexity is the size of 
UAS. Maximum take of weight, or MTOW, is a metric used within the current Australian 
legislation, delineating regulatory requirements for designers, operators, pilots, and 
maintainers. It is also a decent predictor of size of the minimum size of an aircraft. 
These weight brackets (and corresponding terms) are415: 

¶ <=100g (micro RPA) 

¶ Greater than 100g, but <=2kg (very small RPA)  

¶ Greater than 2kg, but <=25kg (small RPA) 

¶ Greater than 25kg, but <=150kg (medium RPA) 

¶ Greater than 150kg (large RPA)416 

Figure  shows the current proportion of Australian UAS in each weight bracket. 

As can be seen, the majority of UAS in Australia are below 25kg in MTOW (~95%), 
and only a very small number of aircraft exceed 150kg in MTOW (<~1%). We can 
contrast this to the current range of weights for Australian conventionally piloted 
aircraft (as per Figure 10), which range from 281kg (a single seat amateur built 
aircraft) up to 572,000kg (the Airbus A380). It is clear that the size and relative risk 
(size implies larger impact upon crash and the ability to carry more passengers) of 
conventionally piloted aircraft is still significantly larger than for that of current UAS 
operations. 

 

 
415 See Regulation 101.022 of CASR 1998 

416 Medium and Large RPA also have the definition of definition for airship envelop size 

417 Data is extrapolated from CASA estimated numbers of commercial operations in Australia 

418 Data derived from Australian Civil Register as of 29 October 2021. Pie chart only utilises active 
Certificates of Airworthiness 

Figure 9 ï Commercial UAS MTOW417 Figure 10 - MTOW of Aircraft on the Australian Civil 
Register418 
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Some Concepts of Operation ï Current State 

This section is intended to briefly introduce some of the future concepts of operation 
with regard to autonomous operations, focusing on: 

¶ Extended visual line-of-sight (EVLOS) and beyond visual line-of-sight (BVLOS) 

operations 

¶ One-to-many operations 

¶ Remote Command Centres 

 

EVLOS and BVLOS operations 

A key restricting factor when operating within the CASA Standard Operating 
Conditions is the inability to utilise a UAS to its full extent (i.e. its range is restricted by 
visual acuity, not the performance of the aircraft) and the time and resource cost of 
moving the pilot and supporting infrastructure to locations as needed. Extended VLOS 
(EVLOS) and BVLOS operations are concepts of operation whereby the UAS can 
extend its operational range from the pilot. EVLOS operations are an extension of 
VLOS operations that require that a pilot or observers can observe the surrounding 
airspace for collision threats and then instigate contingency plans to avoid an 
interaction. EVLOS does not require that the pilot can observe and orient the UAS as 
required under VLOS operations. BVLOS is not an extension of VLOS but rather a 
completely different operating regime whereby the aircraft and/or airspace cannot be 
observed directly by the pilot or observers. This requires that additional measures are 
taken to reduce the risk to other airspace users as described in 0. Both EVLOS and 
BVLOS operations increase operational efficiency and are an extremely desirable 
operating regime. It is still relatively difficult to get approval for in Australia (although it 
should be noted that Australia is at the forefront of BVLOS operations in the world), 
however both the Department of Infrastructure, Transport, Regional Development and 
Communications (DITRDC) and CASA are taking steps towards reducing the 
overhead costs (time, resources etc.) required to achieve an approval. Some 
prominent examples of BVLOS operators include Insitu Pacific, Textron Systems 
Australia, Wing Aviation, HoverUAV and Ninox Robotics. 

 

One-to-many operations 

The substantial majority of UAS operations are many-to-one (many crew to one 
aircraft) or one-to-one (one pilot to one aircraft) operations. Another increasingly 
desirable operating style is one-to-many operations (i.e. one pilot managing multiple 
aircraft at once). This has clear economic advantages, but, requires increasingly 
autonomous systems and increased operational and organisational structure to 
ensure that the processes and procedures used in emergency situations are still 
effective. There are very few examples of one-to-many operations in the world, 
however, in Australia Wing Aviation uses this concept of operation.  
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Remote operation centres 

The final spotlight for concepts of UAS operations is the remote operation centre 
(ROC). Usually, operators of UAS are co-located with their aircraft or ground support 
equipment (i.e. the command and control link ground transmitter). ROCs create 
another link between the ground support systems at a location to the remote operation 
centre, usually located in a relatively built-up area. This added complexity in 
infrastructure and link latency and performance requires significant analysis and 
demonstration of equivalent safety outcomes to an operation with the crew located 
with the ground support equipment. 

The reduction in travel and transport costs and the synergy of ROCs with one-to-many 
operations makes it a very attractive operation style. As with other concepts of 
operation in this section, ROCs are still relatively rare, however some examples in 
Australia include Airobotics419 and HoverUAV420. 

  

 
419 AirRobotics, ñAirobotics Is First to Receive CASA Approval for BVLOS Drone Flights from Remote 
Operations Center.ò 

420 HoverAUV, ñRemote Command Centre.ò 
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Level of risk of extant UAS operations 

Another means by which we can look at the current state of the Australian UAS 
industry is through the level of risk that exists in current operations. This view will allow 
an understanding of the restricted scope of the operations in place today compared to 
the potential range of operational risk that could feasibly occur. 

To start, there are currently no operations of UAS that have persons on-board. The 
risk that these operations present are purely to second (those involved in the 
operation) and third (those that have no direct involvement in the operation) parties 
that are not on-board the aircraft. This risk exists to either; other aviation stakeholders 
(called ñair riskò) and persons on the ground (called ñground riskò).   

 

Current Ground Risk Levels for UAS operations 

Ground risk is a function of three conditions, that need to be met in order for the UAS 
as a ground hazard to eventuate: 

¶ The UAS needs to be on a collision course with the ground (driven by the 

unreliability of the aircraft); and 

¶ During the ground collision event, the aircraft comes into contact with a person 

or persons (driven by the size of the impact area and the overflown population 

density); and 

¶ Given an impact with a person during a ground collision event, the UAS causes 

injury or death (driven by the impact mechanics. As a conservative starting 

point, an impact is assumed to fatally injure a person). 

The key external parameters we can use to are the impact area size and the overflown 
population density. The JARUS SORA model (see 0 for more details) uses these two 
factors for assessing what is called the ñintrinsic ground riskò of the operation. We will 
use this table to help visualise the extent of ground risk. 

The SORA uses an assessment for ground risk that is based off the size and energy 
of the vehicle (which is a proxy for the impact area, called critical area in the SORA 
model, of the aircraft) and the overflown population density, tabularised into the 
Intrinsic UAS Ground Risk Class table, reproduced below: 
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Figure 11 - Intrinsic Ground Risk Class Table - JARUS SORA V2.0 

 

To give some context, an operation with an intrinsic ground risk class of 6 has an 
equivalent risk to persons on the ground as a small general aviation aircraft. These 
values are shaded in red below: 

 

Figure 12 - SORA Intrinsic Ground Risk Class Table, modified to show risk equivalency to 
conventionally piloted aviation 

 

From a population density perspective, almost all current operations that occur in 
Australia are within controlled or sparsely populated areas, an exception being the 
Wing delivery operations in Mitchell and Logan. When we combine this fact with the 
majority of platforms being below 25kg (as shown in 0) with characteristic dimension 
(wingspan, or rotor width etc.) almost always below 8m (and the significant majority 
below 3m), we can see that current operations are generally still within relatively low 
risk areas shaded below in blue, with a few operations occurring the shaded yellow 
(larger wingspans) and grey areas: 

 

Unmitigated risk is equivalent to  
conventionally piloted aviation 
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Figure 13 - SORA Intrinsic Ground Risk Class Table, modified to show the current extent of UAS 
operations 

 

Current Air Risk Levels for UAS Operations 

Similar to the ground risk, air risk is a function of a few conditions that need to be met 
in order for the UAS hazard to eventuate: 

¶ A UAS and conventionally piloted aircraft need to be within relative proximity to 

one another (this is driven by the density of other airspace users, how both UAS 

and CPA fly in that airspace, and the relative speeds of each aircraft); and 

¶ Given that the aircraft are now within relative proximity, the controls and 

mitigations that are in place to resolve any potential collision need to be 

ineffective (this is driven by the type and number of controls in place, dependent 

on airspace classification); and 

¶ Given that the aircraft are in proximity and the active controls and mitigations 

were ineffective, the aircraft then need to collide with one another (this is driven 

by the aircraft size, and relative probabilities that the two physical bodies 

overlap in space and time). 

When describing air risk, it is important to take into context the different elements to 
airspace integration described in 0, 0 and 0, these are summarised below: 

¶ Controlled airspace (Classes A, B, C, D, E, and F) has higher requirements in 

terms of aircraft equipage and in terms of acceptable levels of safety than 

uncontrolled airspace 

¶ Airspace rules and requirements need to be strictly adhered to, in order to 

prevent mid air collisions. Within controlled airspace, there is significant 

expectations on the safety and reliability of both the platforms manouevrability 

and the equipage carried to communicate and engage with other airspace 

users. 

¶ If the UAS is operating within visual line of sight (VLOS), this allows the operator 

to see and avoid other aircraft without the need to complex technical equipment 
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¶ Outside VLOS, an operation is required to do significant work to demonstrate 

that the airspace is effectively sanitised (i.e. airspace wherein there is extremely 

low, almost negligible risk of interacting with other airspace users such that an 

acceptable level of safety is met) or employ sophisticated technology to 

replicate human capacity to see and avoid other airspace users 

¶ Operations below 400ft AGL and outside of aerodromes or helicopter landing 

sites are commonplaces for UAS operations because conventionally piloted 

aircraft should not be operating below 500ft outside of the take-off and landing 

phases of flight.ò. 

¶ The inability for UAS to detect and avoid other aircraft (an inherently complex, 

high-safety criticality function) at this point in time is a significant limiter on 

airspace integration. This is discussed in more detail in 0. 

This all results in a common theme for UAS operations with respect to air risk; 
segregation from other air users, with little avenue for accommodation (operating with 
other aircraft under bespoke, conservative rulesets) and practically no avenue for 
integration (operating with other aircraft, treated like other aircraft). 

 

Extent of autonomy for safety critical functions 

Finally we look to the current extent of autonomy for safety critical functions. We can 
use the US Transport Category Airworthiness Standard (FAR Part 25), which has an 
elegant breakdown of safety critical functions (called basic workload functions) that 
must occur during flight in order to stay safe421: 

¶ Flight path control 

¶ Collision Avoidance (Ground) 

¶ Collision Avoidance (Air) 

¶ Navigation 

¶ Communications 

¶ Operation of and monitoring aircraft systems 

¶ Command Decision 

These functions are required to be undertaken regardless if the operation is crewed 
or uncrewed. Referring back to Clothier, Williams and Perez, we can begin to 
plot/understand the scope of autonomy of these operations with respect the level of 
governance and level of complexity of a task or function. As discussed previously, 
dimensions of autonomy can be viewed on the following diagrams:  

  

 
421 ECFR, ñ14 CFR Part 25 -- Airworthiness Standards: Transport Category Airplanes.ò 
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Figure 14 - Level of Machine Governance (Figure 2 from Clothier, Williams, and Perez 2019) 

 

Figure 15 - Level of Functional Complexity (Figure 3 from Clothier, Williams, and Perez 2019) 

 

Level of Authority 

Under this regime, the level of authority is divided into four categories: 

¶ Complete ï Human has complete authority over decisions 

¶ Directed ï The Machine may suggest alternatives or compromises, but the 

human has the authority for the final decision 

¶ Suggestive ï The human may suggest alternatives or compromises, but the 

machine has the authority for the final decision 

¶ None ï The machine has complete authority over decisions 

Due to the current legal responsibilities for safety of flight being held by a person, it is 
not possible for the level of authority in any safety critical function to be suggestive or 
none, as this would require the machine to be responsible for the operation, and hence 
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the current state of safety critical functions are limited to complete or directed. We can 
represent this as the red shaded area on the Level of Governance table: 

 

Figure 16 - Current extent of level of authority (modified from Figure 2 Clothier et al 2019) 

 

Level of Control 

Moving to the level of control, we again refer to Clothier, Williams, and Perez, to the 6 
levels of control articulated as: 

¶ Supported ï In the supported level of control, the human can undertake the 

function if necessary, but may instead instruct, approve, monitor or support 

when needed the machine in completing the function. 

¶ Regulated ï A regulated system is controlled by a human by the setting of 

constraints or boundaries within which the system may function. 

¶ Self-Optimising ï A self-optimising system is influenced by a human by the 

setting of explicit goals that the system must achieve 

¶ Self-Directed ï A self-directed system can only be influenced in the ability to 

perform a task by the human setting high level goal policies, rather than explicit 

goals themselves 

¶ Self-Determining ï A self-determining system is one where the machine 

system effectively has agency equivalent to a human being, i.e. being able to 

respond and choose whether to accept influence from other agents. 

¶ Sovereign Machine System ï This type of system has no ability for the human 

to exhibit control over it. These systems may not be physically possible (i.e. 

there may always be some way for a human or other entity to exhibit some 

form of influence over any system, for instance shooting a missile at it to stop it 

functioning). 

It needs to be noted that levels of control can be implemented either during the 
operation, or through the design process by the human. To that end, due to the fact 

In this region, the machine 
has primary authority over 

a function or task
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that there are little to no learning or adaptive learning systems that are used in safety 
critical systems (although there are aims to incorporate them, see EASA proposed 
guidance for level 1 machine learning systems422), it is difficult to state that anything 
beyond regulated (i.e. a flight controller for a statically and dynamically unstable 
quadcopter is regulated by a human designer, but a human pilot would not be able to 
truly undertake the task of flight control for this aircraft if the flight controller failed) 
based systems are available for UAS safety critical systems. This is represented as 
the green shaded area: 

Figure 17 - Current extent of level of control (modified from Figure 2 Clothier et al 2019) 

We can now further refine the table above with this new information, describing the 
current operational extent that UAS operations take up on the governance scale: 

 
422 EASA, ñEASA Releases for Consultation Its First Usable Guidance for Level 1 Machine Learning 
Applications.ò 

In this region, a human cannot directly set constraints 
or function of a machine, only the overall goals or 

policies of the function
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Figure 18 - Current extent of level of control and level of authority (modified from Figure 2 Clothier, 
Williams and Perez 2019) 

 

Level of task-environment complexity 

Moving from the level of authority and control, we can dive into the task-environment 
complexity for UAS. From Clothier, Williams and Perez, we can decompose the task 
complexity space into four categories with the well-known Observe, Orient, Decide, 
Act (OODA) loop423 placed in square brackets next to the categories to show similarity: 

¶ Action [Act] 

¶ Information Acquisition [Observe] 

¶ Information Analysis [Orient] 

¶ Decision Making [Decide] 

Generally, the complexity of the task increases as you traverse from action to decision-
making, however the complexity of the environment will also play a factor in the 
complexity, meaning that a more appropriate measurement might be task-
environment complexity. 

At the current state of the art, UAS are more than capable to undertake action and 
information acquisition through the use of sensors and actuators. However, 
information analysis or decision-making are still heavily human focused endeavours, 
and only through highly automated, deterministic programs do machines seem to 
undertake these tasks, for instance a Kalman filter does take input data (GPS, IMU, 
altimetry and other data) and then fuses them using human specified algorithms to 
determine the current state of the aircraft and associated errors in order to then inform 
the autopilot to correct the flight path to stay on a navigational track using pre-defined 
control laws. But this act of information analysis and decision making has been 
undertaken by the human designer before flight, only to be implemented by the 
machine during flight. If this process is not pre-programmed by a human designer, it 

 
423 Ford, ñThe Essence of Winning and Losing, by John R. Boyd.ò 

Safety critical tasks and functions for UASoperationsdo not take place in this region 
at this point in time
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will be undertaken by the remote pilot or other human operator. We can visualise this 
on Figure 3 from Clothier, Williams and Perez, shaded in blue. 

 

Figure 19 - Current level of functional complexity (modified from Figure 3 of Clothier, Williams and Perez 
2019) 

 

This is not necessarily a bad thing in safety engineering of autonomous systems, as 
very deterministic, pre-determined behaviours are the preferred method of ensuring 
that aircraft operations align to current safety expectations. In order to truly undertake 
these functions (instead of following a human specified set of rules), it is necessary to 
implement some kind of learning algorithm that determines the way in which to analyse 
information and determine appropriate actions. 

Level of implementation complexity 

Implementation complexity is a descriptor of the uncertainty inherent within the types 
of algorithms used to achieve behaviour of an autonomous system. This is split into 
three levels: 

¶ Deterministic ï These are algorithms that are directly specified and 

implemented by human designers. This is referred to as ñModel Basedò in the 

EASA framework for Artificial Intelligence, as a designer has had to specify a 

model of the task environment alongside the algorithm for implementation in 

the system. 

¶ Non-Deterministic ï Although the term ñnon-deterministicò is used here, we 

will instead refer to these as ñpre-trained learningò or ñpre-trained data basedò 

algorithms. The designer is more removed from the actual implemented 

algorithm to undertake a given behaviour, instead specifying a dataset, 

behaviour goals or policies to be met and a learning algorithm, which uses this 

information to learn a function that best meets the behaviour goals or policies 

given the dataset provided. This level of implementation will be called ñpre-

trainedò as the learning takes place before operation, meaning that the 

implemented algorithm will not change during operation. 

¶ Adaptive Non-Deterministic ï again here we will refer to this as adaptive 

ñlearningò or adaptive ñdata basedò implementation. The primary difference 

between adaptive learning and pre-trained learning is that the learning process 

No safety critical tasksare currently
undertaken with purely data-based 

methods

Under Certain 
Circumstances
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is not stopped during operation and is continual, leading to an algorithm that is 

forever changing during operation whilst trying to achieve behaviour goals or 

policies. 

In safety critical systems, only deterministic, human-specified algorithms are utilised 
at this point in time. It is only in the last few years, as computational capacity, memory 
resources, simulator efficacy, and understandings of machine learning have 
increased, that this has become a viable method of implementing safety critical 
functions. As described earlier, there are attempts to begin incorporating pre-trained 
learning algorithms into aviation safety critical functions, however this is leading-edge 
and currently there is no accepted process for incorporating learning algorithms into 
safety critical systems. 

From a legal perspective it may be difficult to approve or certify a system that has 
adaptive learning properties. Aircraft approval and certification is inherently a static 
process, effectively stating that a system has a given set of airworthiness properties 
at that point in time. If the system is forever changing its behaviour, this methodology 
does not function as intended and a new, more dynamic means of 
certification/approval is needed. 

We can construct an extent of current UAS operations with respect to implementation 
and functional complexity, shown below: 

 

Figure 20 - Current state of functional and implementation complexity (modified from Figure 3 Clothier, 
Williams and Perez 2019) 

  

Safety critical tasks and functions 
for UAS operations do not take place 

in this region at this point in time
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Key takeaways  

This document provides the reader a quick snapshot of the current state of the 
autonomous system aviation industry by eliciting: 

¶ The common types of operation in place and the sectors they cater for 

¶ The incredible size of the UAS industry, in terms of sheer number of aircraft 

compared to conventionally piloted aviation 

¶ The physical aircraft types, sizes, and operational styles that are currently 

undertaken 

¶ The current level of risk these operations pose, shown against a possible range 

of operational ground and air risks 

¶ The extent of autonomy in these operations, compared to the full scope of 

autonomy that could exist in aviation safety critical functions 

Through this discussion, we hope that the main message to take away is that although 
the current UAS industry is diverse and experienced, there is still a long way to go to 
implement more complex autonomous behaviour into more complex and risky 
operational scenarios to truly integrate these operations into the conventionally piloted 
aviation industry. 
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Air domain: Understanding the industry using autonomous 
systems 

This document is intended to provide snapshot of the current industry stakeholders that 
exist within the UAS sector. 

¶ 1.0 ï Describes the different stakeholders that exist in the UAS ecosystem 
¶ 2.0 ï Introduces Mirragin Australian Drone Ecosystem Directory, a comprehensive 

resource containing information on over 100 organisations in the UAS industry 

 

This document provides information on the different subsectors that exist in the 
autonomous systems ecosystem, that provide good and/or services that all facilitate 
operations of autonomous air vehicles. 

 

Who are the different stakeholders in the autonomous systems 
industry? 

We can separate the different stakeholders in the autonomous systems industry into 
the following sectors: 

¶ Operators ï These are the stakeholders that operate UAS on a daily basis. 

Operators range in size from single person operations up to large scale, 

international organisations. Operators contain multiple integral members that 

ensure the safe operation of UAS, including: Controllers, Remote Pilots, 

Maintainers, Engineers, and Safety Personnel. 

 

¶ Maintainers ï Whilst these stakeholders generally reside within an operator, 

they do not need to be and have their own responsibilities and requirements to 

ensure the continuing airworthiness of UAS 

 

¶ Designers/Manufacturers ï Designers are the stakeholders that design, 

develop, and maintain the technical data that supports the manufacture, 

operation and maintenance of UAS (including the aircraft, the remote pilot 

station and associated systems) , UAS subsystems and components, including 

hardware, software, and algorithms. They work hand in hand with 

manufacturers to produce the physical instantiation of a UAS.  

 

Manufacturers are the entities that take the technical design data from the 

Designers and use the information to create the physical components, 

subsystems and systems that comprise. Both designers and manufacturers can 

be subdivided into: 

o UAS Integrators ï The entities that brings together various 

system/subsystems to create the UAS product. 

o Safety Critical System Subsystem/Component Manufacturers ï The 

entities that build safety critical subsystems/components that are 

incorporated into UAS by the integrator. For example avionics, engines, 

propellors, or other subsystems. 
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o Payload Manufacturers ï The entities that create non-safety critical, 

but operationally critical payloads for use on UAS. 

 

¶ Third Party Service Providers ï These stakeholders provide subject matter 

expertise in a variety of realms, such as: 

o Test & Evaluation providers ï Services to demonstrate compliance 

against system performance requirements, such as certification or 

operational requirements. 

o Training organisations ï Training for operators and pilots to undertake 

processes and procedures in complex RPAS operations 

o UTM Service Supplier ï A relatively new service, providing information 

on areas that can be flown by different classes of RPAS operations. This 

type of provider will eventually fulfil the role of a UTM Service Supplier 

(USS), a critical piece of infrastructure for a fully-fledged UTM system. 

o Regulatory Compliance Providers ï These providers assist with 

compliance against regulatory requirements, particularly for when 

operators wish to expand the complexity of their operations. 

 

¶ Industry Advocacy Bodies ï the Australian Association for Unmanned 

Systems (AAUS) and the Australian Certified UAV Operators (ACUO) are the 

two main industry advocacy groups for the UAS sector, providing a unified voice 

for the industry to CASA, the Department, and the Australian Government at 

large. 

 

¶ Regulators 

o Civil Aviation Safety Authority ï The Australian National Aviation 

Authority (NAA) for Australia, responsible for undertaking the functions 

specified in the Civil Aviation Act 1988. CASA also incorporates the 

Office of Airspace Regulation (OAR), an entity responsible for the 

assignment of airspace classes in accordance with the International Civil 

Aviation Organisation as well as designate regions of airspace for the 

safety of air navigation. 

o Defence Aviation Safety Authority ï DASA is the regulator of defence 

UAS operations under the Defence Aviation Safety Regulations (DASR). 

o Department of Infrastructure, Transport, Regional Development 

and Communications (DITRDC) ï This department provides strategic 

policy advice and fit-for-purpose regulation in the aviation sector. 

Additionally the CASA board, responsible for deciding the objectives, 

strategies and policies for CASA, is appointed by the Minister for 

Infrastructure, Transport, Regional Development and 

Communications.424 

o Australian Media and Communications Authority (ACMA) ï as 

Australiaôs regulator of communications and media, ACMA plays a 

pivotal role in the use of radio communications and other transmissions 

 
424 CASA, ñAbout Us - CASA.ò 

https://aaus.org.au/
https://aaus.org.au/
https://acuo.org.au/
https://www.casa.gov.au/
https://defence.gov.au/DASP/
https://www.infrastructure.gov.au/
https://www.infrastructure.gov.au/
https://www.acma.gov.au/
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for UAS operations (both safety critical and non-safety critical). As the 

use of UAS and other autonomous vehicles increase, the 

electromagnetic spectrum will become an increasingly critical resource 

for society. 

 

¶ Air Navigation Service Provider (ANSP) ï In Australia the ANSP is 

Airservices Australia, the entity that provides air traffic services to aircraft within 

the Australian Flight Information Region. The ANSP will be important in the 

UTM sector as the potential provider of the Flight Information Management 

System (FIMS), a critical interface between the ANSP and future USS 

providers. 

 

¶ Australian Transport Safety Bureau (ATSB) ï The ATSB is a government 

agency focused on providing; independent investigation of transport accidents, 

analysing and researching the current state of safety in the various transport 

domains, and fostering awareness and consideration of safety in the 

community. 

  

https://www.airservicesaustralia.com/
https://www.atsb.gov.au/


Body of Knowledge: Air domain 

246 
 

A useful UAS ecosystem website for the UAS industry 

Whilst the authors could attempt to replicate a resource such as what Mirragin System 
has created, it seems more reasonable to point people to this resource. The Australian 
Drone Ecosystem Directory425 (see Figure 1), created by Mirragin, contains over 100 
organisations and provides detailed information from each organisation.  

The directory provides the ability to search via organisation name or by category of 
the organisation, divided into: 

¶ Consulting 

¶ Counter Drone 

¶ Drone Racing 

¶ Drone Testing Locations 

¶ Finance 

¶ Government Organisations 

¶ Industry Bodies 

¶ Manufacturing 

¶ Media and Communications 

¶ Payload and Software 

¶ Research and Technologies 

¶ Sales 

¶ Service Providers 

¶ Training 

Directory users can also sort by business location in Australia. These options are 
particularly useful if the exact organisation is not known, but the function or location is. 

 

 
425 Mirragin, ñAustralian Drone Ecosystem Directory.ò 
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Figure 1 - The Australian Drone Ecosystem ï Mirragin (2021)  
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Air domain: Current Australian framework for assurance and 
accreditation of autonomous systems 

This document provides a comprehensive discussion on the current start of assurance 
and accreditation of autonomous systems in the Air Domain. 

The intent is to provide an end-to-end discussion, starting with the reasons for aviation 
legislation, and concluding with a discussion on a currently accepted safety assurance 
process and the gaps, issues and opportunities that could be implemented to better 
integrate highly automated and autonomous aircraft into Australia airspace. 

 

  

This document provides a comprehensive discussion on the current start of assurance and 
accreditation of autonomous systems in the Air Domain. 

The intent is to provide an end-to-end discussion, starting with the reasons for aviation 
legislation, and concluding with a discussion on a currently accepted safety assurance 
process and the gaps, issues and opportunities that could be implemented to better integrate 
highly automated and autonomous aircraft into Australia airspace. 

¶ 2.0 introduces the Australian aviation legislative context, explaining the international 
pressures that led to internationally harmonised and agreed policies for international 
aviation and how this results in the implementation of the Civil Aviation Act 1988, 
Australiaôs main piece of legislation that regulates the UAS industry (from a safety 
perspective). The regulatory framework and context across all aviation activities (and 
how it applies to UAS) is also detailed. 

¶ 3.0 presents a brief discussion on how the current assurance requirements for UAS 
boil down to demonstrating that an operation does not have an adverse effect on the 
safety of air navigation. 

¶ 4.0 then follows the legislative flow from high level legal requirements for aviation 
into UAS specific accreditation requirements for the different constituent roles and 
responsibilities that create safe aviation activities possible. 

¶ 5.0 introduces the rules, regulations, and the regulator (DASA) for Australian State 
Aircraft. This section particularly highlights the differences in approaches between 
DASA and CASA when regulating aviation activities. 

¶ 6.0 provides a comparative study between the two largest international civil 
regulators of aviation activities, the United States Federal Aviation Administration 
(FAA) and the European Union Aviation Safety Agency (EASA). This section will 
focus on how UAS are regulated by these entities and the key enabling work being 
undertaken by these two regulatory giants to better integrate UAS operations into 
the national airspace systems. 

¶ 7.0 details how assurance can be undertaken for UAS, providing models for 
assessing ground and air risk posed to third parties, alongside a casual bow-tie 
model that can be used to understand how risk controls and mitigations affect the 
likelihood of a hazard to these third parties. The SORA process is introduced as an 
end-to-end, risk proportionate safety assurance process that brings together the 
elements discussed earlier. 

¶ 8.0 identifies the gaps, challenges and opportunities that need to be addressed in 
current processes in order to truly integrate autonomous systems into the Australian 
aviation industry. 
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An introduction into Australian Aviation (from a legislative 
perspective) 

This section is intended to provide a comprehensive overview of the current Australian aviation 
legislative context, the scope of aviation activities and the associated components that need to 
work together properly to ensure safety.  

 

Introduction into general state of aviation legislation 

In the early 20th century, rigid airships were becoming larger and more capable, and 
heavier than air flight was beginning to emerge as a viable way to take to the skies. 
During the first decade of this century, many European states began to question how 
they would deal with transnational operations of aircraft. With land and maritime 
transport, there were natural or man-made barriers that could be put in place to restrict 
or allow operations of vehicles and vessels between nations, but no barriers existed 
in the air. 

The first international conference on navigation was held in Paris in 1910 to attempt 
to come to some international agreement on how to effectively deal with international 
aviation. By 1919 the first agreed International Convention for Air Navigation (ICAN) 
was developed, containing 43 articles and guidance for registration, certificates of 
airworthiness, pilot licencing etc. that states should follow to ensure safe and open 
international travel. 

In 1944, towards the end of the second world war, it was clear to all nations that 
international aviation would be accelerated by the aviation technology developed 
during the war. In order to, ñpreserve friendship and understandingé [and] avoid 
friction and promote cooperation between nations and peoples upon which the peace 
of the world dependsò426, the convention on international civil aviation was signed in 
Chicago. The convention was ratified in 1947 and the International Civil Aviation 
Organisation (ICAO) was established.  

Signatories to the convention have, ñagreed on certain principles and arrangements in 
order that international civil aviation may be developed in a safe and orderly manner 
and that international air transport services may be established on the basis of equality 
of opportunity and operated soundly and economicallyò.427 ICAO facilitates the intent 
and mission of the convention. 

It needs to be noted that ICAO is not a regulator and cannot supersede a signatoryôs 
national regulator. Rather ICAO exists to ensure harmonisation and cooperation 
towards safe outcomes for international aviation. As a signatory to the Chicago 
Convention, Australia has made legislation throughout the years that ratifies this 
international obligation (the Air Navigation Act, Civil Aviation Act) and places 
obligations on the operation of Australian aircraft and operations within Australian 
Airspace. 

 
426 ICAO, ñConvention of International Civil Aviation.ò 

427 ICAO.  
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International obligations under the Chicago Convention 

The Civil Aviation Safety Authority (CASA) is Australiaôs Civil Aviation Authority. CASA 
was created under the Civil Aviation Act 1988 (the Act) to ensure the safety of civil air 
operations within Australia and of Australian aircraft overseas428 in compliance with 
Australiaôs international obligations under the Chicago Convention on International 
Civil Aviation, signed by Australia in 1944. Effectively the Act gives CASA authority to 
regulate Australian aircraft, which includes any non-foreign registered or state 
aircraft flown in Australian territory and overseas, and the authority to regulate the 
operation of civil, non-state aircraft within Australian territory.429 An uncrewed or 
unpersonned aircraft is an aircraft for the purposes of the Act.430 

A critical concept within the Chicago Convention is the delineation between 
responsibilities for aircraft operations and the aircraft themselves, dependent on 
whether the aircraft is operating within a State (defined as within 12NM431 of the stateôs 
territory) or over the high seas. 

The Chicago Convention, signed by 191 countries432, requires that signatories ensure: 

¶ When operating within the 12NM of a State, any aircraft must comply with the 

rules of that State; and 

¶ When operating over the high seas (outside 12NM from a countries land), any 

aircraft must comply with the Rules of the Air over the high seas (Article 12 to 

the Convention), which are being updated to incorporate remotely piloted 

aircraft systems into Part IV to Annex 6 of the convention; and 

¶ Aircraft have the nationality of the State in which they are registered (Article 17 

to the Convention). Under Articles 31 and 33 of the Convention, every state 

must have issued a valid Certificate of Airworthiness for any aircraft from that 

state engaging in international operations and must accept any Certificate of 

Airworthiness issued by a state if it meets the minimum requirements of the 

Convention (which is covered in Annex 8 to the Convention). Effectively this 

means that a State is responsible for the airworthiness of aircraft registered to 

that state. 

The high level structure of Australian Aviation Legislation 

Australiaôs aviation legislation is comprised of three main tiers, as shown in Figure 1. 
The Act is the primary tier of legislation and while it is not the only aspect that CASA 
must consider, it is the most important one in this context. The international obligations 
mentioned in 0 drive the direction of Australian aviation legislation, which is captured 
in ss. 9(1)(a) and ss. 9(1)(b) of the Act: 

 
428 ss. 9(1)(a) and (b) of the Civil Aviation Act 1988 

429 s. 3 of the Act, however for the majority of Regulations, State Aircraft are exempt as per s. 4 of the 
Act 

430 As the definition in s. 3 of the Act states, an aircraft is any machine or craft, ñthat can derive support 
in the atmosphere from the reactions of the air, other than the reactions of the air against the earthôs 
surfaceò 

431 United Nations, United Nations Convention on the Law of the Seas. 

432 ICAO, ñConvention of International Civil Aviation.ò 



Trusted Autonomous Systems  Air Domain 

 

9(1) CASA has the function of conducting the safety regulation of the following, 

in accordance with this Act and the regulations: 

a. civil air operations in Australian territory 

b. the operation of Australian aircraft outside Australian territory 

Along with many other subsequent functions to support this, further mentioned within 
s. 9 of the Act. The Act enables two secondary tier regulations, the Civil Aviation 
Regulations 1988 (CAR) and the Civil Aviation Safety Regulations 1998 (CASR). The 
CASR is slowly replacing the older CAR regulations, however at this point in time, part 
of CAR are still extant and applicable to certain aviation activities. 

 

Figure 1 - Legislative Tiers in Aviation 

 

Underneath the secondary legislation there are three important pieces of tertiary 
legislation, Civil Aviation Orders, or CAOs (enabled under CAR), Manual of Standards 
or MOS (enabled under CASR) and directions (enabled under Subpart 11.G of CASR). 

Each subsequent tier of legislation is enabled by the former, which will become an 
important consideration when determining the overarching safety requirements for 
risk-based operations.433 

  

 
433 Any contradiction between a parent (higher tier) and child (lower tier) regulation is resolved by the 
parent legislation taking precedence 
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CASAôs Regulatory Philosophy 

Although legislation is critical, there are additional policies and philosophies that need 
to be taken into consideration whenever interpreting the regulatory requirements. Key 
considerations for this document are the following points from CASAôs Regulatory 
Philosophy:434 

Principle 3. CASA takes risk-based approaches to regulatory action and 

decision-making 

Principle 4. CASA performs its functions consistently with Australia's 

international obligations 

Principle 7. CASA fairly balances the need for consistency with the need for 

flexibility 

These three points effectively act the lenses through which CASA interprets legislation 
and assists in the determination of appropriate means of compliance. 

 

How the Australian legislation breaks down aviation operations 

Drawing on the previous sectionôs explanation of the reasons for the Act, we can begin 
to look at how the Act and subsequent regulations delineate different aviation 
activities. This will help establish an appreciation for the scope of possible aviation 
operations and identify where this body of knowledge will focus. 

 

First Major Delineations ï Whether the Operation uses a Rocket, a State Aircraft, a 
Crewed Civilian Aircraft or an Uncrewed Civilian Aircraft 

 

Figure 2 - Aviation Activities in Australian Airspace (Decision Tree 1) 

 

 

 
434 CASA, ñOur Regulatory Philosophy.ò 
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To begin, we look at the following delineations, graphically represented above: 

1. If the activity utilises an aircraft (or not) 

This is a technical delineation, as the Act imposes significant requirements on aircraft 
which are defined as ñany machine or craft that can derive support in the atmosphere 
from the reactions of the air, other than the reactions of the air against the earthôs 
surfaceò. Critically, a rocket does not fall under this definition, and whilst subject to 
Part 101.H of CASR, does not need to meet significant parts of the regulations due to 
this definition. Rocketry operations will not be covered in this analysis. 

2. If the activity is undertaken by a State aircraft or a civil aircraft 

This is a critical regulatory oversight definition, as a State aircraft is not usually 
regulated by CASA. Foreign State aircraft (an aircraft used in the military, customs or 
police services of a foreign country) are regulated by their respective state (however 
they must follow Australian operational rules) and will not be catered for in this report. 
Australian Defence Force aircraft are also State aircraft and are usually regulated by 
the Defence Aviation Safety Authority (DASA), under the Defence Aviation Safety 
Regulations (DASR) which is discussed in 0. 

All other aircraft are civil aircraft and are regulated by CASA in significant capacity. 
This includes Australian aircraft and foreign civil aircraft. 

3. If the activity is a crewed or uncrewed aviation activity 

Given that the aircraft is a civil aircraft, the next major delineation is whether the 
operation is crewed or uncrewed. This split drives whether the operation is covered by 
the traditional, conventionally piloted aircraft regulations, or by uncrewed aircraft 
regulations under Part 101 of CASR. 

To be clear, the current aviation regulations uses the term ñUnmanned Aircraftò, which 
is termed here as ñuncrewedò. Unmanned Aircraft Systems (UAS) are aircraft435 that 
are intended to be operated with no pilot onboard.436 ñUncrewedò is a more useful term, 
as the term ñunmannedò implies no people on board, which does not align with the 
CASA and ICAO definition (i.e. an UAS can be an aircraft that carry passengers 
onboard, but no crew). Additionally, the term ñuncrewedò is not gendered. 

Although this report will not focus on crewed aviation activities, highly 
automated/autonomous systems will be pervasive throughout these operations 
currently, presently, and into the future. However, as these complex, highly-automated 
systems are (generally) covered by ICAO regulations (or are not at all automated ï 
see Part 105 and 132 of CASR) and by stringent certification requirements. For 
completeness, the different crewed activities are shown in decision tree 3 below. 

 

  

 
435 As defined in s. 3 of the Act, an aircraft ñmeans any machine or craft that can derive support in the 
atmosphere from the reactions of the air, other than the reactions of the air against the earthôs surfaceò 

436 ICAO, ñUnmanned Aircraft Systems (UAS).ò 
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Figure 3 - Crewed Aviation Activities in Australian Airspace (Decision Tree 3) 

 

Uncrewed Aircraft Activity Delineations 

Under the umbrella term of Uncrewed Aircraft Operations, we can further delineate the 
operations based on 4 criteria, shown in Decision Tree 2: 

 

Figure 4 - Decision Tree 2 (DT.2) Uncrewed Aircraft System Delineations 
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1. Whether the aircraft is an unmanned free balloon or an uncrewed aircraft 

operation 

This delineation is important because unmanned free balloons do not have any 
propulsion systems (they may still have systems to control altitude), whilst aircraft have 
substantially more control over their position, velocity and orientation in space and 
time. This analysis will not consider unmanned free balloons. 

2. Whether the aircraft is autonomous, a model remotely piloted aircraft, an 

excluded RPA or an ñincluded RPAò 

Under the umbrella term of Uncrewed Aircraft System, there are the following 
categories and subcategories to consider: 

 

¶ Remotely Piloted Aircraft Systems (RPAS) 

i.e. those unmanned aircraft systems that are affected by the pilot/crew from offboard 
the aircraft. The aircraft itself is defined as the RPA, whilst the RPA and all supporting 
infrastructure (i.e. remote pilot station, communications infrastructure) is defined as 
the RPAS. 

o Model Aircraft RPAS 

o Excluded Category RPAS Operations 

o ñIncludedò Category RPAS Operations 

Part 101 of CASR specifies the rules and requirements for unmanned aircraft and 
rockets. These requirements take the form of restricting the scope of operations unless 
certain approvals are obtained. Model aircraft and excluded category operations are, 
by definition, extremely constrained operations, which restricts the capability of 
systems 

For the purposes of this analysis, we will be focusing on complex operations that 
require a remotely piloted operating certificate (ReOC) and additional approvals under 
Part 101 (termed ñincludedò RPAS operations). The excluded and model aircraft 
categories will not be discussed here. 

 

¶ Autonomous Aircraft 

i.e. an unmanned aircraft that, ñdoes not allow pilot intervention throughout all phases 
of the flight of the aircraft.ò437 

The definition of autonomous aircraft in CASA parlance is on the extreme end of what 
most people consider autonomous. The analysis in this report will take into account 
autonomous aircraft. 

It is important to note that for the purposes of the Body of Knowledge, the term 
ñautonomousò does not align with this legal definition. This means that an autonomous 

 
437 Subregulation 101.097(1)(a) of CASR 
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aircraft in the Body of Knowledge could be an RPA or an autonomous aircraft under 
the definitions in Australian legislation. 

 

Aircraft engaging in international air navigation 

The Chicago Convention requires that signatories ensure: 

¶ When operating within 12NM of a Stateôs land, any aircraft must comply with 

the rules of that State; and 

¶ When operating over the high seas (outside 12NM from a Stateôs land) each 

aircraft must comply with the Rules of the Air over the high seas (Article 12 to 

the Convention) convention. 

This effectively means that without a specific approval to operate in a manner contrary 
to the international rules or rules of an overflown state, any aircraft operation must 
comply with the standards for international aviation, which are covered particularly in 
Annexes 2, 6, and 8 to the Convention. These annexes are currently being updated to 
include operational, training and airworthiness requirements for international RPAS 
operation. It is important to note that at this point in time ICAO has specifically excluded 
autonomous aircraft438 from being covered under the international standards. 

Until these updates are incorporated, it is likely that one-off approvals for highly 
automated aircraft organised between states and operators will be the norm. In the 
short term it appears that international autonomous aircraft operations will not be 
permitted. 

 

The constituent responsibilities and requirements that allow for 
safe operations to emerge 

Whilst it may seem that delineating aviation activities is easy from the previous section, 
there is more to the story. In each activity there is a complex interrelationship between 
people, systems, organisations, and processes that need to be regulated to ensure 
appropriate levels of safety for each of these activities. The CASR Regulatory 
Structure Webpage has the following text that tries to capture the elements that make 
a flight safe:439 

 

Where the different colours indicate the different CASR Parts which create 
responsibilities and requirements for each part. This sentence is heavily focused on 

 
438 2.2 of ICAO Circular 328 (AN/190) 

439 CASA, ñCASAôs Regulatory Framework.ò 
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traditional, conventionally piloted aviation in controlled airspace (no qualified person 
controls Class G Airspace).  

A more broad and useful statement would be: 

 

What is important to note here that although the main delineation between 
requirements for different activities is stipulated through the operational, these are 
supported by a series of regulatory responsibilities and requirements regarding the 
Airworthiness, Operations and Airspace Integration of these operations, and are 
further elaborated below in Table 7. 

These will be referred back to when discussing the current regulatory requirements for 
RPAS operations in each of the Airworthiness, Operations, and Airspace Integration 
aspects of safe aviation activities. 
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Table 1 - Constituent parts of a safe aviation activity 

 Term used Description 
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Safe Operations use 
Operations that meet a level of safety that is acceptable to the 
regulator and society at large. 

Registered Aircraft 
An aircraft that has been placed on the Australian Aircraft Register if 
required to do so under Part 47 of CASR (some aircraft are exempt). 

and Safe For Flight 
Aircraft, 

An aircraft that is safe for flight is one that meets a given level of 
safety for the type of operation. At higher levels of risk, this will 
include that a particular aircraft undertaking flight conforms to an 
approved design and is in a condition safe for flight (defined as 
airworthy).440 

At low levels of risk, an aircraft may not need to be fully airworthy (i.e. 
there may not need to be an approved design), but should still be in a 
condition safe for flight. 

Maintained Following 
Appropriate Procedures  

In this use of the phrase, maintenance is the Continuing 
Airworthiness process, which includes both; when to undertake 
maintenance (scheduling, periodical inspections etc.) and how 
maintenance is undertaken on an aircraft. This process is needed to 
ensure that while an aircraft is in operation, it continues to be in a 
condition for safe flight (and in the context of airworthy aircraft, that 
the aircraft continues to comply with its approved design).  

and released for flight by 
a Qualified Person, 

A key safety responsibility (from a liability perspective) is a 
responsible person who ñreleasesò the aircraft from maintenance. 
This person ñcertifiesò that the aircraft has correctly completed all 
necessary maintenance and is now in a safe state for flight 
operations. 
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Flown Following 
Appropriate Procedures, 

Aircraft need to be operated by appropriate procedures 
commensurate to the operational risk. An operator of a small drone 
for photography does not need to follow similar, complex procedures 
as a pilot of a large transport aircraft, but should achieve similar, safe 
outcomes 

overseen by a Qualified 
Person 

Another key safety responsibility is the person who is responsible for 
the safety of the flight (i.e. the pilot in command or the remote pilot in 
command). Even in a fully autonomous operation, there will still be a 
person that takes responsibility for the safety of the operation, as this 
liability must be held by a person. 
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in Adequately Protected 
Airspace 

Different classes of airspace have different equipage and procedure 
requirements. These requirements exist to protect all airspace users 
to a level that is accepted by society. In some cases, this will have a 
person responsible for controlling the airspace, and in others there 
may be no one responsible for controlling the airspace and 
responsibility for safety lies with the individual aircraft operating in 
that area. 

 

  

 
440 See Regulation 42.015(2) of CASR 1998 
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Detailing the regulatory requirements and then deriving the high-
level safety objectives for Autonomous Aircraft and RPAS 

This section is intended to explain how the set of safety regulations for highly automated RPAS 
or autonomous aircraft are driven from the Civil Aviation Act and show their underlying outcome-
based requirements.  

 

 

The Civil Aviation Act Requirements and how the flow on effects to 
uncrewed aircraft system requirements 

The Act and its effect on the safety of air navigation can best be contextualised by 
focusing on the following sections of the Act (this list is not exhaustive): 

¶ The overarching safety requirements within the Act: 

o ss. 9(1) (CASAôs functions),  

¶ Specific requirements to be met within the Act 

o ss. 20AA(1) (Flying unregistered aircraft) 

o ss. 20AA(3) (Flying without a certificate of airworthiness 

o ss. 20AA(4) (Flying without satisfying safety requirements 

o ss. 20AB(1) (Undertaking critical without licence) 

o ss. 20AB(2) (Carrying out maintenance without authorisation) 

¶ s. 98 (Regulations) of the Act. 

ss. 9(1) of the Act states that ñCASA has the function of conducting the safety 
regulation ofé civil air operations in Australian territory... [and] éthe operation of 
Australian aircraft outside Australian territoryò.  

This implies the elements of conducting civil air operations and the operation of 
Australian aircraft, which are further decomposed in Part III of the Act (Regulation of 
civil aviation). In particular s. 20AA and s. 20AB which requires certain authorisations 
to be granted (or specifically be written that an authorisation is not required) in order 
to conduct civil air operations. 
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s. 98 grants the Governor-General the power to create regulations which further refine 
and define requirements for: 

 

 

 

 

 

 

 

 

 

 

 

These sections of the Act provide a basis for which CASR are applied and interpreted. 

 

Part 101 of CASR and the General Structure of UAS regulation 

To provide some logic to Part 101, we can break down the approvals into 
authorisations required for the purposes of Part III of the Act, as well as generic 
authorisation requirements (such as the ReOC and licencing for pilots) that must be 
acquired in order to undertake complex operations. These approvals that allow for an 
applicant to meet the requirements are delineated by whether they apply for Large 
RPA or non-Large RPA (i.e. very small, small and medium RPA). 

These general approvals allow for an operator to operate a micro, very small, small, 
or medium (i.e. not a large RPA) RPA (i.e. not an autonomous aircraft) within the 
following restrictions: 

¶ Operations must be below 400ft above ground level (AGL) 

¶ Operations must be generally within Visual Line of Sight (VLOS) 

¶ Operations must occur in the following day/weather conditions: 

o Within Visual Meteorological Conditions (VMC) 

o During the day 

o Not in or into cloud 

¶ Operations must be conducted more than 3NM from the movement area of an 

aerodrome 

o For controlled aerodromes and non-controlled aerodromes, Chapters 4 

and 9 of the Part 101 Manual of Standards provides more detail on the 

specifics of operating within 3NM of a movement area of an aerodrome 

for controlled and non-controlled aerodromes respectively 

¶ Operations must be conducted more than 30m from people 

o This requirement depends on whether the operation is undertaken using 

an airship or the person has given consent for closer operation (greater 

than 15m) 

(a)  prescribing matters required or permitted by this Act to be prescribed; 

(b)  prescribing matters necessary or convenient to be prescribed for carrying out or giving 
effect to this Act; 

(c)  for the purpose of carrying out and giving effect to the provisions of the Chicago 
Convention relating to safety; 

(d)  in relation to safety of air navigation within a Territory or to or from a Territory; 

(e)  in relation to safety of air navigation, being regulations with respect to trade and 
commerce with other countries and among the States; and 

(f)  in relation to safety of air navigation, being regulations with respect to any other matter 
with respect to which the Parliament has power to make laws. 
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¶ Operations must not be conducted over populous areas 

 

Figure 5 - Linking the Act and CASR 

 

 

Further specific approvals are required to operate in higher risk environments. The 
approvals needed are shown below (note that these approval regulations are also the 
same regulations that prohibit operating in the specified context without an approval). 
There are effectively three different approval regulations that are utilised in Part 101: 

¶ Approvals for Part 101 (101.029 of CASR) 

¶ Area Approvals for Part 101 (101.030 of CASR) 

¶ Approvals subject to Regulation 11.055 of CASR 

The legend in the below figure delineates the type of risk that is affected by the 
approval (generically increases risk, affects ground risk or air risk): 
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Figure 6 - Specific approvals for Part 101 

 

All of these approvals are subject to subregulation 11.055(1A) of CASR. This 
subregulation provides for the overarching requirements to be met in order for CASA 
to meet its obligations under the Act. Key requirements to be met in order for CASA to 
issue an approval under these regulations are highlighted below: 

 

Table 2 - Subregulations in the CASR pertinent to the approval of UAS operations 

Subregulation Text 

101.030(3) In considering whether to approve an area for any of those 
purposes, CASA must take into account the likely effect on the 
safety of air navigation of the operation of unmanned aircraft in, or 
the launching of rockets in or over, the area. 

101.030(6) CASA may impose conditions on the approval in the interests of 
the safety of air navigation. 

101.030(8) CASA may revoke the approval of an area, or change the 
conditions that apply to such an approval, in the interests of the 
safety of air navigation, but must publish details of any revocation 
or change in NOTAM or on an aeronautical chart. 

11.055(1A)(e) granting the authorisation would not be likely to have an adverse 
effect on the safety of air navigation. 

11.056(1)(a) CASA may grant an authorisation subject to any condition that 
CASA is satisfied is necessary: for an authorisation, other than an 
authorisation to which subregulation 11.055(1B) applies or an 
experimental certificateðin the interests of the safety of air 
navigation 
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Based on these regulations, any approval for unmanned aircraft must ensure that 
there is not an adverse effect on the safety of air navigation (note that this requirement 
must be met alongside any prescriptive requirement in the regulations and that this 
discussion does not constitute the only requirement to be met).  

Due to the relatively outcome-based style of Subpart 101.C, and 101.F, the 
requirement to ensure the safety of air navigation, becomes a critical. Of course, this 
leads to the next logical question, ñwhat is the accepted baseline for the safety of air 
navigation?ò. 
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Understanding the requirements for each constituent responsibility 
and requirement that create safety 

This section moves the discussion towards how the constituent responsibilities and 
requirements that make up the foundations for safe UAS operations. 

 

The following sections will delve deeper into the specific responsibilities and requirements for 
UAS under Part 101 and highlight some key opportunities for change that will further enable 
highly automated and autonomous operations. 

 

 

A discussion on Operational Procedures and Flight Crew 
regulatory requirements for complex UAS operations 

 

Operators of included RPAS operations (which include approvals for autonomous 
aircrafts) are required to obtain a ReOC and have: 

¶ Appropriate operating procedures for the type of operation being undertaken; 

¶ Appropriately qualified Chief Remote Pilot (CRP); and 

¶ A maintenance controller undertaking duties described in 0. 

The scope of what constitutes appropriate procedures, and an appropriately qualified 
Chief Remote Pilot depends on the complexity and type of the operation. The ReOC 
forms the basis of any approval for operating UAS operations and additional approvals 
are given to an operator in addition to their ReOC. 

Additionally, any person operating the RPA must have a Remotely Piloted Aircraft 
Licence (RePL) for operating the RPA(s) involved in the specific operation. The RePL 
is usually delineated by the category (i.e. whether the licence is for an aeroplane, 
rotorcraft (single or multi rotor) or powered lift) and the classification or weight class of 
the RPA (i.e. micro, very small, small or medium RPA).  



Trusted Autonomous Systems  Air Domain 

 

Of particular note is if the operation utilises a large RPA,441 which requires the operator 
to obtain an approval under Regulation 101.275 of CASR 1998, which may require 
additional training and pilot competencies to operate these large RPA safely. 

Readers are encouraged to utilise the resources for operators and remote pilots on 
the CASA website for additional information and guidance. 

 

A discussion on the airworthiness regulatory requirements for 
complex UAS operations 

 

In aviation the concept of an airworthy aircraft is a key component to safe outcomes. 
An aircraft is airworthy if:442 

¶ It is in a state that conforms with its approved design; and 

¶ Is in a condition for safe operation. 

Airworthiness be split into two parts, initial airworthiness and continuing airworthiness 
which contain the following elements: 

¶ Initial Airworthiness 

o Design of Aircraft 

o Manufacture of Aircraft 

o Certification of Aircraft 

¶ Continuing Airworthiness 

o Determining if the aircraft has deviated from its airworthiness state 

o Undertaking maintenance to restore the aircraft to an airworthy state 

 

Initial Airworthiness Concepts 

Initial airworthiness comprises all the activities that result in an article (i.e. an aircraft 
or an aircraft component) being produced and verified as airworthy. These are further 
delineated into three responsibility components for; the design, manufacture, and 
certification of aircraft or aircraft components. 

¶ Responsibility for the approved design of an aircraft or aircraft component 

This is the entity that holds and maintains the design data that demonstrates 
compliance with the regulatory requirements. If design flaws are discovered, this entity 
is responsible to update/re-design to fix these flaws. As an example, a Type Certificate 

 
441 See Regulation 101.022 of CASR 1998 

442 See Regulation 42.015(2) of CASR 1998 

https://www.casa.gov.au/drones/reoc
https://www.casa.gov.au/drones/remote-pilot-licence
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Holder under Part 21 of CASR is responsible for the approved design mentioned in 
the type certificate. 

It should be noted that not all aircraft are required to have a type certificate in order to 
be issued a Certificate of Airworthiness. Examples include Light Sport Aircraft (LSA) 
and Experimental Aircraft. 

¶ Responsibility for the manufacture of an aircraft or aircraft component 

The manufacturer is responsible for ensuring that the act of manufacturing an actual 
instantiation of the design complies with regulations and results in an aircraft that 
meets the approved design. In most cases the type design holder and the 
manufacturer will be the same organisation. Some examples of these approvals are; 
production certificates (PC), Australian Parts Manufacture Approval (APMA) or 
Australian Technical Standard Order Authorisation (ATSO-A). 

Again, there are some exceptions to the generic requirement to have a manufacturing 
approval for an aircraft. LSA and Experimental Aircraft do not require a manufacturing 
approval to be issued a CoA. 

¶ Responsibility for the ensuring manufactured aircraft or aircraft components 

comply with the design 

An independent responsibility exists to ensure that the process of manufacture has 
successfully created an aircraft that conforms to the approved design and to ensure 
that the design itself does not introduce any issues that result in the aircraft not being 
safe for flight.  

This is traditionally achieved through the issuance of a certificate of airworthiness, 
which an aircraft is required to have unless a regulation exists that removes this 
requirement,443 such as in Regulation 101.046 of CASR for RPA other than Large RPA. 
This certificate provides a reliable indicator of the airworthiness of the aircraft. 

 

UAS and Certificates of Airworthiness 

The figure below shows a flow chart to determine if a UAS needs a certificate of 
airworthiness: 

At the current point in time, Large RPA (an aircraft with a maximum take-off weight of 
greater than 150kg or an airship with envelope capacity of more than 100m3)444 must 
obtain a special certificate of airworthiness in the Restricted or Experimental Category, 
which are categories developed for conventionally piloted aircraft that are operationally 
restricted due to not meeting the normal airworthiness standards for aircraft of similar 
types.  

 

 
443 ss. 20AA(3) of the Civil Aviation Act 1988 

444 See Regulation 101.022 of the Civil Aviation Safety Regulations 1998 
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Figure 7 - UAS Certificate of Airworthiness Requirement diagram 

 

The Restricted Category is a regime intended for special purpose operations445 of 
conventionally piloted aircraft (i.e. surplus military aircraft or normal aircraft modified 
for special purposes. This results in requirements that are effectively conventionally 
piloted aircraft standards minus the parts that these aircraft cannot meet (i.e. weight 
and balance due to additional payloads). For UAS that are extremely close in design 
and intent to conventionally piloted aircraft, this is not an unreasonable requirement, 
however for UAS that are extremely different to conventional aircraft, these 
requirements end up being extremely restrictive (i.e. a 5kg powered lift, battery 
powered aircraft does not compare to a 3000kg fixed wing conventional aircraft). 

An Experimental Certificate on the other hand is designed for very low risk operations 
(i.e. for testing completely unproven aircraft or for testing small modifications like WiFi 
in large transport aircraft) and is contingent on the operational scenario within which 
the certificate is issued.  

Both of these CoA categories were never designed to cater for UAS, and as such are 
not fit for purpose. They are overly restrictive and do not allow for the unique design 
considerations of UAS. 

For aircraft that are not large RPA, there is no requirement to have a certificate or 
airworthiness, however there is a caveat that an aircraft without a certificate of 
airworthiness cannot operate over a populous area without one issued.446 The 

 
445 The list of special purpose operations is in Subregulation 21.025(2) of the Civil Aviation Safety 
Regulations 1998 

446 Note that this only applies if the UAS is operating at a height below which, if an aircraft component 
fails, the aircraft is able to clear the populous area, see Regulation 101.280 of the Civil Aviation Safety 
Regulations 1998 
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airworthiness of these platforms is catered for under a concept of ñoperational 
airworthinessò, where the operational approval considers the design and reliability of 
the system in context to the risk of the proposed operation. This is done on a case-by-
case basis and each new operational approval must go through repeated analysis to 
demonstrate a safety case. 

In general, it can be said that the removal of the requirement of a Certificate of 
Airworthiness for non-large RPAS is both a blessing and a curse for the UAS industry. 
Whilst it does increase operational flexibility due to the stringent nature of current, 
conventionally piloted airworthiness standards, it also increases the complexity of 
demonstrating airworthiness compared to having a certificate to demonstrate that an 
aircraft is airworthy.  

1.1.1.A Continuing Airworthiness Concepts 
For any aircraft that is operated, operational wear and tear, discrete source damage 
etc. will affect it and cause it to deviate from its approved design. There is a 
responsibility to ensure that the aircraft continues to be airworthy throughout operation, 
which will usually sit with the owner/operator of the aircraft. There are two main 
responsibilities in continuing airworthiness; 

¶ Ensuring the continuing airworthiness of the aircraft by determining when/if 

the aircraft should undertake maintenance (scheduled maintenance or 

inspection-based maintenance); and 

¶ Certification of Maintenance, which is required to demonstrate the processes 

used to bring an aircraft back into an airworthy state has been completed, and 

has been undertaken correctly. 

Both of these aspects are required to ensure that an aircraft continues to be airworthy. 

 

UAS and Continuing Airworthiness 

For UAS, ensuring the continuing airworthiness of the aircraft is covered under the 
ReOC requirements in Regulation 101.340 of CASR 1998. This requires a 
maintenance controller role within the organisation that has responsibilities to ensure 
that all maintenance carried out on the operatorôs RPA systems is carried out in 
accordance with the operatorôs approved documented procedures.447 

For large RPA, they must be maintained as a Class B aircraft, which is a class 
contained within the older Civil Aviation Regulations 1988 (CAR). As large RPA can 
only have a CoA issued in the restricted or experimental categories, this restricts them 
to complying with Regulation 42CA and 42CB of CAR for their maintenance schedule. 

 

UAS and certification of maintenance 

For the certification of maintenance undertaken, this too is handled by the 
maintenance controller as stated in CASA AC 101-05. For cases of large RPA, any 

 
447 CASA AC 101-05, as legislated by Subregulation 101.340(c) of the Civil Aviation Safety Regulations 
1998 https://www.casa.gov.au/sites/default/files/ac10105.pdf 

https://www.casa.gov.au/sites/default/files/ac10105.pdf
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person certifying the maintenance must have a maintenance authority448 issued to 
them in order to certify the maintenance undertaken. 

 

Key Regulatory Opportunities for Highly Automated/Autonomous Systems 

This section highlights some key opportunities in the airworthiness realm to increase the 
adoption and use of highly automated/highly autonomous systems. 

AIRW.01 Providing an optional CoA route to demonstrate safety of UAS design 
and manufacture at different risk levels 
Regardless of the level of autonomy of a system, a legal mechanism to recognise the design 
integrity, reliability and robustness of a UAS at varying risk levels with accompanying 
guidance on how to demonstrate compliance to a regulator will increase the ability of 
manufacturers to sell recognised products and reduce the time it takes for operators to 
obtain approvals. 

An example of this method would be the US Federal Aviation Administrationôs new 
ñDurability and Reliabilityò Type Certificate. This method allows lower risk UAS and 
operations to demonstrate reliability and robustness through operational and functional 
tests. A key concept in this method is a scalable suite of testing requirements dependent on 
the risk of the operation. 

Instead of requiring a CoA for all operations, the provision of an optional choice to obtain 
a certificate of airworthiness in a UAS category at a given risk level (i.e. a SAIL III certificate 
of airworthiness under the JARUS SORA methodology) would allow the flexibility of not 
obtaining a CoA (i.e. undertaking a first principles analysis of safety of the aircraft and 
operation) if that does not align well with the operations objectives (i.e. R&D), and also the 
certainty of a recognition of an aircraft design through a CoA if desired. 

AIRW.02 Updating CoA requirements for Large RPA 
The requirement for a CoA for Large RPA could be updated to reflect a truly risk based 
regulatory regime. A Large RPA could be operated in an area within which the risk is 
extremely low (i.e. flight tests within a remote flight test range), and should not require a 
CoA. Conversely operating a Large RPA over a populous area is a high-risk operation and 
would require an in-depth analysis and certification to demonstrate safety. 

By aligning the requirements for Large RPA to that of all RPA as depicted in AIRW.01 this 
would reflect a true risk based regulatory framework for the initial airworthiness of all UAS 
platforms. 

AIRW.03 Adaptable CoAs 
The conventionally piloted aircraft initial airworthiness process is a very static process. Once 
the design is approved, it is ñfrozenò in time, meaning any updates or changes must go 
through a significant process to be incorporated into an updated design approval. For 
aircraft designed to last for over 20 years, this makes a lot of sense, however for UAS, which 
have much lower design objectives and a faster design cycle, a method allowing reliability 
growth of a design over time is needed. Additionally, for adaptive learning systems, an 
adaptive certification regime is necessary to allow these types of systems to exist in the civil 
aviation realm. 

 

 
448 FAA, ñCertification for Advanced Operations Unmanned Aircraft Systems (UAS) ï Criteria for Special 
Classes.ò 
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A discussion on Airspace Integration regulatory requirements for 
complex UAS operations 

 

Airspace management, as outlined by ICAO Doc 9854, 449 can be described using three 
layers of conflict management: 

¶ Strategic conflict management through airspace organisation and 

management; 

¶ Separation provision; and 

¶ Collision Avoidance. 

At some level, the rules associated with airspace classes and flight rules are all aimed 
at reducing the risk of a collision between two aircraft through these three layers.450 
This section discusses the following components of airspace management: 

¶ Flight rules associated with aircraft operations (i.e. flying by visual flight rules or 

instrument flight rules) and how this affects rules and equipage requirements, 

including a discussion on non-controlled aerodromes. 

¶ Airspace classes and their effect on the airspace organisation, rules, ATC 

involvement, and equipage. 

¶ UAS operations in airspace and the issues related to not complying with the 

current rules associated with current airspace management. 

 

Conventionally Piloted Aircraft ï Visual Flight Rules and Instrument Flight Rules 

For conventionally piloted aircraft, there are two types of environmental conditions 
under which flights can take place, Visual Meteorological Conditions (VMC) and 
Instrument Meteorological Conditions (IMC). Visual Flight Rules (i.e. day and night 
VFR) can only occur under VMC conditions (unless there is permission to undertake 
special VFR flights), whilst Instrument Flight Rules (IFR) can be undertaken in any 
meteorological conditions. Associated with these flight rules are minimum equipage 
(as detailed in Civil Aviation Order 20.18), operational procedures, licencing and 
training requirements. 

 
449 ICAO, ñGlobal Air Traffic Management Operational Concept.ò 

450 Note that although ICAO Doc 9854 is specifically referring to the Air Traffic Management concept, 
these three layers may still exist (i.e. radio carriage and use within a Common Traffic Advisory 
Frequency (CTAF) is a form of separation provision for uncontrolled airspace) 
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This is important because IFR aircraft are required to carry certain equipment (in 
particular Automatic Dependant Surveillance ï Broadcast or ADS-B)451 that make 
these aircraft electronically conspicuous. For VFR flights, whilst they can elect to carry 
ADS-B or other equipment that IFR aircraft carry, they are not required to and are 
generally not electronically conspicuous, being labelled as ñnon-cooperativeò aircraft. 

 

Airspace Classes 

Under the Airspace Regulations 2007, CASA has classified airspace into one of seven 
Airspace Classes (A, B, C, D, E, F or G). in addition to the VFR and IFR rules, these 
airspace classifications delineate rules and responsibilities for aircraft and Air Traffic 
Control. A key differentiator within airspace classes is whether they are controlled or 
not. Airspace classes A-E are considered controlled as ATC will provide some form of 
service to IFR and VFR traffic (dependent on the class of airspace and practicability). 
Class G airspace is considered ñuncontrolledò, however ATC may still provide services 
if practicable. More information on the different requirements in classes of airspace 
based on whether the operation is VFR or IFR can be found here.  

 

Aerodromes 

Aerodromes are areas of high risk for mid-air collisions, due to the nature of traffic flow 
and the increased density of aircraft movements being funnelled at, through or from 
these aerodromes. Additional regulatory requirements have to be met in order to 
maintain an acceptable level of safety in these environments. Controlled aerodromes 
are those that occur in controlled airspace (i.e. Class C and D aerodromes), and have 
rules and equipage requirements associated with the airspace class. Non-controlled 
aerodromes are those that are in Class G airspace and may require the mandatory 
carriage of radio. Further information on non-controlled aerodromes can be found 
here. 

 

UAS and airspace integration 

The entirety of these airspace classes, flight rules, operational procedures (ATC 
clearance, joining the circuit etc.), training, licencing, and minimum equipage 
requirements (radio, ADS-B etc.) have been developed around preventing mid-air 
collisions between aircraft that currently exist in the airspace. When you introduce UAS  
ï which are not equipped, do not fly, and cannot see-and-avoid like other aircraft ï 
you introduce additional risks into the airspace. 

Under Regulation 101.020 of CASR, UAS are exempt from the requirements 
described above, effectively removing the requirement to fly VFR or IFR. Instead 
RPAS are restricted to operating within VLOS unless they are approved to operate 
BVLOS (as described in 0). In order to obtain an approval, it needs to be shown that 
all residual airspace risks that arise due to the operation of the UAS have been 
appropriately managed. Most UAS are not able to fully comply with the current 
airspace system rules and requirements, some examples of this include: 

 
451 9B.8 of Civil Aviation Order 20.18 

https://www.casa.gov.au/sites/default/files/australian_airspace_structure.pdf
https://www.casa.gov.au/airspace/standard-page/operations-non-controlled-aerodromes
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¶ Being unable to properly integrate into Class G airspace, as VFR aircraft rely 

upon the rules of the air, particularly ñsee and avoidò, for collision avoidance. 

UAS that cannot meet the intent of this requirement, increase the residual risk 

of collision in that airspace. 

¶ Being unable to carry certificated equipage for IFR flight, meaning that ATC 

cannot apply standard separation procedures to these aircraft (i.e. an ADS-B 

system below the required Software Integrity Level is invisible to ATC and 

hence separation provision between aircraft in the relevant airspace types 

cannot be undertaken). 

¶ For UAS that rely upon a robust command, control and communication (C3) 

link for radio broadcast, losing C3 to the UAS adds an additional failure path 

preventing the use of radio. 

¶ That UAS may not have the flight performance for conventionally piloted 

aircraft, resulting in issues where separation standards cannot be appropriately 

applied or followed (for example HALE aircraft may fly so slow that their 

groundspeed is negative. There is no separation standard that applies for an 

aircraft that can travel backwards so ATC cannot perform their function 

correctly). 

This results in excessive restrictions on BVLOS operations, typically requiring a 
demonstration that the operational volume is sanitised of other airspace users. This 
can be done using various techniques: 

¶ Significant stakeholder engagement to determine who is using the airspace in 

the area of operations, when they fly and how to avoid interacting with them (by 

operating when they are not there, or where they do not operate). 

¶ Restricting operations to areas that conventionally piloted aircraft cannot or 

would not go (i.e. shielded operations below the height of buildings, operations 

at night below the minimum safe altitude). 

¶ Obtaining a restricted area for the operation, effectively sanitising the airspace 

of other airspace users without permission of the person responsible for the 

restricted area. 

While these methods do facilitate some accommodated access to airspace, these 
cannot scale and are not cost or time effective for the operator or the regulator.  
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Key Regulatory Opportunities for Highly Automated/Autonomous Systems 

AIRSPC.01. Being able to comply with the intent of remaining well clear and ñsee 
and avoidò 
A key part of airspace integration is being able to avoid collision hazards with other aircraft. 
Being able to remain well clear, follow the right of way rules and see-and-avoid other aircraft 
is predicated on the ability to see out of the cockpit. 

For highly automated/autonomous aircraft flying BVLOS operations, this results in being 
unable to properly integrate into Class G airspace. High level objectives, regulations and 
standards to demonstrate that a UAS can meet the intent of these rules, i.e. through ñsense-
and-avoidò would allow significantly more access to complex airspace for UAS operations 
and reduce the burden on both operators and CASA to undertake resource intensive 
reviews of strategic mitigations to reduce airspace encounters to an acceptable level. 

 

AIRSPC.02. UAS specific airspace classes (Class ñUTMò, drone delivery corridors 
etc.) 
As a key initiative in the National Emerging Aviation Technologies policy statement,452 
iterating towards a UAS Traffic Management concept will assist in the integration of UAS 
into low level airspace. There is an opportunity to create a ñUTMò class of airspace that 
would have specific equipage requirements for any aircraft operating within them, such that 
UAS would easily be able to separate from each other and conventionally piloted aircraft 
that operate within this airspace. 

There are also opportunities for other ways to increase access to airspace without a need 
for significant airspace class changes. Adopting drone corridors (i.e. restricted or danger 
areas) that are labelled and intended for drone use in rural areas (i.e. between towns) would 
allow UAS to operate BVLOS within reasonable bounds without extensive effort for 
stakeholder engagement and strategic mitigations to reduce the risk of collision. 

 

  

 
452 Department of Infrastructure, Transport, Regional Development and Communications, ñNational 
Emerging Aviation Technologies Policy Statement.ò 
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Aircraft operating for Defence (State Aircraft) 

As exempted from the Civil Aviation Act, Australian defence aircraft are not regulated 
by CASA, unless specifically required within the regulations.453 As these operations 
are undertaken by the department of defence in some capacity, there exists,  

ñmoral and legal obligations to ensure risks to the health and safety of personnel 
arising from military aircraft operations are eliminated or otherwise minimised 
so far as is reasonably practicable. The basis for these safety obligations is 
found in Commonwealth Work Health and Safety Legislation and Common 
Law.ò454 

Which are managed by the established Defence Aviation Safety Authority (DASA), the 
Defence Aviation Safety Regulations (DASR), and via the Defence Aviation Safety 
Program (DASP). We will be focusing on the DASR as a lens to what is required when 
operating under the DASR. 

 

The DASR, Applicability, Structure and Decomposition of Aviation 
Activities 

The DASR is enabled by the Basic Regulation, which sets the applicability of the 
regulations in Regulation 15 of the Basic Regulation (BR.015):455 

 

(a) Aircraft, including any installed product, part and appliance, which are: 
1. owned by Defence; 
2. operated exclusively for or on behalf of Defence; 
3. the subject of statutory airworthiness responsibilities placed on Defence by 

the national civil airworthiness authority; 
4. designed or manufactured by an organisation for which the Authority ensures 

safety oversight;  
5. foreign military aircraft operating within national airspace shall comply with 

this Regulation. 
(b) Personnel involved in the operations of aircraft referred to in BR.15.A shall comply 

with this Regulation. 
(c) Operations of aircraft referred to in BR.15.A shall comply with this Regulation. 
(d) Defence aerodromes, including equipment, shall comply with this Regulation. 

Personnel and organisations involved in the operation of these aerodromes shall 
comply with this Regulation. 

(e) By way of derogation from BR.15.D, the Authority may decide to exempt from the 
provisions of this Regulation a Defence aerodrome with only a few movements per 
year. 

(f) Defence ATM/ANS shall comply with this Regulation. Systems and constituents, 
personnel and organisations involved in the provision of ATM/ANS shall comply with 
this Regulation. 

 

 
453 See Section 4 of the Civil Aviation Act 1988 (Cth.) 

454 Department of Defence, ñDASR - Aviation Safety Management System.ò 

455 Department of Defence, ñDefence Aviation Safety Regulations (DASR).ò 



Trusted Autonomous Systems  Air Domain 

 

The DASR regulation has been set up to regulate the following types of operations: 

¶ Non-Defence Registered Aircraft 

¶ Special Purpose Operations 

¶ Flight Tests 

¶ Air Cargo Delivery 

¶ UAS Operations 

Of which we are interested in UAS operations. DASR has been developed to align 
with the European Military Aviation Requirements (EMARs), which are military 
versions of EASA regulations. This results in an alignment to the Open, Specific and 
Certified UAS operation types used by EASA. The operational categorisation of the 
DASR is shown below: 

  

Figure 8 - Defence Aviation Activity Delineations 
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The Open Category 

The Open Category considers ñlow riskò UAS operations and contains all UAS 
operations that are effectively segregated from other airspace users and ground users 
and is restricted by weight class (the DASR includes three categories, Micro [<100g], 
Very Small [0.1<=MTOW<2kg], and Small [2<=MTOW<25kg]).456 As the mass of the 
aircraft increases across the Micro, Very Small, and Small categories, the operational 
restrictions increase commensurate to the increased risk to other airspace and ground 
users. 

 

The Specific Category 

The specific category is intended to cater for operations that are ñmedium riskò and 
are intended to be approved via single operating approval only (unlike the certified 
category, which requires multiple certifications for approval), based upon the results 
of a specific risk assessment for the operation. Under the DASR, specific category 
operations either: 

¶ Align with a Standard Scenario defined within UAS.35 of DASR 

o Standard Scenario for Micro UAS (DASR 35(a)) 

o Standard Scenario for Very Small UAS (DASR 35(b)) 

o Standard Scenario for Defence Areas and Exercise Areas (DASR 35(c)) 

o Standard Scenario for High Seas (DASR 35(d)) 

o Standard Scenario for Trials and Experimentation (DASR 35(e)) 

¶ Are approved under a UAS operating permit (UASOP) 

Standard scenarios are pre-defined operations where the regulator (DASA in this 
case) has undertaken a risk assessment of the assumed operation and UAS category 
combination, and provided operational, organisational, and technical requirements to 
be met to mitigate the risk SFARP. 

For operations that do not fall under a Standard Scenario, a UASOP must be obtained, 
and a specific risk assessment for the operation must be undertaken and all controls 
and mitigations must be applied SFARP. This pathway requires significantly more 
effort than following a standard scenario, but does provide infinitely more flexibility. 
Guidance for risk controls for UAS that can be applied through a specific category risk 
assessment can be found in DASA Advisory Circular AC 001/2018.457 

 

The Certified Category 

The certified category exists for ñhigh riskò operations. These are generally considered 
operations where the risk is at least equivalent to conventionally piloted aviation. 
DASR specifically mentions that the certified category contains operations that wish 
to operate in all airspace classes and over all populous areas (similar to the expected 
operational freedoms of a conventionally piloted aircraft) Certified operations must: 

 
456 See UAS.40 of DASR for Open Category classifications and associated operational restrictions 

457 DASA, ñRisk Controls for UAS Operations.ò 
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¶ Be type certified in accordance with the initial airworthiness provisions of DASR 

Part 21 

¶ Comply with all continuing airworthiness requirements in DASR (i.e. DASR Part 

M for continuing airworthiness management, DASR Part 145 for maintenance 

organisations and DASR Part 66 for maintenance personnel licencing) 

¶ Operated under a Military Air Operator Certificate (MAOC) 

¶ Comply with the standard rules of the air (DASR Part AO and DASR Part RoA) 

¶ Be operated by a qualified military pilot (or determined equivalent set of 

requirements) 

If we compare this to the single UASOP that must be obtained in the specific category, 
the certified category requires multiple approvals across the stakeholders involved in 
an RPAS operation at higher levels of rigour. 

 

Differences between the DASR and CASR 

Whilst DASA and CASA strive to align as much as possible, there are underlying 
requirements and objectives that cause some deviation between the two regulators 
and regulations. Key amongst the reasons are: 

¶ The use of SFARP as the guiding principle for acceptance of risk; and 

¶ The ability to take into account urgent safety matters, emergencies and 

compelling operational imperatives when applying the SFARP principle. 

These two differences will be discussed in the next sections. 

 

Work Health and Safety and the So Far As Is Reasonably Practicable (SFARP) 
Principle 

The driving force behind the DASR is WHS legislation. The Australian Work health 
and safety legislation utilises the concept of ensuring that risks are eliminated or 
reduced, ñso far as is reasonably practicableò,458 which differs from the safety basis 
of the Civil Aviation Safety Regulations, which require that an operation does not 
create an adverse effect on the safety of air navigation (paraphrasing the requirements 
for issuing approvals under Part 11 of CASR 1998).  

Reasonably practicable is defined in Section 18 of the Work Health and Safety Act 
2011, reproduced below: 

18  What is reasonably practicable in ensuring health and safety 

In this Act, reasonably practicable, in relation to a duty to ensure health and safety, means 
that which is, or was at a particular time, reasonably able to be done in relation to ensuring 
health and safety, taking into account and weighing up all relevant matters including: 

           (a)  the likelihood of the hazard or the risk concerned occurring; and 

 
458 Commonwealth of Australia, ñWork Health and Safety Act 2011.ò 
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           (b)  the degree of harm that might result from the hazard or the risk; and 

           (c)  what the person concerned knows, or ought reasonably to know, about: 

                    (i)  the hazard or the risk; and 

                   (ii)  ways of eliminating or minimising the risk; and 

          (d)  the availability and suitability of ways to eliminate or minimise the risk; and 

          (e)  after assessing the extent of the risk and the available ways of eliminating or 
minimising the risk, the cost associated with available ways of eliminating or minimising the 
risk, including whether the cost is grossly disproportionate to the risk. 

 

Key to the concept is the assessment of cost compared to risk, with the measure being 
whether the cost of elimination or minimisation is grossly disproportionate to the actual 
risk at play.  

Usually, the SFARP principle is depicted as a triangle of decreasing risk. There are 
two regions, the intolerable region (whereby no amount of risk mitigation or elimination 
can lead to acceptance of the risk, and the SFARP region, whereby a risk can be 
accepted if the SFARP principle has been applied correctly. 

We can contrast this process with the acceptable level of safety (ALOS) or target level 
of safety methodology (which is approximately what is used by CASA to measure ñnot 
adverse effect on the safety of air navigationò). In the ALOS methodology, once you 
reach a certain level of risk mitigation, you can ñstopò implementing mitigations, 
because the risk has been minimised to an acceptable level. Now this does not mean 
that ALOS is inherently worse or better than the SFARP methodology, and they both 
have benefits and weaknesses. For example, although the civil aviation sector uses 
an ALOS like process, the acceptability of risk is so low that it may inherently meet or 
exceed the risk reduction in an SFARP process for another industry. This could be 
thought of as the intolerable region for the aviation ALOS being extremely low in the 
SFARP region shown below. 

Figure 9 - The SFARP 
Concept 

Figure 10 - Comparing the TLOS and SFARP Processes 
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DASAôs ability to accept higher levels of risk in the case of urgent safety matters, 
compelling operational imperatives or emergencies 

In civil aviation, safety is the most important consideration459, which results in the 
ALOS process in CASA being fairly rigid and immovable. This makes sense in the 
civilian case, however, under a defence context, flexibility is needed to allow for the 
various needs of defence that exist alongside safety. Within the DASR regulations this 
flexibility is created through Subregulation 3(g) of DASR BR, which states that the 
DASA regulations ñEnough flexibilityò to address special circumstances, such as 
urgent safety measures, and compelling operational imperatives or emergencies. 

Whilst this is allowed, the scope of utilising this flexibility is heavily oversighted to 
ensure appropriate use. This gives DASA the flexibility to operate to both safety and 
other objectives as needed, whilst still applying the SFARP principle. We can view this 
on our previous SFARP vs TLOS graphic as the ability for defence to change the 
intolerable region depending on the operational context, in the figure below this is 
shown as an increase in acceptable risk (shown as ɝὙὭίὯ) due to a compelling 
operational imperative. 

It should be noted that during normal circumstances, DASA does attempt to align as 
much as possible with the civilian safety standards and requirements that CASA and 
ICAO460. 

 

Figure 11 - How DASA can change its acceptance of risk depending on the operational imperative 
(example only) 

Comparative studies ï other countries integration of UAS 

Integration of autonomous systems is a worldwide challenge. Every nation is on a unique 
path towards integrating highly automated and autonomous systems into their national 

 
459 ss. 9A(1) of the Civil Aviation Act 1988 

460 See Subregulation 3(c) of DASR BR and Regulation RoA.05 and GM RoA. 
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airspace systems. Some nations are ahead in terms of access to airspace, some ahead in 
certification of systems, and others ahead in taking the front foot on adopting and accepting 
the use of data-driven systems.  

This section provides comparative studies of international aviation authorities approaches 
to regulating UAS operations. We will focus on the two largest players in the regulation of 
aviation activities, the European Union Aviation Safety Agency (EASA) and the Federal 
Aviation Administration (FAA) of the United States.  

 

European Union ï European Union Aviation Safety Agency 

How UAS are regulated by EASA 

EASA is an agency under European Union and as such, covers the safe regulation of 
aviation activities that have the ability to affect over 400 million people. EASAôs high 
level policy for the regulation and oversight of UAS operations has been driven by 
categorising UAS operations into three distinct categories: 

¶ Open Category461 ï those operations considered low risk, with no operational 

approval is required before flight. Divided into three subcategories (A1, A2 and 

A3), based on weight and operational risk, it is somewhat akin to the Australian 

ñexcludedò category, however the weight and operational limits are broader 

within this open category compared to the excluded category and do not require 

notification to the national authority in order to commence. 

¶ Specific Category462 ï those operations considered medium risk. If the 

operation is covered by a standard scenario, a CONOPS with pre-defined 

requirements and standards to be met, the applicant only needs to declare to 

the national authority that they will undertake the operation in accordance with 

the standard scenario (similar to the notification requirements for excluded 

category operations in Australia). 

If the operation is not covered by a standard scenario, an operational authorisation 
must be obtained from the national authority through the use of an operational risk 
assessment that the operation is safe, with the SORA being an accepted means of 
compliance for undertaking the risk assessment. The specific category is very similar 
to ñincludedò RPA operations (including autonomous aircraft) under Australian 
legislation. 

At higher levels of risk (SAIL V and SAIL VI within SORA terminology), EASA requires 
that a type certificate is obtained for the system in order to meet the technical 
requirements under the SORA scheme. 

At medium levels of risk (SAIL III and SAIL IV), EASA requires a process of ñdesign 
verificationò for the aircraft system on top of the operational authorisation. 

¶ Certified Category463 ï those operations considered intrinsically high risk. 

These operations will require certified air operators and certificated aircraft in 

 
461 EASA, ñOpen Category - Civil Drones | EASA.ò 

462 EASA, ñSpecific Category - Civil Drones.ò 

463 EASA, ñCertified Category - Civil Drones | EASA.ò 
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order to operate (effectively the same requirements as conventionally piloted 

aircraft). This category is still under development, however EASA has stated 

the following three types of operation will be considered within the certified 

category: 

o International flight of cargo UAS under IFR 

o Drone operations in urban or rural environments using U-space services 

o Urban air mobility operations (i.e. air taxis with persons onboard) 

Australia does not have an equivalent category to the European certified category at 
this point in time (although the Australian rules requiring a CoA for Large RPA could 
be considered a certified category, it does not necessarily relate to risk of the 
operation). 

 

Progressive activities to further incorporate UAS and autonomy into aviation 

As a large aviation authority with significant international regard, EASA is viewed as a 
leader of world class rules and many countries replicate the regulatory style of EASAôs 
UAS rules. It is important to note that within the EU each country still has their own 
national aviation authority (i.e. the French DGCA, in the Netherlands, the NLR etc.). 
As a result, there exists competencies that EASA handles as an EU agency and 
competencies that individual countries NAAôs also handle, leading to a complex 
regulatory picture. 

EASA has taken the front foot when dealing with artificial intelligence and autonomy. 
In February 2020, they released the EASA AI Roadmap,464 a document aimed at 
establishing a vision for integration of AI into aviation. Crucially this roadmap starts 
from an ethical baseline aligning with the EU Ethics Guidelines on Artificial 
Intelligence.  

In April 2021, EASA released for consultation useable guidance for level 1 machine 
learning applications465 (i.e. systems that provide assistance only to humans), 
introducing the four key pillars for incorporating ML into aviation. The pillars are: 

¶ Trustworthiness Analysis; 

¶ Learning Assurance (a commensurate process to software development 

assurance but tailored to the use of data driven methods rather than model 

based (deterministic, algorithmically specified); 

¶ Explainability Analysis; and 

¶ Safety Risk Mitigation. 

This EASA document is intended to be a ñSwiss Army knifeò document, providing a 
starting point from which to begin understanding the analysis of these ML systems. 

 
464 EASA, ñEASA Artificial Intelligence Roadmap 1.0 Published.ò 

465 EASA, ñEASA Releases for Consultation Its First Usable Guidance for Level 1 Machine Learning 
Applicationsò; EASA, ñEASA Concept Paper: First Usable Guidance for Level 1 Machine Learning 
Applications.ò 
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United States ï Federal Aviation Administration 

How UAS are regulated by the FAA 

The Federal Aviation Administration regulates commercial UAS under the following 
regimes: 

¶ For small UAS within low-risk operations, Under Part 107 

¶ For those that do not meet the requirements for Part 107, under conventionally 

piloted aircraft operational Parts (i.e. Part 91, Part 135) 

Part 107 was introduced by the FAA in 2016 as a way to allow small UAS to operate 
without being bound by overly restrictive and onerous requirements for conventionally 
piloted aircraft, which were designed around the use of large, crewed platforms. Part 
107 is restricted to aircraft that have a maximum take of weight of less than 55 pounds 
(approximately 25kg). 

Part 107 starts off with an assumption that the UAS are not able to meet the definition 
of airworthy466 (i.e. there is no approved design to conform too), and hence operational 
restrictions are applied to prevent these operations from flying over persons467 and 
restrict operations to within visual line of sight, such that they can see and avoid other 
aircraft by yielding right of way. The operational limitations are somewhat similar to the 
requirements under the excluded category, however there are some discrepancies 
related to overflight, weight classes etc. 

Under Part 107 the FAA may issue a waiver to the operational restrictions contained 
with Part 107. This process usually takes the form of a risk assessment to determine 
the additional compliance requirements needed in addition to Part 107 in order to 
maintain the safety air navigation. 

In April 2021, the FAA updated Part 107 for operations over people (OOP), based 
upon recommendations from the Micro Aviation Rulemaking Committee468 in 2016. 
This allows operations over people under four categories of operation: 

¶ Category 1 ï UAS that weigh less than 0.55 lbs (250g) and do not contain any 

exposed rotating parts. These restrictions are based upon work done to identify 

the ñharmlessò threshold for UAS based upon blunt force trauma to humans 

upon impact.469 

¶ Category 2 ï UAS that cannot impart more than 11 foot-pounds (14.9J) of 

kinetic energy to a human during an impact and do not contain any exposed 

rotating parts. Demonstration of this capability is intended to be self-declared 

through compliance with industry consensus standards.  

¶ Category 3 ï UAS that cannot impart more than 25 foot-pounds (33.9J) of 

kinetic energy to a human during an impact and do not contain any exposed 

rotating parts. Operations must not be sustained over people not directly 

 
466 Department of Transportation, Federal Aviation - 14 CFR Parts 21, 43, 61, et al. Operation and 
Certification of Small Unmanned Aircraft Systems. 

467 Unless they meet the requirements stipulated in regulation 107.39 of CFR 14 

468 FAA, ñCertification for Advanced Operations Unmanned Aircraft Systems (UAS) ï Criteria for Special 
Classes.ò 

469 la Cour-Harbo, ñMass Threshold for óHarmlessô Drones -.ò 
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involved in the operation (although it may be transit over people not involved 

in the operation) and can only occur within or over a restricted access site. 

Demonstration of this capability is intended to be self-declared through 

compliance with industry consensus standards. In both Category 2 and 3, the 

energy thresholds selected are based on conservative values for causing 

injuries to humans based upon blunt force criteria.  

¶ Category 4 ï small UAS that do not meet Categories 1, 2 or 3 are required to 

have a certificate of airworthiness with appropriate operational limitations and 

procedures to ensure safety of persons overflown. 

In order to operate over open-air assemblies of people (for categories 1, 2 and 4), 
operations must comply with Remote identification standards covered in Part 89 of 
FAA regulations. 

For operations that do not meet the requirements of Part 107, they are to be operated 
under conventionally piloted aircraft operational parts. In the current state, this results 
in significant operational restrictions with accompanying exemptions (i.e. operating 
without a certificate of airworthiness, operating BVLOS without being able to comply 
with see and avoid requirements). 

 

Progressive activities to further incorporate UAS and autonomy into aviation 

The FAA is critically aware of the integration issues for UAS operations that cannot 
meet the requirements of Part 107 (including operations that can occur under waiver). 
To that end, the FAA undertook Integration Pilot Programs (IPP) between 2017-2020, 
which aimed to demonstrate technology and operations that will lead to future 
integration into the National Airspace System. Whilst the IPP has come to an end, a 
secondary program, ñUAS BEYONDò continues these partnerships and focuses on 
three key challenge areas. These are: 

¶ Scalable and repeatable BVLOS operations; 

¶ Quantifying societal benefits of UAS use; and 

¶ Identifying and understanding societal concerns with the use of UAS. 

To further reduce the regulatory burden of UAS operations under conventionally 
piloted rules, the FAA have introduced a new method for obtaining a type certificate 
for lower risk UAS, called ñdurability and reliabilityò.470 For traditional crewed aircraft, 
the certification safety requirements for aircraft are such that there is not a possibility 
to utilise operational reliability as claims against these requirements (i.e. in order for a 
large transport category aircraft to demonstrate a 1 in 1 billion hour catastrophic failure 
rate with operational data would require 3 billion hours of operation, or over 340,000 
years of operation), and instead design, analysis simulation, and functional testing are 
used to show that these requirements are met. 

For lower risk operations, that have lower reliability requirements, it is completely 
feasible to use operational demonstration testing to show that safety targets are met 
(i.e. to demonstrate a hazard rate of less than 1 failure per 10,000 hours would only 

 
470 FAA, ñCertification for Advanced Operations Unmanned Aircraft Systems (UAS) ï Criteria for Special 
Classes.ò 
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need 30,000 hours, or just under 3 and a half years).471 This is the drive for the new 
ñdurability and reliabilityò type certificate process for UAS operations. There are at least 
ten different UAS manufacturers using this method to obtain type certificates and 
subsequent certificates of airworthiness in order to operate under conventionally 
piloted aircraft rules. 

A final key element of the FAAôs integration of UAS into airspace is research and 
development, including: 

¶ The Alliance for System Safety of UAS the Research Excellence (ASSURE)472, 

a conglomerate of research institutions attempting to understand various facets 

related to safety in the context of UAS, including both System Safety and 

Autonomy for UAS; and 

¶ A collaboration with NASA on an UAS Traffic Management concept,473 which 

has driven a substantial amount of current work in proto-UTM systems (i.e. the 

Flight Information Management System request for proposal by Airservices 

Australia474); and 

¶ UAS Test Ranges, of which the US has seven operational at this point in time, 

allowing for both non-commercial research and commercial CONOPS 

development/demonstration. 

  

 
471 This is for a single aircraft, for 100 UAS operating constantly to demonstrate reliability, this target of 
30,000 hours would only take about 125 days of operation (assuming no failures during testing and a 
binomial distribution) 

472 Assure UAS, ñAssure - THE FAAôs Center of Excellence for UAS Research.ò 

473 NASA, ñUAS Traffic Management (UTM) Project.ò 

474 Airservices Australia, ñFlight Information Management System (FIMS): Request for Proposal | 
Engage Airservices.ò 
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Current methods for assurance of highly automated/autonomous 
UAS (JARUS SORA) 

The previous subsections have been discussing the regulatory frameworks and accreditation 
requirements that exist for UAS operations in Australia. From that foundation, the next crucial 
understanding is how to demonstrate compliance with those higher-level regulatory objectives, 
and this brings us to assurance. We are interested in the concept of assurance with respect to 
aviation safety claims. CASAôs expectation for the issuance of approvals for complex, highly 
automated and autonomous operations is that there is no adverse effect on aviation safety. 

When attempting to demonstrate a claim like, ñthis UAS operation does not have an adverse 
effect on aviation safetyò, we are trying to ascertain whether the evidence provided for this claim 
is ñenoughò to reduce the uncertainty around the truth of this statement. There exists some 
threshold that defines ñenoughò certainty (or conversely, the maximum allowable uncertainty) to 
be considered acceptable to meet this claim using evidence. We could say that the safety claim 
can be considered true if the probability that the safety claim is not true given the evidence must 
be less than a maximum allowable uncertainty 

ρ ὖὛὥὪὩὸώ ὅὰὥὭάȿὉὺὭὨὩὲὧὩάὥὼὭάόά ὥὰὰέύὥὦὰὩ όὲὧὩὶὸὥὭὲὸώ 

We might be able to state that assurance is the acceptable process by which enough appropriate 
evidence is provided to meet this minimum standard of uncertainty. Now in reality it may not be 
clear or possible to attach numbers to any of these variables.  

Within the aviation safety context, it is important to know the following concepts to drive what 
the appropriate evidence is to demonstrate our claim ñthis operation does not have an adverse 
effect on aviation safetyò: 

¶ how risk management is understood and used in reducing the likelihood or consequence 
of hazards, particularly how engineering approaches tend to drive likelihood requirements 
and uncertainty using the assessed consequence of a hazard. Sections 7.1, and 7.2 detail 
the safety risk management process and system safety processes. 

¶ How the measurement of risk can be done and the different considerations that apply for 
unpersonned aircraft. Sections 7.3 detail methods of measuring risk for aviation 
applications and how the tolerability of risk changes based on whether a person at risk is 
a first, second or third party to the operation. 

¶ the acceptable level of safety for current aviation operations and how this is applied for 
different operations using the concept of the aviation safety continuum. This is detailed in 
Section 7.4. 

¶ a model for how uncrewed aircraft operations can casually lead to consequences for third 
parties (in the air and on the ground). Sections 7.8.1 and 7.8.2 detail risk models for 
ground and air risk respectively, and Section 7.9 details how the bow-tie process can be 
used to understand the different causal events that lead to top-level events and realised 
hazards. 

¶ an acceptable depth of analysis process based upon the risk a UAS operation poses to 
third parties in the air and on the ground. Section 7.11 introduces the JARUS Specific 
Operations Risk Assessment (SORA) methodology, which ties in all the previous 
assurance discussion with a risk proportionate, regulator acceptable process for 
demonstrating a reasonable safety case (including a depth of analysis process) based 
upon the risk an operation poses to third parties. 

Although the SORA process is accepted internationally, this does not mean that all the issues 
and problems for highly automated and autonomous aircraft are solved and it is all clear skies 
ahead. Section 8 closes this loop by highlighting the existing gaps in current best practice 
assurance processes used in the aviation industry, particularly those issues that affect the true 
integration for autonomous aircraft and identifies potential solutions to these issues. 
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Safety Risk Management 

We are all intimately familiar with the concept of risk as a combination of likelihood 
and consequence: 

ὙὭίὯὰὭὯὩὰὭὬέέὨὧέὲίὩήόὩὲὧὩ 

This results in a graph shown in the Figure below, with risk isopleths (lines of constant 
risk) highlighted: 

 

Figure 12 - Classic Risk Curve 

Normally the risk graph is viewed on a log-log curve: 

 

Figure 13 - log-log curve of risk 

Now in theory this continuum of risk could be useful for defining limits to the 
combinations of likelihood and consequence, however consequences are not easily 
definable along a continuum. Instead, this graph is bucketized into regions of discrete 
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likelihood and consequences, resulting in the familiar tables found in most risk 
assessment processes: 

 

Figure 14 - How the risk continuum is replicated in risk tables 

 

In risk management practices, the ability to analyse and categorise risk into buckets 
(such as ñextremeò, ñhighò, ñmoderateò etc.) allows the user to then apply a known set 
of risk management tools based upon this level. Within each bucket of increasing risk 
the allowable uncertainty of any safety claim is driven by the risk of the operation or 
system. The higher the risk, the lower acceptable uncertainty for any safety claims, 
and the higher the evidentiary requirements needed, for example: 

¶ more detailed analysis of a hazard and hazard controls, 

¶ wider coverage of potential failure conditions (i.e. including outside expected 

operating conditions, common cause analyses) 

¶ a quantitative analysis complementing qualitative analyses 

¶ specific architecture requirements (redundancy, independency, resilient design 

etc.) 

For example at ñlowò levels of risk, itôs likely that nothing more needs to be done to 
manage the risk. Meanwhile, at ñextremeò levels an exorbitant amount of work must 
be done to demonstrate that the risk has been managed appropriately. Effectively as 
the risk increases, the amount of uncertainty allowed in the determination that the risk 
has been managed decreases. 

Alongside this higher level of evidentiary requirements, most risk management 
processes require higher managerial oversight to accept a higher given risk. This 
ensures that the right management level has knowledge and responsibility for ensuring 
the risk has been acceptably managed. 

Safety risk management is a huge topic in aviation, and particular resources that may 
be of use include: 
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¶ Federal Aviation Administration ñSafety Risk Managementò webpage, which 

has significant information and tools that can be applied to the aviation context 

¶ CASAôs Safety Management Systems webpage, which contains guidance on 

how to implement a safety management system, which is a required system for 

some aviation operations. 

 

Systems Safety Engineering in Aviation 

In aviation system safety engineering, a process that looks at aircraft systems and 
their effects on safety, this process is modified slightly. Using the risk equation, the 
maximum allowable probability of an event type (i.e. catastrophic, hazardous, major) 
is set based upon the allowable risk isopleth and the consequence of that event: 

ὒὭὯὩὰὭὬέέὨ
ὃὰὰέύὥὦὰὩ ὙὭίὯ

ὅέὲίὩήόὩὲὧὩ
  

Where the allowable risk is based upon some analysis of the societal acceptance of 
risk in different types of operations (see 0 for the aviation safety continuum) and the 
consequence is based upon the credible outcome of various hazards that aviation 
operations experience. An example of this is shown below: 

 

Figure 15 - Aviation System Safety Acceptability Region 

 

This allows for detailed safety assessment processes to be allocated based upon the 
severity of a realised hazard (Minor, Major, Hazardous, or Catastrophic), which is 
derived from the allowable failure condition likelihood (Probable, Remote, Extremely 
Remote, Extremely Improbable).  

The system safety process assesses the consequence of a hazard against pre-defined 
word pictures found in guidance such as AC 23.1309-1E and then allocates qualitative 
likelihood requirements. These requirements must be met using allocated depth of 

https://www.faa.gov/regulations_policies/handbooks_manuals/aviation/risk_management/
https://www.casa.gov.au/safety-management/safety-management-systems/safety-management-system-resource-kit
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analysis and development assurance rigour, essentially providing the mechanism to 
ensure minimisation of uncertainty to an acceptable level based upon the hazard.475 

It is important to note that the depth of analyses requirements based on failure 
condition severity or failure condition likelihood depends on the type of operation being 
undertaken and the risk it poses. For instance, under Part 23 (Normal Category 
Aeroplanes), risk (and the subsequent requirements) is allocated by the number of 
seats onboard the aircraft. These severity definitions and requirements have been 
developed through decades of crashes, deaths, and loss, leading to an incredibly 
detailed set of requirements for conventionally piloted aircraft. For unpersonned 
aircraft, there is no risk to persons onboard and instead we need to understand the 
risk to second and third parties instead. This can result in risk levels that are 
substantially lower than that what occurs in conventionally piloted aviation, meaning 
that the in-depth requirements from the current aviation system safety process are not 
proportionate to the risk of these UAS operations. We need a way to modify the 
requirements to proportionate levels for UAS operations. 

 

Measuring risk for unpersonned operations 

In order to modify the requirements for risk, we need to begin by considering the 
definitions of risk to individuals to build a more generic picture of risk, then push this 
towards an acceptable level of safety for unpersonned aircraft. 

 

Individual Risk (risk to a specified individual) 
Individual risk is usually described as a probability of a fatality occurring to an individual 
during a given event (i.e. probability that an individual dies per year, probability of an 
individual dying to per rocket launch, probability of an individual dying per aircraft per 
hour of exposure). We can write this individual risk due to event E as: 

ὍὙ Ὁ ὖὉ ὖὭὲὨὺ Ὥ ὥὪὪὩὧὸὩὨȿὉ ὖὧὥίόὥὰὸώȿὭὲὨὺ Ὥ ὥὪὪὩὧὸὩὨȟὉ 

Where P(E) is the probability that an event E occurs over a given timeframe, P(indv i 
affected|E) is the probability that the ith individual is affected by event E, on the 
condition that E occurs and P(casualty|indv i affected, E) is the probability that the 
individual experiences a casualty, given they have been affected by event E. 

For example, the risk that an individual person dies in a year (utilising the 2018 Age-
Standardised Rate from the Australian Bureau of Statistics476) is approximately 
0.00327 (approximately 1 in 300. For a person aged 35-39, this risk is closer to 1 in 
1200). 

 

 

 
475 Note that recently Part 23 has been updated, and the Classes referred to in AC 23.1309-1E do not 
fully correspond to the new ñlevel of certitudeò that is based upon the number of seats onboard the 
aircraft   

476 AIHW, ñDeaths in Australia.ò 
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Societal/Collective Risk (risk to a population of people) 

If we were to sum the risk to an individual over all the individuals at risk, we arrive at 
the collective risk to a population of persons, measured in fatalities per given event 
(i.e. number of fatalities per year, number of fatalities per rocket launch, number of 
fatalities per aircraft per hour of exposure), usually referred to as the ñexpected 
casualtyò or ñexpected fatalityò rate (depending on whether you are looking at fatalities 
or casualties). We can represent the expected fatality rate (EF) as: 

Ὁ Ὁ ὍὙὉ

ᶪ

  

This adds up the risk to each individual from event E. Using the ABS data on deaths 
per year, we can see that the expected fatality rate for 2018 was approximately 82,320 
people/year. This is calculated by multiplying the individual risk by the number of 
people exposed to the risk, i.e. the entire population of Australia in 2018. 

 

F-N curves (Frequency of events that cause more than N fatalities per event) 

The previous discussion does not take into account societiesô risk aversion to 
catastrophic events. As an event increases in its consequence, the willingness of a 
person or persons to accept the risk decreases non-linearly to the point where there 
may be no willingness to accept an event occurring due to the consequence (i.e. the 
destruction of the world, death of all persons on Earth). F-N curves track the 
acceptability of the frequency of events that cause more than N fatalities per event. 
They effectively plot collective risk for events that cause differing fatalities per event.  

In the next figure, as the number of fatalities per event increase, the frequency of the 
event drops commensurately until a point is reached where the risk of the event 
occurring cannot be justified at any frequency477.  

Some examples of risk aversion in safety requirement include Section 4.3 of the 
Common Risk Criteria Standards for National Test Ranges ï Supplement478 or the 
lower allowable mid-air collision rates in controlled airspace (where passenger aircraft 
mid-air collisions can kill thousands of people). 

While not usually considered by an applicant, risk aversion and societal acceptance 
of risk is something that regulators must contend with every day. 

 
477 Porter and Morgenstern, ñLandslide Risk Evaluation in Canada.ò 

478 Range Commanders Council, ñCommon Risk Criteria Standards for National Test Ranges, Standard 
321-20.ò 
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Risk tolerability ï Acceptance of risk for involved and uninvolved persons 

Another confounding factor within this risk discussion is informed consent and 
acceptance of higher risk. There is an understanding and acceptance by both society 
and these individuals that a higher rate of fatality is acceptable under certain 
conditions. Examples of this in aviation include skydiving and flying in warbirds, which 
are commercial operations with known risks that involved parties need to acknowledge 
and accept before flight (see Division 132.C.2 of CASR).  

Contrast this with persons who are uninvolved with an activity and have not had a 
chance to accept the risk of the activity. Society will generally try to protect these 
people to an extent that matches an expectation of safety for persons going about their 
everyday lives. 

For the purposes of this analysis, we will only be considering third parties, i.e. those 
that have not directly been involved in or been part of the risk acceptance of UAS 
operations. 

 

  

Figure 16 - F-N Curve  


























































